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Abstract

This project aims to study and apply NFC technology for identity verification, design
and create tools for performing authorization, prevent invasion from an unauthorized
personnel, and enhance the convenience of mobile phone authentication. The focus is

on creating a system that is simple, fast, reliable, and suitable for practical application.

The project began by studying the operating principles of NFC sensors and related
microcontrollers. Then, the circuit and structure of the device were designed accordingly.
The developers developed a system capable of reading data from registered mobile
devices or NFC cards. When a device is scanned, the system verifies the data against a
database. If the data is correct, access is granted immediately. If incorrect, the system

denies access to prevent unauthorized entry.

Furthermore, the device’s performance was tested in several aspects, such as its
ability to read NFC data from various devices, the sensor’s operating range, verification
accuracy, and system stability. The test results showed that the developed tool
can function as intended, accurately verifying identities, processing data quickly and

effectively reducing the potential for intrusion by unauthorized individuals.

From the project’s results, it can be concluded that the developed NFC
authentication tool can be applied in various security applications, such as controlling
access to classrooms, dorm rooms, residences, or places requiring restricted access. This
project therefore represents a pathway for developing a low-cost, easy-to-use security
system that can be further improved upon in the future, such as connecting to an
application-based notification system, recording user history, or adding authentication

methods with other technologies to enhance efficiency and security.
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Tuu3unves Internet of Things (IoT) lulaspaulnsamesduisnsniusiudeya n1sneIady
wazn1snszsulanmeniennlugiuzgunsaiuateniafidsausendauaz duniden

Lilesreulnsaaesunsionaldmuuuatauasinauiierudongs 4 kHz densldndanu
m (Hadtaduselulasindudnide) Tnemiluud lulasreulnsamesmanianunsansnis
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(Digital Signal Processor; DSP) IﬂaﬁmmL%aﬁmmmmﬁmLLazmﬂﬁ’fwé’Nmﬁqaﬂ'jw

2.1.1 Useia

lalaslusiwawesiuunate@ususn laun Four-Phase Systems ALL TuU 1969 uag
Garrett AiResearch MP944 Tul) 1970 Fagnitautulnglddu MOS LS vaneda dalulasg
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FLAen Waullng Federico Faggin Iagldinalulad MOS wuu@dneuing suiulFInsues
Intel @® Marcian Hoff wag Stan Mazor wag3fInsves Busicom A® Masatoshi Shima siain
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1970) hlvinsihaeufiumefinldfuadoddlnihaunadniulddusmanssgia
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2.1.1.1 MINaIuN
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Uszauanudisalunisasslulasaeulnsamesdiusnlul 1971 nauaInInwIAe TMS 1000
Fanesmgludandsdlud 1974 lulasreulnsaaesisumhennusuuusiuegafien
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2.1.1.2 Ysinauaganlging

Tud 2002 Uszanm 55% v8 CPU vamuafismiglulandululasaen
Insaaesuazlulaslusivawes 8 Ja

finmsvglulasreulnsaass 8 Jauinninassiuaiudilul 1997 uazain
foyaves Semico nuililasaoulnsaiass 8 Jnunnnindiudiugndmuingludl 2006 d1gn
Semico $19319a1A MCU iiuletu 36.5% 11 2010 uaz 12% Tud 2011

thunllussmaifauudiiunlifezdlilaslUseagofoiunuszasd
wigadsn witlulasreulnsaaesuszinuaniiva sosudsssunarshluillulasneulnsaiaes
Useana 30 & wenaniiannsanuldlugunsalliiimansvin wu wiesind wnlslasim
waslnsdn

Funulunsnane1afinin 0.10 wiegansgromie

Aldirvanauilenariuly lnglilasneulnsaaes 8 Inignilaniisimine
Tusiadindt 0.03 aeaanfansss Tudl 2018 wazlulasaoulnsaiaes 32 Jnuraguiisian
Usganal 1 aeaansansyy dmiuuinailndidsaiy

1ull 2012 wduAningivhlan sesvwanauaznsHusIdeTTanseTian
whiliediin uagaendadefisudunedanas 17% Sedeifunisanasaiilngfiaati
FausnAIssy 1980 i?ﬂ’]LQgﬂﬁﬂﬁ%JUimIﬂ’iﬂauiﬂiaLﬁ@’%@gj‘ﬁl 0.88 WizBgyansy, (0.69 wiregy
ansgs dmsu 4/8 Un, 0.59 wisuyansys dmsu 16 Us, 1.76 wiswryansys dmsu 32 Un)

Tud 2012 vemwelulasaeulnsaiass 8 Tnvhlanilyaduszanm 4 Wy
duneaaiansy luvnedilulasnoulnsaiaes 4 dnfflvemunsfiddui

10T 2015 llasmevlnsaiaes 8 Tnanunsodolslusan 0311 noaansanss
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dleuil 21 fiquieu 2018 wAnededdunuliusznia “aoufinesman
faelulan” guasaifanadu “seuuidumedliaonazlfuunnoivuin 0.04 auan. 16 nw
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EniAulflaziianennieivguuusisum gunsalisfulasdsteyameuasivoadiuls aanfg
Tuasdmiundanuuasnadeulusunsy uaziudoya” qunsaiifivuin 1/10 vesuunadl 1BM
Srsdviniountdl poufupesiiflvunduadfilandevanadouneuluiouiiuney 2018 &
“dnnindainde” Insudawmeiniediuim dununsndatiosnin 0.10 avaans wazidesu
fumalulagufenisuud Tl miunsuuduas “gaBadsiadu” faduweundinduasis

A aa o

Uanana

2.1.2 Uszeam

a U 2008 fgviswaranidnenssululasreulnsaiaasdiuiuuin sauluds:
1) wheuszaiana ARM core lnglanizaasuszlan ARM Cortex-M
2) Microchip Technology Atmel AVR (8 Us), AVR32 (32 U#), liag AT91SAM (32 U#)
3) As M8C 704 Cypress Semiconductor’s ﬁgﬂiﬂu Cypress PSoC 98dnintun
4) Freescale ColdFire (32 U%) wag SO8 (8 Us)
5) Freescale 68HC11 (8 {i) uardu 9 Viﬁiwﬂgmmmﬂmam%’a Motorola 6800

)
)
)
)

6) Intel 8051, Fsuonan Intel fignuanlag NXP Semiconductors, Infineon, wag
’Su f YayIuNII

7) Infineon: 8 Us XC800, 16 Un XE166, 32 Un XMC4000 (ARM based Cortex
MAF), 32 U TriCore, ay 32 Us Aurix Tricore Bit microcontrollers

8) Maxim Integrated MAX32600, MAX32620, MAX32625, MAX32630,
MAX32650, MAX32640

9) MIPS

10) Microchip Technology PIC, (8 U PIC16, PIC18, 16 Un dsPIC33 / PIC24), (32
Us PIC32)

11) NXP Semiconductors LPC1000, LPC2000, LPC3000, LPC4000 (32 U#),



LPC900, LPC700 (8 Us)

12) Parallax Propeller

13) PowerPC ISE

14) Rabbit 2000 (8 Un)

15) Renesas Electronics: RL78 16 Us MCU; RX 32 Us MCU; SuperH; V850 32 U
MCU; H8; R8C 16 Us MCU

16) Silicon Laboratories lulasaoulnsaiass Pipelined 8 Un 8051 wazlulasmou
Insalaasiuu ARM-based 32 Jn dyanamnay

17) STMicroelectronics STM8 (8 Un), ST10 (16 Un), STM32 (32 U#), SPC5
(automotive 32 Un)

18) Texas Instruments TI MSP430 (16 Um), MSP432 (32 Us), C2000 (32 Un)

19) Toshiba TLCS-870 (8 Un/16 Um)

uazdsdidnuinune Tasuisesatugnlflutendinduiiinnzasn viewieudu
miwUszanaanizuoundiaduinnniilulaseeulnsaiaed aaielulasaevlnsamediy
nsrdnnszneluegiannn wazlifuie walulad wazaaiauInuie wagduieduIuuInIy
nanganUnenssy

2.1.3 ESP32
ESP32 AengulalasaeulnsaiaefnausevdauazUsendamdsnuiinausiuni
a1unsave Wi-Fi uagugys Jumariifdandeonnisussmanaiivainvats sadlulaslus
\waLas Tensilica Xtensa LX6 fiilHidaniiauuy dual-core uae single-core, TUsIwaL03s
Xtensa LX7 dual-core vi3olalaslusiwasas RISC-V LUV single-core wonani ESP32 fasu
dudszneuidududmiunmsdoansteyaliany Wy alndianeinialui vdu RF Le3eses
& rTessudaasuniu finses LagluAan1sIANITNAIUY

sUfl 2.3 oA NodeMCU #ifl ESP32-C3-325



10

Tnevhluudn ESP32 azgnilsoguuusnasfuniianzgunsaivieriausidudiunds
yosyam I fiifulazfudeuse GPIO finannnans Taefinsimusefiuanssiuluniu
JulaHan ESP32 lasun1seanuuulag Espressif Systems uagkanlag TSMC lagldnsyuiu
M3 40 wilues Sudufdunesvedlulasreulnsaaes ESP8266

2.1.3.1 Espressif Systems
USEW Espressif Systems (Shanghai) §11% (loainsad) LJuuidnieiinou
anwasdymAdunaaneleulunaiadnning dddnanulvadegiidedld viendatuns
Wannuazdviedluaslugadeaslulasaeulvsaaeslsaenldly Internet of things (1oT)
a o s a ) s & aAvo ~ | oA
HAnAnaliinauaninosIduniinuinianased19ve Espressif o

a [ '3 1

ESP8266 wag ESP32 daidujusienn ESP8266 wanfnusiivanignunluldlundnfasisne 1oy

IS v

wIesranuuazvaenlil audliuinislegiuiliedinsusuasseuudnlulii wenaindds
gnldlaeduveuanu DIY mumalulaganeme

2.1.4 @1519M5ATU (Partition Table)

fav A a

m3emiiduRedsimuanisdanisgiuuumheanuurasiazdoyasig 9 ag

fa o

gniiuliluudaznsidu leedauaunsaldguuuumsimnsiduiignivuaunlindmse
anunsaimuagUuuUm I STiduenle Tneasansiduiignldlulassuidsuuuudiil

AT 2.1 S1UNTNSATU

Name Type | SubType [ Offset Size Flags
nvs data [ nvs 0x9000 0x5000

otadata data | ota 0xe000 0x2000

appO app |[ota 0 0x10000 | 0x140000

appl app |ota 1l 0x150000 | 0x140000

spiffs data | spiffs 0x290000 | 0x160000
coredump [ data | coredump | 0x3F0000 | 0x10000

FaRon519ASUALYDY ESP32 Tu Arduino platform egslsAmuiinisiaeunlas

seuulAulngann SPIFFS 1y LittleFs Tnedi

2.1.4.1 Name

1 16 smonws (lufidnuseiiee)

2.1.4.2 Type

Type Ao Uselanvesnsidu aunsaidu data vse app 19

fa o 14

Name A8 ¥9Ua9NI5H

YU

£%
I

UGN VD

UU

1) app AewsAduiilalunisiiuneundiadu
2) data Aemsfiduildlunisiivdeyanily

2.1.4.3 SubType

SubType Ao Useinvgas seun1sldnureanifiduy data wag app

ladAgysosyuunavdasvuinli
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1) data

n) ota Az MTITUAUTEYA OTA (EM5UN15eMANNITEINIA, Over-the-
air update) Tnemnlalldau OTA ansathesnld Tneruinvesmsiduinisasiiauind
wiueuegil 8 KiB (0x2000 Lus)

%) nvs Ae WsTduAvteyarhluuy Joya Wi-Fi, doyamsasuifioy PHY
vosgunsal, wardeyadu 1 AFesgniiuuumieausians (Non-volatile memory) Tngmng
fitulssniomngaudmivninivieyanisaeandntes lusesiunansd a9 waznisldan
NVS BnegrsensiiutoyatiaziBonsou 1osn NVS sessumsithsia wasdudsiuugii
oghaNTiedinn$fidu NVS surndush 12 KiB (0x3000 Tud) uazmndndu aaanusavens
yaiinld Tnsvwafuugiiuegsening 12 KiB uag 64 KiB faudHianazannsnvenslviy
Tngjninisld nsldnuszuuldidu FAT %3 SPIFFS 5u%mmzamﬁm%’u%uﬂaﬁlmpjﬂdw

A) coredump #p Ussmmiifidugesiiiniiflunaiudeya core dump
vuntheeusustay 1ne core dump Hufedoyatignlfrudmiumannasudein-wan
Housatunsunssuazunia Tnsilaiutagdesgnidalumsiielusanduagdeiivangluns
unas LLazWW%ﬁﬁﬁuﬁﬁﬁuumﬁLLuzﬁwagjﬁ 64 KiB (0x10000)

9 nvs_keys A wisiduiiduussiangesiifiuadnmsdrsavesmnsiiu
NVS lemsithsagnldaiu Tnefivunneei 4 KiB (0x1000)

9) fat fle Mvuann$Adudmiuszuulnld FAT Tneflagmngaudmiy
foyalvg) 9 uazmndeuatiugniudsuniasos Tnessuulnd FAT aunsaldfiaes wear
leveling Lagn1sitnsnals

2) spiffs Ao MuuaANISRtudmSUTEUULNE SPIFFS munzdwmsulndlegy
Wufunaysoesu wear leveling agnslsimu szuulnédildsosfunsidhsiva

2) app
n) factory Ao WisAdufuueundiadususiu Tsunsuyalaniaesay

[
fa v A

Fonmsfiduiiduneundinduidudumnlaifiniiidu OTA videw$fidu OTA duiradr vind
sldwn$iidu OTA m3fidu ota_ 0 ansagnlfifuneundinduSudulduasm$idu factory
anansagniheanla

%) ota_0 14 ota_15 A® WIS91U ota_x 5ugm1%’ﬁm%’ué’wmw OTA el
o3 OTA usndugedldmsidu OTA sgrates 2 nsidu (aeuniile ota 0 uas ota 1)
wazdndudeslinifitu ota sheduiulunsivtoyaiieatu OTA Tasannsadinsiidu OTA
I¢aagn 16 wiidu uel 2 wdiduRedunudumiidedddmiuiiaes OTA wuuiudn

A) test Aa Tddmsunsneaaeululsenu

2.1.4.4 Offset
Offset Ao fvusituiivinn$figutu q Fusu s Offset tugninualasnis

A7 Offset uazawIAvRIINSAITuRaunt 0 ag1lsinnu Offset azdoulunianves 4 KiB
(0x1000) wagn1siduLenazfasdnsurusldizun 64 KiB (0x10000) InevnnUaasliing an
Offset azgnAwIUlagdnluiinusiurisingveansiduneumin saudainsiadumide q
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A3y o819l5Annu Offset YaamIsATULINTUIEADUTU 0x9000 LAz 0x10000 dnsunis

a o

NFULDUNALAT UL

2.1.4.5 Size
Size A9 VUINVRINSITU TnwAdarunsaiduavnedey, shiav Hex (Wntn
8 0x), WIlUMmenuInameLieuIUenule K (Ala) 158 M (A1) 1w 4096 = 4K = 0x1000

[

2.1.4.6 Flags
Flags A Tutlaytueeduiilldiisanmiiousvanitmsndudu q gnid1sva
P30 bl
2.1.5 littlefs
littlefs AnszuvlndvurnldnfivasniufdaninuauiiaifoanuuuIdInu

lulasmaulnsatans

anudangulunisdesiunisaydendsnu littlefs sanuwuuntiesuiladutym
Ihdunuugu nsaitiunisinanmuainissulseiunisfnasnteyaiiloeutaya (copy-
. A < ] 1Y) I3 Y a d'
on-write) NN wagmnlwiiidu ssuulndagndudanuguniiananiiviu

MsUSusERUMSanuIaLuUlauniin littlefs apnuuuitiaunaslagany Laguau
nsUSusERuNIsanusauuvasnLuUlauiiin uenanil littlefs faanusansiaduudenideay
uAlateymla

RAM/ROM wuuilvauiam littlefs soniuvaniitovhaufuniisanudiwuinidn
n5ldu RAM gnirdnegradusn demneaiuiinisld RAM azliiasuntaaile
szuulWdidulndu seuulndlifinisdenduuuldiveuien wasmiseudmuulauniingn
Srinlieglutiimlosfifmunelddeanmsadandounuuails

2.1.6 90NUUY
Tuszauga littlefs Luszuulduvuvdanildlndduiinvumdnlunisiaiude
yalunuazlasaaie copy-on-write (COW) vuatngilunsdniivdayalva

Tu littlefs drunauvanineduludnassdu Inefivieulivuinan (Seninawmnieni)
v Y ' < Sy A @ v = v v @
aglvnsguiamunnaniaganinsluniluiinudeya Tuvaenlasiasia COW agdnaiiu
Toyalndegnansiindauazlifianldanglunisvenenisdnnsela 9

lassasetayarisansdiasis@uainvden degnleulnesidnassudensiy lnanis

o & o

Pindwrunisauteyafioyginuuuiondon1sinassuiazase ddnassasuiusedunis

=

Anusanuulaudnmiisszuulud
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UM 2.4 wanansviuUassuued Littlers

2.2 a3 (Sensors)

Tngluua wuwesaggniewindugunsaiifunasnevausssedygiuvsednindns
A a wa & ~ [ 1 [
AoUSu AuaNTR viseaniegnasiadulaviUanJudayaaluih

Tupnumneninige wwwesAogunsal luga 1A3093N5 M3eTEULERENIATIITUWMANTA]

- A v N 9 fa & a ed = Y

wsemsidsuwdadluanimuindey uazdsdoyaludmunsnididnusetinddus adlngjiin
szilunheUszananavesnauiomes

< 1 o a aAa o 1 1 a 13 [ YY) < LY

Wuasgnihunldludawedudinusedniu wu Judnduuududa (Sugesduda) uaglay
Invsvsoainstulnensduiangiu wasluwaundinduununetulidiugsaudiuluglime
Asentnde meanunninlusulnlasuustuued wazinanosy lulasaeulnsaaasnly
Nuhensldnudureiiweeeenluuenmilonnavinuuniinensingumgll ANy
waznslvasiognadu lUgduses MARG

Wuwesuvuesuden wulmnudledmesuazdiduniuiuusediadinisldaueeng
uwivane mslfrumesdume finandrufamanaauazieiosing intesduuazeina snoud
nsunnd usuiuaeBnuasudyuluiinUszr iuveas uenanidedidueesdug Snunnune
Annuanifmaniuazmenmvesian suiaduroiuuuosuneadmunsiadviiinm
Wuwefuuuduaviiioudmiunsiamuniinvowounan uasidumesmaniiluidmiuas
P3IAEBUAT pH VBIVBUNA?

auhvoneueesUsdinenmdsunasiduntosifisslaiiousunudunaiite
Wasuwlas fegradu mndsonlumeslufinediadeudl 1 vu. egumaiiudsuulas
1 °C arwilavestuie 1 ou./C (neiugiuudaferudu dy/dx Insauuiinddnvazidad)
wuwesunrineadsaiedaiialituiu fogratu meslufimesingamgiviesiidsuas
luthereavaniouagyilviveananbuaduvnzivonnanilvineslufiwosioutu Tasshly
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v A

wueslisunisesnuuulviinansenusediitintesiian mevilisueiilvundnasines
Preufulsdsiuazeraihundedondug
anufutihmaneluladvhlfausandaduseslduntudes 4 Tuszduganmeiry
lulasi@uesiagldmalulad MEMS lunsdldulug lulasidueesarunsaialadiniuay
fanaihgeniiledieuivismsuvuimaaiosananusesnisteyaiisindy sianlsiune
uazidefioldifunndululaniagty Wuewesuuuliudiie adugunsalnaignuaslden
fedmunsnsvEsUsTEEdunen s TaLuuASLien Selesunnudfyiuannty nsld
Fumefussuamivhliynauannsofudoyanisinmegiiddnlinnd nanat Tagldsudu
dosiuitsulnsiuaglifoatnadomisuudey

2.2.1 @uasdunsnsaLuumadn (PIR sensor)
< sa =~ A ] a edo a
e idunsusaLuumadn (PIR sensor) Ao Wuwasdiinnseindinuaadunsise
(IR) Auseanmnningluszeznisueaiu Wuwesvlaldnldluniemsniuanuaiouln
< s o/ [ I v ! ! v va
wuU PIR W@uwes PR dnldludyananieudsuasseuulndesaingnludd

JUN 2.5 iesewmsdunisindeulmiwuy PIR ludmsuninende/gandve

Wuiges PIR asadunisiadeulvaily wilildlideyainlasviedslamaeulm

o & = o & 4 Y & s k%4 < 3 C| o ! « 9 =
ety Jednludedld Wuwes IR wuvadienm @uwes PR dinendus 31 “PIR” w3aun9

& ! « 9 = « < v oA N o, @ s [y
ATHTENT1 “PID” PegounaN “IATEINTINTUBUNTUIALUUNIATN” 1 T3 PIR #5393UnTs
wasulmily ualildlideyainlasmieddlanioulv datu fedndudedd Wuwes IR uwuy

v I s o o o a R & o y = « A
a9 |@wees PIR dniSendus 41 “PIR” 3aunAsusendt “PID” @agaunain “in3eq
A599TUBUNTUIALUUNIETN” Ardrmnadvnunefsdoinaasafiingunsal PIR Tuldunndanu
WegAUsEasAluN1INTIIV WavhUlagnN1INTIRTUTIADIUNTUIA (ANUTBUINNITUHTIE) 71

! & b4 [ A « 9o 1 ) = v =3 a L3 '
wKBNUNNYIDALTIBUAINTAEG WWEW Advnadnvunefiedeiniaasendntgunsal PIR Tl
lousindanuiegauszaslun1snsiadu wivhaulaen1snsiaduiaddunsuse (@nuseuain
N5UNSIE) TLHoRNUIINYTRALIDWANIAG Wity
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2.2.1.1 #anAISYINIU

U

TgnnuiianiigaumgiiginhaudesenduysalazUdesndnuauioussnin

Y
Tuguvesdadusimdnluih Tneunfudrsvdtuesliuieadanileannuisdluginmiuen
PAUBUNT LI usigunsaldiannselindioenuuuniiogaussasatl anunsonsiadula

2.2.1.2 13999 5293UMstAaaulmuLuU PIR

JUN 2.8 andlrinngluemsifaduguiwesnsiadunisaseunsesiuu PIR
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d‘ U d' ¥ d' U d' v 6
\P3sRTITUAIAARuUlmLUU PR THiensiadunsindaulmussau &
vidoTngaue inldfudyaasulusuagszuulidesainauuusmnlulia

2.2.1.3 Msaiung
< & ) A a U aa a
WULDS PIR @111508015323UN15 a8 U Ua9u03Usunasa@aunsILsannsenu

fuing Fsazunnansiuluvuedfugamalivavdnvasiuivesingiegiunindusgesiiiefog

WU YAAA AU UIAUTAT 1wy Muns gl o getiulugunewesdugesasintuain

]

azumﬁﬁaufluammﬁéwmmm”ma‘”um%'ﬂﬂ%’a L%ul,szja%avLLUaamsmﬁauLLUaaﬁLﬁm?ﬁumaq%’a

Y

o

quﬁﬂ‘wmeLﬂumsmaammawaqLL'ﬁqmuiWmeaaﬂ LL@”ﬂﬁU%”ﬂi”@Uﬂ’li@]i’Jﬁ]ﬂU ma
qmmaﬂ,ﬂamsmﬂutmmaﬂwmuwummqﬂumﬁ]m‘dqumiﬂaaaamaqummmnmmu

PIR fivanggunuunsidanuivainvane sundedldivunnianiiiqudmsaua
MIRAIUNTTINTIIUNIN S88EN1TINNUUTEINN 10 AT (30 We) WasyuueInmtesnii 180°
a1 oaa % ] P o = o 4 a o |
fquniiyunesn1nninendt s 360° Falaemiluoanuuuiiiiofndsuumaiy PIR vunlvie
UNFURERMIENTLANAIULALILAZAINIT0MTIFTUN SR UL YA BINE I UBUNTUsA LAY
se82 30 WAg (100 M) 910 PIR wenainfigadl PIR Neanuuumenssanuuulsuienale &

L aAvy v o\ .. & A o P =
a1unsAsaUAgUNLILANI1e (110°) MieAsauUAgUALLATNINWUY “d1u” soauisaiden
dunsvanuenusdazauite “Usuuss” Nunaseurgula

2.2.1.6 MINTIRTUAULANAIS

Wumesnateiionadousadudunsasiiuiueseweedyynfvineisy
Fea luguuull madean PIR aeiindnsiuies viilisamaliadevessyegnisueaiiugndnesn
ndyaalii MaisTureandanudunsisaviiadugesazinarsiaeuazazlinszeu

¢ asnd o ¢ v a a Nay vo < -~

gunsal FBlelvigunsaliumunmsivasundasiianainlunsainlasunasunaydug vse
waafidesainamisauny (nslasundsnuasedseiiioserailiiaqduiwesduduasvini
Wuwesliaunsatufindeyaiinidiule) Twvazideniu msdnSeavuinmesudaide
andygassuniulnuailuvinligunsaldinuniunisnssduilesanawulniilnglfes eensls
2 < s a ~ Mo Y a F o I o= ¢
gy W@ugesuuuAiaisulsadliaunsaingumgilaluguuuuil deuddivsslonianie
dmsumsnsardunisieioulmarintu

2.2.1.5 M3UfuR9z
dl I s o 1 a IS) < L3 ¥
diaiguiwes PIR gnivuaatlulvunfninesudea Wuweiazaiuisald
nuldtanzlugiuggunialinsiadunisiedoulm lulvuei Weesiadunisiedeulmniely
“Wanen1” Yeudulges Wadiasugnilazgnuszunanaiiviednaveuduges iieth

(%

doyauanowinadlvldiuaidunisnsedulvan wu Siadvisewsesiunintoyavisodayaousiou
doyquauaniasu-@eavzgnunlulagltinstenseuauuuiaduazdoudigrnstusiaduuy

a

a s Y o W = e’dy a P ' o g
NINULYALN DT MuqalINﬁGUE]ﬁLaEJ‘LJ‘\]BUG]LLagLU@LW@@@U&M@Q@@ﬁQJ}QJ}WﬁJﬁ]Wﬂ PIR Iﬂﬁlﬂigfﬂiﬂﬁﬁﬂ

Meusoagrunthduiavesdu Suiinisasiaduuaranelununddaidmunl Jarmin

Y
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2.2.1.6 NMIOONLUUNARUN

JUN 2.9 nseenuuUBumesnTIdunIsiAdeulm PIR

Tnehluiduiees PIR asfndteguuunasasfiuidsdgunsaididnnsoindd
Sududmunsinrudygraaniudumedios lneluudgndseneuinunazussqoy
meluinFou Sededilusumisiidueeaunsonseunauituiiidosnisanaeuld fidou
Sfnasdl “utheng” wanaRnfindsnudunsusaanunsaiiudunle whndnaslussuassouasd
woudiy upndsnudunsnsaansarudunSadueslaruntneng esnwaradndily
TuTusdlasesed@Bumisnise ummq‘wmamﬂmaamiamammml,ﬂaﬂﬂaam (W waag sy “'Ia"'l)
srualauteweduees vilinalnidene wavenavnlfiAndananieuiiianana e
mmsa‘[ﬂnﬂumﬂﬁmLwamﬂmmmmmaﬂmgm 8-14 lalaswns Felndfesiusaddunsse

- s ! Ql' <o v & [y vy Y ¥ !
Muywdudegaanuannian wenanddaunsaldidunalnluialadneie (@auans)

2.2.1.7 Msina
anunsaldnalniuansnanuiiisluiandsnudunsusaseezlnaasuunui
WWuasle

2.2.1.8 laud
iunanafnenavaevugUnanamienioundanudunssalududues
LAasAsUABLIAUANSALLA

1) laudiafsauaves PIR

JUN 2.10 MSeuaTeansaadumnadaulm PIR nieudawmivnmsinszuenviaeulag
wiazdenduaudlsaua Wiauasluitudundugesinlsdianvinieginuay
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JUR 2.11 dhaseusumih PIR wihilu (aengunsaldidnnseindeen) Tnefiunasiuilauasge
BEYAUNAY LiBUARIAUALAAZH

JUN 2.12 PR inenrhaseusuviinesn uanwsinuvied Wuwesinlsdidnnin @neasdiden)

2.2.1.9 n3gan PR
vesuRdnfulagldnszannisiluan wuususdiuniely e siundeany
dunlsusa lunsalldnszan dhaseunszannatainleevluaglifiiaudusauandotugy

1) PIR 4UaNTLanLLUIEIY

JUN 2.13 PID MlUdmsuiiinerdie/gamdivdi Tdnsyanuusdiuneluiionisiia



3UN 2.14 nanEATaUBaNEd) NTEANLUEIN AUATWNINITALN (PC) BgAuUY

JUN 2.16 N5£ANMTNUAUULUIAILDADBNIINAILATON

19
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JUN 2.17 AUVAIVBILNINTITUI N ST AN AAAS Wuwaslnlsdidnvsnuanimie
GHGEGISEE

2.2.1.10 gUnuUAMEa

Y [

JUT 2.18 insewmyaduanuadeulmiifisuuuuduadiouriu anueivesduanludzin
auhvenaIasnsiduluiianiay

9nnsTiifa ilviysesvesefowmmadunanefuguuuduas el
vragy () Wuwed PIR unuagldléfundanudedla q uazaneldyudu q PIR agldisunds
sduisnsalutimaiidudu mawendvieliietesmmafuamuedoulmanniousnuss
syyauasaefinsuag Tngiidnatounls

dleyaraiAuanyuvils (§uae) ludsBnyuvils inTesmsaduazueiiy
yanaiimduedeulnuusees 4 winfu dwalidyoradurefiuasuniatedenni 4
svuudidnnsefindedldifiodsdyaanieusondedali ssuudidnnsefindaylyauladya i
fidsuuasi 9

$1u7u U9 MInszane wazanulvedsumanignimuslasiauduay
nszan grasmeneuegafniiioaiisgunuuduasnalfimnzaiiaadmiunnsldan
usiazUseinm
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2.2.1.11 mslgnussuulngnlud@

deldidudiuniavesszuulndesading szuudidnnseiindlu PIR ffnag
auaudiasluifiannsoadunsaduliiimdnld Fommneaniudn PR ansasealiely
fidousiofu PIR Wonmanuniniadeulmld idnldluanunisainanauds Hadedeafy
0199105 (IW§nwimnudasad) nioilenisldsmueta wu madalnuszguintuiels
auvnauaeluauin Mmsldnududuasahldluieniasisuy FounTeueims
wuIednaY mMadu videuiualafmuiiannsamueulidaluiFld Fdteuszmsandany
¢ wglasdmansdoduiuviniu uaslilisuiudedalnidoonaniiui

2.2.1.12 usundindumuauasnie
= Y ! ) [ v a o a o
dieltidudiunilavesssuuinwanuuaeady 2asdidnnsetindlu PR dn
rAILANGIAY VAN Tiadlavhmihideusersasiniwiuni dudalwihguilsneuse
AulgudunmnnsaduresurenIvAudyyuiurluelaeilussuuaveanuuulimnlisinng

a

wasulm wihdudaSiadarlneg Fuseniisiaduuu “Uniita’ (NC) mnasianunisiadeuln

Swdavlimaaiedidyaanfouds viemnanglgninnisideuse dyqyraufoudeiasin
nuLui

2.2.1.13 1159A779

franuuzilinamanfusiedisseiiase Taflelosiunsudadeuiiianain
(1u Mansadvle AlildiAnandynsn)

wanwuurihlaings PIR Tudnwasd PIR ldanansn “ueudiu” sanain
wihesld uiinanuenaauresdiddunsnaituianalseuasasnganiunsanlalaidin
wALat L ALAIBUNTILIATILST (WU nlinthsasusrSenaan) o1avilidugesSunm
AuiidpuazviliRedya adeuseiananals yanafindeulmogdnilwenszanagliign PID
“ypuiin” Feeradunardmsunthasdisunitlunemarnasisae wieduradedmdu
wihsndluainduniely

gouuzihinldaisings PIR Tusunus?t dosszurgonnie HVAC asilia
Yourdaiduasuuiiuiananainitaniaswe ity uiiiennieaziain1sussed sunn
(UassndsudunsnsalulSiadosuin) uiaufivaniudiasountngranaadnatavile
pumplivesanadndsuuvasauwihlmAndnya aseudiianainld

dumesiinldfuniseenuuuanly “ifiniae” dafidedud wu adune
win Tnsmssarmnalaligedy ievhliudlahituiosas lieglulida

idesnifuees PR fszozmmiaugsaa 10 was (30 W) Fedunshnda
3eenTIaTuiesAslndnmatid uitssmeduiuresiifiniaduiismiuiien ssuudnw
amulasndefild PR Sildnuldntussuuinmanulasasemeusnainsuasssuuliilase
mapdeulm Tefegramiieldndnus Fawiliaunsaldndrnunaseriingle
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2.2.1.14 wesluilwaswuuniuauseglname PIR
finnseenuuu199s PIR Aldingumgiivesingiiegunslnalusesienan
gldiodng PIR wuuldiidiauuaneie dygiateidnnizgnuszidiuniunisasuiiiey
AUnnu IR vesamsviaamziroiniansate el myingunginnseylnalsroudng
wiuguazuaiugy vnhifnsaouisuivsiavesianiingaata gunsaivesluiines PIR vz
aansaiansiUAsuLUameInuKied IR Jeaonndefiunisiudsuntamesgumgiilagnss
weilsiansnsarnaigumndiuviassle

2.3 anlwsdeyayrau (Buzzer)
Buzzer 1ugunsaldsdygrandesdenalu aunsel WananIesnalniwisiieledian
a = g oA 1% o o 13 & sV Y 1 ¢ v oA v o
M3 (Sendu 9 Iwitele) Msldanunluvesdagesuaziues laungunsaiudamousineial
rsuarnstudunmsteudoyavesdly wu nsrdnundvsonisnawluiiun

Usein1v99 Buzzer 4 3 ¥ AD

2.3.1 In#@ena (Electromechanical)
gunsaflugausng TdszuulnilieSosnauvuifeniunszasinilaglsifsfodans Tu
vhusaferfuSiadenaidoudeiiiednnszualnily Avhuiihfdsnnsdaies Jevinlvividudads
Fuafien (mihdufaszdadesdiag Annudaemnldlafiinszuaadu) ﬂam%ﬁqﬂmmﬁmdﬂﬁ
grdalifuaaemauiielfifuunafudes fi1 “buzzer” snnidesumu 184 buzzer
szuulwiliaiesna

2.3.2 naln (Mechanical)
o s 2 o ! ) I3 % o & Y s o oA
YegUngeilumegvasirwesuuunalnaiug uazdnludedilnsiies degredu
7 vaslgaiUssinnilfensses
2.3.3 iiglgdianvian (Piezoelectric)
asrusznauisleBlanninanagniuindouse 199sBiannselind wuvdunie unas
Fyandes duq Jadundoumenseenadeaiisledianvsndesndnldiiessyiniinis
nadu leun 1deendn Fean3e viveideadu

2.4 \nuasvudstonunanaiin (HyperText Transfer Protocol; HTTP)

HTTP (Hypertext Transfer Protocol) 1u TusTnreaduusundiadulugaluslnaoadu
wesiindmiuszuudeyalawesiifenuunszeuazsaniletu HTTP Wusnguesnsdeans
foyadmiu World Wide Web Faienanslaiedifing sauds lawesdedludamsneinsdu q 7
dldanunsadnfaldegnsiienie wu lnensednund vselaensuaznthasluiuusriees

HTTP 18u TUslareauvuve-mIneundululuealaaieud-@snes gsnssududuile
laateuddsrvaluduisiiies @innesisneeunauauasivauwazdin1snaunaunauluds
lnaLowust Faeu1n13dnnsdive uareraiiniwensiioswe 1wy wonas HTML videidlomdu
q Ale
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Tuanunsahluduuniwesvhmihfduleaieuduaziiudsnine silaadiiulednis
Julsdudomnnindufie Wined uuniweffumeaveafunugld (UA) saunugld
Usziandy 9 loud gemduasdnihdadnldlaedlusnsdum (Juasedians) wsiwesides
wounanduilede wazwenduasay q i 19 wieuanaiewiSu

HTTP gnosnuuvuLileaygaliesdUszneuiniotiefinasansniuUmiedald
sumsaeassznindlaaieuduazdiines uledfiuiinansldnugainldfusslonian
F$rlnes warluiidadevunudsinesiumaiiouiulgsnanevaues uusiwe fazuas
ninensduiiiidsteunhiuasihnduanlddmnasaivhlfiteoanusinunmsldoueiare
W3OnTUT5WILS HTTP 7 veulwn in3etnediufiansas s waaanlunsaeansdniy
laaeudilsififlegifmunidunslsiilan Tnonsdsiedeniuilugaudsvinesnieuen

dieeyaalilvue HTTP fanans (Sendidsines uavdu «a=) siwrhilvessmils daush
HTTP udan (nulude/msnauaues HTTP) agléfunsdanisuuuseusesaulunsiia
1 HTTP Buq a¢ldfunsdnnisuuusumaiislanems @anstaglaaeuddumanasiudd
nesithmnewint)

o 1

ninensuLIvITgnITURurUdlaefszunineInsuuuana (URL) tngldguuuu Uniform

9

Resource Identifier (URI) http uax https g URI avgnidnsiadulaesdenluienans HTML
= i § sa & [y
Weasenaslaeiiindiigenlaiu
2.5 inauaisvudsanuvaefifwuuluns (Hypertext Transfer Protocol Secure; HTTPS)

LNa9IoIUENTaANNANBARLUULUAY (Hypertext Transfer Protocol Secure; HTTPS)
Aodiuroveevelusinasalnaaidvudsdanunaeii@ (Hypertext Transfer Protocol;
HTTP) @sldnmsidnsiaiiemsdeasivaendeniuasevienauiiames uazgnldetaunsviany

a s & & Y o v saal o g |
vudunesiin lnsluslanealaiotneg HTTPS aggnidnsviameinaisnnuiuAsueItuyua
(Transport Layer Security; TLS) vi3eneuvthifsinasiiotudeninalasnsia (Secure Sockets
Layer; SSL) srewmgiu Wslamealianunsasenaieda HTTP over TLS %se HTTP over SSL
Tenauriu

o & A o W 3 s v ¢ I3 !

wsegslandnues HTTPS Aenistuduimnuveaiuledndita uaznisunlesninududiu
o ¢ v a q' ! o 1 v ) =
MnagANLanysaivestayaiuanldsuseninnisivdsoya HTTPS Jasiunislaufuuy
man-in-the-middle wagnsiinsiauaonlanesuuvassfianislunsdoasizninglaaious
waeidsniaes HedesiunisdearsannisanilaaznisUasuuiad Useiiunsiiaausmnuues
HTTPS $nududesliyprafiauiiiedoldasunululususeddvialadsies Wufinsaiiuns
UilAnl93nege Bamneanuiinisiweusie HTTPS AN1uN155UTeIANNNARtRE NaUysalinay
wuldlamgluuinisginssunmstiszRunuasnsduas seuuasaunavesiAnsiuaenfeaun
vudanbiuingu Tud 2016 wpngylaeyadsnsuuaudidnvseiing (Electronic Frontier
Foundation; EFF) snensatuayuaintinimuiviusriwes vlilusiareatunsvaisun
T dusiausd 2018 WWusiuun HTTPS gnldlaedldiivveandn HTTP auduiilivaeasty lae
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v

dwlngiiieundesrnugniesvemtnivuwivlednndsznm Shwianudasadednd ua

ee

Snwenuludiuiiveinsdeans mIseydiny uagn1sviesIueld

2.5.1 a5
sULUY Uniform Resource Identifier (URI) w8 HTTPS fisuuvunsldsmiimilon
fuduguuuu HTTP agslsimu HTTPS srdsdanaliuiwedldtunsdrstaiudaves
SSL/TLS iteuntesnssudsdonads SSL/TLS isnzogrsdsdmsu HTTP iilesananunsalyt
mstlestuldusiagimannaaeuanugniesfiesduifisvenisioans lunsdifogansau
HTTP vudumedidn Fulaeluiifisadsinesivhduildsunsiusesnnugndes (ay
lpaousinsiaaeuluiusesveudsniies)

HTTPS @519vaamenivasnsauuasetiefldlasnde A5uselmiulalanenisiaeiu
PN Y] a . . a A Y 9 Y]
Mmngauanginilawazn1slaufuuy man-n-the-middle lngdaulyidinisldyanisitsia
Awmnnzay wagluSuseadsiineslasunisasiadeutasideiale

{os91n HTTPS iWoulea HTTP Hevuadndy TLS Tnsnssdsanunsnidhsnalusla
ADA HTTP fiuguvimunld desaufle URL 1esve wisidimednisdum dwsh wazand (3
fagiidoyaszyfnuvesiild) egndlsinm iesnleg iuludnagnneiaune fadudunils
vasluslamea TCP/IP fiugiu HTTPS Sdhiansauntlesniadamedoyamaild lumsfim
vanganuIusiuiuuIuESIne st muasegsgndes finilsiannsaeyuuiiog IP uay
MNgLEIND YIS UESIeY taruinSioreTEstelamu (Wu www.example.org usilsl
aansnoyuuduRivAees URL) flifdsioasie sufuinndeyainnelounasses
nawesmsdeans udegnilsfinulisufaiomvesnsdeas

s vaa

A iwesiisiedelivled HTTPS Taed1sdaaingliuiniseanluiuses
(Certificate Authority) ifiassliaramiilugensuas dasraivusiwesdelindagluinng
sonlususadluniseenlususesiigndes dulu Jldastetieniswouse HTTPS lugauiuledd

soladulusmuiauluisruadalud:

1) §léidestuingunsaivesnu leafiusiwes uarisniadrdausfwediull
gnun3n (nanfe lliinslauddwnaeisu)

2) flfidesiuinwenduasiuniwesldom HTTPS ldegsgnaeansouduglv
u3mseenluiusesiifndal farsmiinogagnis

3) JdFesiuhiliusnsesnlususestriusesamsivludfigndesmungmng
wihifu (namide Glsiuiniseenlufusesarhignynsnuaslaifiniseenluiusesiiianaia)

4) Fuledilususesiigndes Samnemnuinldiumsasmnalaegliuinsiide
fole

5) Tufusesszyiuladldegnagnies (g illerusrilwesitrm hitps:/example.
com lususasiildfutugniesdmiu example.com uaglsilivomineaudu)

6) fliidesiuinaweinaisiavedluslanea (SSL/TLS) Tmnuvaoafedios
NBINANTANHS
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HTTPS fiauddnyedadssiainIevienlivasndeuaziaiouieNonagnunsnues

o

'
=

\nSetneilivasnde 1wy geideude Wi-Fi avs1sue Fadalonalimnauluedolievieadu
Wenfuamnsodnfuuiinfauasdunudeyaddnyillildsunistiesiulag HTTPS wonani &
wudnedotns WLAN fauuuriFussuuuideiunaaieteldunsnuaativiulasnisunsnufin
Aaviteowandlavanvesmmesuuduledidu nsnsevuduiamnsognin g lumsdinlévane
T wu nsdaawisadumiivwasnisaluedeyadiuyaraveldy

FefifoyamniuigitunaihssYanavuilanuazniselusdoyaduyananes
91WYINT NTLUITUUSNBIAINUanfe HTTPS ‘U‘uL%Ui%ﬁ/'?wmﬁqﬁmméwé’fﬁgl,ﬁmmﬁu
3ove TnelsimilsfsUssinnvesnisidonsedumefidnildau uideyamanfeisuntiiv
wiagnthiigldidauenalifehiinnueziBendou widonmruiuuds deyawsvaiions
Wameteyaifeafuglildnn wagnsznudenndudiusvely

n15USUlY HTTPS Ssougyalld HTTP/2 wag HTTP/3 (wazjunountiietns SPDY
war QUIC) Fadu HTTP nestulmifloanuuuniiioanial 1w waganumiaslunislvan
vy warfinisuusai s HTTP Strict Transport Security (HSTS) $uffu HTTPS edeafiu
fdarnnslandiuuy man-in-the-middle Tneamizegnada SSL stripping

2.5.2 enudaendiy
aruaenfaves HTTPS ogffi TLS fugiu Felaertiluasld@danssnsuasAddui
segemieatuRfivatussesdu SasgninlUlFlumadnsianslvavesdoyassninleaioud
uazdines lufuses X509 gnldifioBudusmmendsnines (waruesisuidaniouside)

s

memnil fliuiniseenlususewarlususesfdansisnzdadndunonsnnadauanuduius

€

ad a

seninluTusTauazidnves TINiin1saine ANy uavauandugnaeedluiuses wiidnisl

(%

= ¢ i Y ' A A4 A vy g a 1%
913ilUsglerlunniNTsnsIRdeUmAURUASaeWeals uin1siUawmedayanisiiiseds
Foyaduaunnlud 2013 laglniudeliuinisesnluiusesindugedeuiienatlugnslaus
WUU man-in-the-middle AaaudanddgluuTuniieanuduwuudwia (Forward Secrecy)
FesuuseiuimsdeansiisianTuiinliluednaylianunsosstoyauaznensiald mnAdau
wsesauszezangnunintuewa tlanniudsnnesiaslssuuanuduiuudse

Weld HTTPS Tuszansnin ivlasazdealaadiiiu HTTPS visvua winiilen
] [ ¢ ! | a & A 44 DI
vdvesdvledgnlvandiy HTTP (1w aasudnsegunin) niemnluaaianizninig
Joyaaziduneau WU gy uu l1w HTTPS vausfidiuay o veaduledniu HTTP 53510
o A i a @ = =g < sao Y a
dldazdsssonisgnlanfnaznisitnseds uenanil anfuuiulednsuriu HTTPS aesdauin
saaw

Tdunenn3dng secure TuiuledniideyaaziBenseu dlduaswatuazgnilameynasaiin
faduleduusig HTTP unuiiazidu HTTPS
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2.5.3 519889 UANVIALA

2.5.3.1 @ULANEN9A HTTP

URL WUU HTTPS 15usiusng “https://” uagldweasn 443 auaniusy Tu
Waugdl URL LUV HTTP 15ududg “http//” wagldwase 80 muasuau

HTTP Talansia 39flautdeasani1slaufiuuy man-in-the-middle wag
nsanilsdsoraviliflanfaunsadnfedydivleduazdoyadify wazudlandiiviie

U 6 A v Yo v 1 =] dg/ =1 1

unsnTawsusalawanle HTTPS Tasuni1seanuuuinlinuniusenislaufusenni waziain
Uapade @nIUNSIgaN HTTPS A1l4 SSL nastunaiade)

2,532 fuiatie
HTTP vhauiliawsesgsgaveslaina TCP/IP dufsialgasuoundindy
wuieasuluslaneanudasnde TLS @whauduawesdesfisniivesasasifeai)
Faudrsiadonrnu HTTP neuds uazaeasiadieteninuunds Tnawnsensauds HTTPS laily
Wslnrealndiiuenandu usvaneianisld HTTP shluuunisidouss SSL/TLS fidhswa (Hu
drusevenean HTTP agrefinaaludesiu)

[ [

HTTPS 10159 aLLa199Auianun S7009d1U% HTTP Lasdouanva/nNs

U
[ o

AAUNAU &NLIUNISIAURABNITINSIE CCA NonatnnTusunosueliluaiudadnnnauans
HlanfmsazasanTIanUNIsWesesenisaeinglaunnige audswelaunagieg 1P
YDIH1UUAE

2533 MymaAn@ines
ewmIeniudsineslouiuniadense HTTPS fauaszuudesaindly
Susoargassardmiuiuginaes lufusesideddsunsannilaedoanlufusesiidetio
Iiteliviusriwessonsulaghifinsuduieu feenlususesaziusesingiolususesie
findunmsveaiudiinosiinausluiusesiu Tasluduunisefasmeunisedely
Susesmsasumvesieenluiuseandny wielausansanaevlususesiiasunslaegeenly
Susoamarthild

1) nsvslususes

figliusnsesnlususeudemavddnuunianausluiuses SSL/TLS
wuutszRuraelsznn Tudiduiusesnisesiaaeureny

Let’s Encrypt \Uadalutfouuwieu 2559 Tausnslususes SSL/TLS
fugrunuusaludfnsunivls yadd Electronic Frontier Foundation 5y31 Let’s Encrypt

<9 Y
o

sgyhlinisiaeuann HTTP (U HTTPS “dreanaiiiesudeenmdmsenandu” Jaguulln
uimaiuleaduazgliusnseanisdiulnglduseloviann Let’s Encrypt iivenauluiuses
Tvifugnen


https://
http://
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2) T dunsaugunisdngs

szuviifianusolidmiunismseaeuanslaadudidedifaniside
dudsrinesianzdliflasueyg ety Tunmsdidunmsd fauassuuivladinasaiily
fusesdmiviltudazie Jafldagivanlususesaduuirines Insundlususesaziiveuas
flegBavesililesueynn wazazgnamaaeulaidininoslnesnluifluudaznisidoso
deBudumauesld Seorglusududeddsiminuged

aaa o

3) Tunsdlnfdaugnunsn

Y 9

vad o w a dyd k4 L% ! A [
?]maMUMWﬁ’]ﬂiUIU‘UiUWu@@ﬂ'ﬁL?JWﬁﬁﬁLLUUﬁﬂmaﬂﬁﬂJUuimLLUU (PFS) N3

]

[y

fifgduuuveaninasszezendaladvieiildadrasadu HTTPS liunagyldnisldunddd
watuszozduiionansianisaunuvildinetu uilunendeionn Tl 2013 Siiteanns
waniUasuRd Diffie-Hellman (DHE) uagn1suanildsuds Difie-Hellman wuuiduldenss
(ECDHE) whifufinsruirfinaaud®il 1ud 2013 fifies 30% veawatu Firefox, Opera uaz
Chromium Browser Lﬁ?ﬁuﬁiﬁ?ﬂmauﬁaﬁ warlNou 0% Voswadu Safari Lag Microsoft
Internet Explorer 909 Apple ﬁi%@mamﬂ’af TLS 1.3 Faneunsluioudanau 2018 Tdenidn
msaduayunsiisfauuuldinsdhsiaLudsse a deunuaius w.e. 2562 ud@siies
7181379 96.6% 39393UMIFNWIANLEULUY Forward Tuguuuulaguuuunils uag 52.1% az
Tdn1s5nwIANauLUY Forward Autustiwesdaiulg ad ihounsngiau w.e. 2566 LIULT59
Ne3Tid151a 99.6% F893UMIINMIAINEULUY Forward Tuguuutlaguuuumis uag 75.2%
aglnsSnwimnuduluy Forward Autusriesaiulng

4) nstinaaulususes

Tususesenagniinaeuneununegls 1wy lesinauduresddd
fgnaziiin lsriwessenieunestuillinedu Firefox Opera uag Internet Explorer
UU Windows Vista 9¢l4 Online Certificate Status Protocol (OCSP) Liens29@0uin
L Buduiy wniwesezdmnoiardiZeavesdluiusedludaoonluusewodunusiiu
OCSP waryponluiuserznaunay lnsudslusriweiniuitluiusesdensldlaegniold
uenanil CA naeensremiLiinneuluiuses (Certificate Revocation List; CRL) ttoudslyild
nsuilufuseanaiignifinnouuds egalsfiau CRL lidnudmiuesu CA/Browser (“W
a5u CA/Browser” fananifieasdns) 8nmely egnelsfiniu CA Gapdld CRL fusgrsunsviane
anuznsiiinoeudnlnguudumesinrzmelUlulidmamnlususemunany

2.5.3.4 9a31in
N33 SSL (Secure Sockets Layer) uag TLS (Transport Layer Security)
anunsaimuaallaaedlvun taun nunsssuauazlvun Mutual Tulrueasssuan n1snsiaaey
avsasidunislandsnesivihiiu Tnun Mutual fvualiglidestingdususedlaadudd
yanslutuiurigesifionisnraaoudnsild lidlunsdle sefunstiostuazdusgiuany
gndeswaansldnurenduasiazsanesiunsidsianld
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SSL/TLS lidesiunmsiniaviivesiuledlaaiuaseiaes wagluuiensd
URI maw%’wmmﬁLﬁﬁ’ﬂiﬁammmaymﬂﬁimsJﬂ1i‘wiwwmmﬁwa/mimuauaaﬁgﬂaﬁmﬁuwh
i Bilveliflasfaunsadndsdomnusssum (omasiifilnumesoasisne) uazden
fidhsa (Homasinesiudnsia) ildaunsolaufsensdsials
ilesann TLS vhawdiszduldsianeaiisnnit HTTP waglifianufifeatu
Tuslaroasziugendn @dines TLS Feanusauanduivsedisifissluifndmivioguasesn
fitmuaiitiu luefin Tumneamrildasoldnsleadiaiouwuudadeny HTTPS 16 Tlug
Fufi3unin Server Name Indication (SNI) Fads@elaarlududsneinoudisianisidouse
LLﬁ'jwwi’rit,sua%sq'uLm%hjiaq%’udammaﬁﬁmwm An55095U SNI Tl Feudaus Firefox 2,
Opera 8, Apple Safari 2.1, Google Chrome 6 L% Internet Explorer 7 Ui Windows Vista

N5lANALUU man-in-the-middle igugouUszLANNEaNFandn SSL stripping
anuaueludulseyy Blackhat Conference ¥ 2009 nnslauduseinnidvinanemnulass

Y 9
[

foves HTTPS Tnnsiasudsr https: T dudsr http: TngldUselowiandeiiionsaiingld
Suwefidmfiedifeuviduiifu “https” aduumesfiausiwes wannTadigiiuledi
Uaendldlaonsnanasd wazgamaonlvianinfdsld HTTPS Tuvnigiadsy udidsld HTTP
flanddadomsiuleaidusiosnednau AstnssduliRnmainumnasnsiuiielu HTTP #Zen
91 HTTP Strict Transport Security

HTTPS l¢sunisfigatiudrinfianudestenislaudiinsgsinsmiiianann
vangguuuy Mslaniiinsesimamiiinidunislasfuuy Side-Channel Ussiammilsfiondonis
WasuwUasauazvuave s iinilesysnuauandivemsmAinfidista nsinse
nymAndululfidesanniadista sSL/TLS wWasuuautemememiin uifinansenutes
1INADBTLIRALAL T2EIADMIMAN TuRoungenial 2553 1u3delaeinideain Microsoft
Research Wag Indiana University dunuindoyaglifiazidonsoulaazidenaunsaeyunu
Igangaaniasinudng wu suwauiiniie dnidenuiugiaziinnsdeadiu HTTPS Tukeundiadu
duduhiiidedemaesaludumsguaguamm m8 msasmu wagnsdumiu widueuils
aunsaeyiulsa/s/manidavely elavesaseunt uazaudulunsamula

anuaseitniuledatelnianlvg 5908 Goosle, Yahoo! wag Amazon
14 HTTPS shlshAstiymdmsugldsuauunineneuitriegaidense Wi-Fi a1513ais 1ile
Nnnthiingszuugaidiense Wi-Fi veswesiauuuuaUiinlsianusaluanlémngldweeuide
n$NeInT HTTPS waztiulesvianeuvs iy NeverssL $utssfuiiuledivantduazannsod
faldnu HTTP waue

2.6 INUNI9AMUNUAIVBITUVUES (Transport Layer Security; TLS)
inuIsAUTTuAsYBItuILEs (Transport Layer Security; TLS) 1uluslameanisitingsia
AoonLuLLiaSNYIANUaDASUN1TARaNSULLAT YU ADUR MRS IUD e sIdnlUs I nADa

[
=]

tgnldegraunsvangluweunfindusieiudwanisdstonnulineunuuriuiiuazusnisides
A IP usinisldanuiiednwanutasnds HTTPS SwmaluiiUnmesaasisazanniign
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slnaea TLS Tnguszasdndniiiosnwianudasnds samfsanandudd (s
) ANUANYTH kaEAUYNABY KuNsign1Tinsiau nsldlususessenitseundiatu
AeNfimesfdoansiususaeeUnainduiuly Tuslanoatvialuagednsinausuas
Usznauhoaestu lun suidou TLS uaglusinmoa TLS handshake

Datagram Transport Layer Security (DTLS) 8aduluslaneanisdeansiiiendesesndlng
Fanauanulaoadeliiu woundieduilld adunsulunudeunmanada Shnun1senadds
“(D)TLS” leldfutaeaesdu

TLS ifunnsguitléfunisiauslng Intermnet Engineering Task Force (IETF) Farmunty
pdausnlull 1999 uaznosfuilagtuie TLS 1.3 Seimustuludioudanay 2018 TLS adsiu
970 YornuA SSL (Secure Sockets Layer) lalseasudnaely (1994, 1995, 1996) Fuiaunlng
Netscape Communications WaifiuTustaaea HTTPS aduduiusiwes Netscape Navigator

2.6.1 A195U"Y
\Hosnueundinduauisodeansldauuuiivieldl TLS (de sSL) Sesnud
lnateusvzdasdoeliidineidiinisidouse TLS nilluitndnlunsvduiaenisly
vinglarnesn du dwiunisidouse TLS Tagviluuda nedn 80 azlddmiu nmssudidoya
HTTP Alailsidrssia Tuvzinesn 443 1Sunesaimluilddmiu nmssudadoya HTTPS 7
Wswa Snnalanisienisadnediae STARTTLS wnglusiamoalududsnnesiieasunis
Fousou TLS fegratu Weldluslnreadwauazgniansuisegng

delaaleuduazi@srinesanasiiazld TLS ud waniwnazasan madeuse wuudl
amuglnglddunaunistuile (gnstuile TLS) TusTarealdmstuilefusiauuueaumnsite
usemadsialiifsaindy wifisudRddldnutuanzeady fansdeasdellay
gnidsvialpgldaranuuaumeslusenitnisiuiion leaoudiandinnossanastuieaty
yimedingg Aldaiunnasnssveinisdeuse

1) msduiiedusudelaaeudideusorudsnnesideldiu TLS iilevenisidou
sofiuaonfouaslraleudnaninensyasiafisey (sauazilaiduney)

2) MMTeMst winesaudenilidusiauszusviisesiu uasuddilaaeusnitu
fanssndule

3) lngunanaudsniesagsyusmiluguuuuveduiusesddvialuusesUsenausme
Fordsunesiliusniseenlususes (CA) ideiiolddsiusesmnugniasaslususes uarddns
\sREENsI sV UTINIBS

4) gnAwesguduaugndesvedlususenaumiiunisee

5) Tumsadfdatuilidmiunmsdeudefivasnsdte lnaeudazdoaindel

n) W1sadavdy (PreMasterSecret) fefAgans15L0UTSNIDT WAL ANATNG

lugadsvies @uanzndswnesivhiuiitrannsonensiasefdaiug) anduiiaeie
T¥fiavguiiteairsddiwaduanedmivnsdistasaznensiateyalussnitsadulune
UGNEE!
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%) nsuaniUdsuds Diffie-Hellman (W3a3UluU DH duduldndg) eads
Adwatuuuuduuarlitfusuaenfedmiunindnsiauarnonsta Sedauauiiud
vaansunUanuudssie ngvnadaiuiveadsniesgnilameluauinm a¢lalanunsaldadiu
Lwaaammma%uﬂmuﬂﬂ Lmema%uumvm@ﬂ%LLavuumﬂImamﬂammmmu

v
a

mssiiunsiiagiuganisuiiouasBumadendetivasnfodiasgnidrsianaznen
5%&5’;8%Lsdaezimum']m3mammaa]uauqﬂaqmﬂmumaﬂmumawmmmuammmmﬁamma
TLS agduwmaiuasnsweuseaylignasnetiuy

TLS wag SSL hiaunsadnngleegrsassmlulaeasiaaieasniavauuuiiaas OSI
P3UUUINEDY TCP/IP TLS vy “vulusianaanisvudaiiiaiale (W TCP)” Famuiaaln
Iiuegmileaasnisvudsiwimihidisialiiuiaieesfiaindt Flaeunfudnduning

¢ ° | < ) a ) 9] a o & ¢
Yaaaeasn1suaueag1elsiey Tneluneunawduasly TLS wilsunuidulatasnisu
daudueundindunld TLS 98AenIuANNISINALN1SIULD TLS wazn1s9anisluiusesns
ASI9dUANINLANLUREUNY

delafunmsnuimnuasadslag TLS nadeusessnitdlaatoud (9 uusd
1903 wandinies (9 wikipedia.org) aiinnuantAravndsiolull

1) nsidendeidunuudiui (viediaudu) esan dnnsld SanesiuAduuy
auaslunisdnstateyaiids Addmiunsdnstauuuaninesiiasgnarsdusgaans
zasdmiuusaznalense LagdnanuduiuiiasniulidloFudusaty @5nes
uazlaadudasiasnmeasiBenifnfudaneifiunsdisvanagAdnatheianayldnounazds
Foyalusian (pfuane) Mansnanuduiuiuiclaeads (Aruduiasniul fagliaunn
hislalnegenilanagliianunsnldsu wiudlaedlaudfineiiesegnsinarsnisidense) uas
odels (sifflaudaulaanunsauflunisdeansseninimsesanlaglignasiany)

2) mstuduinuvesihefideasannsaduduldlagldnaihsiameadarsisue
nstuuimuisidudmsudsinesuaniumadendmsulaaeud

3) Madeudedimnuingede (Miefimnuauysal) ewnderuusazdernuiids
onaziinsnsaseumuanysaivestormilagldsiaduiutonmniedeatunisgamenie
maAsuLasdeyaiilignasanuszminensdstoya

TLS 5995U3Bnsfinanuatsdmiunsuanilasudd nsidhsiiateya uagnns
pIRABUATINFBwENTaRAL riu n13rmuadn TLS agwaendeiuierdoatumniimes
fitmuadildinnune wagdidenimualdléfinuaniAfiAedestuaududiudiomnd
osuglilusiensiuuu (gasisnuans msuanideuds mnuvasafevesnisidisiiauas
ANUANYTAIvRITRLA)

finswenemteuhansudyusuauUasadelunisdearsi TLS gmisazueuly
uazluslameatldsunsudlovarensaiiedanistusonneuduaraendowmant dniau
duuniwesliusuusmansusivasmuiuddiduietestugaseuduanulasadeiion
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AnTundndununeeunail (qUsyiin1satiuayu TLS/SSL vesiuusiwes) mnudasn
fyvedawainisuudmsiunTy

Datagram Transport Layer Security viei3angas) 31 DTLS (Juluslnpeanisdeans
fAgTesddlinnuuasnsoun woundinduiild Datagram Tnseygelikoundindudeans
Tudnuaefiosnuuuaniedestunisdnils nsasuulamienisuasuutasdorulusinaea
DTLS 14 Tuslnmea Transport Layer Security (TLS) fittiu mﬁam%‘fuLLazﬁ@mﬂﬁxmﬁLﬁaﬁlﬁmi
Suusziunulaensieiindendetu sgralsinu Wslareatusnsisann TLS aseitanunseld
nusiulUsinneaiiiy Datagram @auluey 16in User Datagram Protocol (UDP), Datagram
Congestion Control Protocol (DCCP), Control And Provisioning of Wireless Access Points
(CAPWAP), Stream Control Transmission Protocol (SCTP) encapsulation uag Secure Real-
time Transport Protocol (SRTP)

dosniamunsuvedlusianea DTLS $nwnrumaevesntsvudeiugiuly wod
wanduisliszaudymeanuadiiieadestulusinneaaniy sgrslsinnu weundindusias
FansfumsBesaduuiiniAslvi nmsgamevesaniunsy uazdeyaiifivielugnitvuia
goaufinifinedetny waunsu Weswin DTLS 14 UDP wi3e SCTP unu TCP Swmdnidesdlym
TCP aundlothluldashaglusd VPN

DTLS efiu 1.0 adusufulud 2006 laildionarsuuvanaudolau udldsunis
fvualhduganadives TLS 1.1 vhusafeadu DTLS nesdu 2012 Anmsndgnimusli
Jumadnves TLS 1.2 Taglefumneiauinoituves DTLS 1.2 wislinssiunesdu TLS gavine
DTLS 1.3 Y 2022 Agnimualmlunadives TLS 1.3 wwderduasaiesdunount DTLS
1.3 fnguszasdiiielsf “nsfusziunnuvasaseidieuii [fu TLS 1.3] snifunstlesiu
fndy/msldanunsaiugilés”

laataud VPN f1uluu1nsiuie Cisco AnyConnect & InterCloud Fabric,
OpenConnect, Eﬂmﬁ ZScaler, F5 Networks Edge VPN Client wae Citrix Systems NetScaler
14 DTLS iiodnwenutasnfunisiudsteya UDP uenaint duium iwesasilmifammnd
5995U DTLS-SRTP d93u WebRTC

2.6.2 X.509 (gUwuulususes TLS/SSL)

Tun1sidnsia X.509 1Wuunasgiuvesanainlnsauuiauszninelszima (ITU) il
Amuagunuuvedluiusesddasisarlususes X.509 gnldlulusinreadumnesidaununesiy
fla TLS/SSL @aduiugiuas HTTPS TusTaroativaensfudmiuniseaiu uonaindesldly
woundindusenlatidu ate 1udidnnsednd Tufuses X.509 Wenleadoyauszsfiuad
as1surlagldaneiduaidia Tufusesdseneusedeyauszdin @eloaresdns uioynna)
uazAdaNs13alz (RSA, DSA, ECDSA, ed25519 1Hudu) deasunsilaegfoanluiuseamioasmn
enues Welususeslifunisasunilaegoonlufusesiidedelsvienunsnsaaeuaiy
gndeafeistu fFelususesiuaunsalifdassngitegiioainnisdearsiivasadoiy
yARABY VideRTIARUANLYNABIYBeNANTTIasULATTAM Y AddaudaiiAgatedls
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X.509 é’aﬁmumwstiLﬁﬂaauﬁlu%’maﬁfaL{‘Juﬁ%mmﬁmﬁhsﬁaagal,ﬁ'mﬁ’ulu%’mmﬁ
foilignaeslaeiiidunaasum nasasusdaneiiiunisnsaaeuidumanisiusesdeaelly
fuseslasumsanumlaglususes CA fanans dsluduseavarieslesumsamnilnglususes
u q doluaulfsqededidedeliluiign

X.509 gnrimualag “Standardization Sector” 484 ITU (SG17 vea ITU-T) lu ITU-T
Study Group 17 LLaxﬁﬁugmmmﬂ Abstract Syntax Notation One (ASN.1) %aLﬁuuﬁmigwu
SnUsznsniaves ITU-T

2.6.2.1 Iasaasnsvadluiuses
lassasanimualilaginnsgiuasuanteglun1winien1sneendy Abstract
Syntax Notation One (ASN.1)

IS

1As9a519909lUSUTRIRVA X.509 v3 dipail
1) Tususes

n) NUBLAUIDTTU

V) KUBLAVTHITEA

m) SaaneIiNaeLdy

%) Fofjoan

2) sreznaildnu Tnessynaldnounaslindmintu

=

)
) WBLIDN
)

D

k)

£ a

YoUARIAISITULVDUTDY LA DANDSTUATANSISAE ATAISITULUD

2

Y
o w

SeagusiaUszidagenn (lddndu) sausedrdtanizizes (dndu) duvene (udndu)
2) danesfinanadulususes
3

@ (9]
anegulusused

o ~—

Haddiuvene (G13) sz ludduvesdvengluiusetedatoeniasenis
wrazdiuvenellsialszdfiangveiies Juanntudiszying (0ID) Fuduyaamioy
L2 ¥ ! d"ldl o o = 1o L dl U ¥ a U ! dl o U dl 1
futeusnddgyvvelidy ssuunldlususesseeuiasluiuseamnnudiuvengid Ayl
SinvisediuvenendfyTdiveyanliaunsaUssinanals diuveneiiliddgyeragnasiiumin

14390 wsiagsipalasunisussinanamnidnadiuvenglususes

lassasneveaiesdu 1 deg Tu RFC 1422

suuvumeluresszylmzvasnaunsuazsoszylilu X.520 lasnnes
Awuz Ussinnuenn3tadiiien

ITU-T leddszyianzasgeannanninduarupnauntdluiesdu 2 Lo

A& v v o &

syl egeenudnnindvieyanaunldanlavasainsseginanis fregramidswens
5 oA A

indunldenpeiiie CA Auara1ELAYRQNAUDENIINTIBTDANTITMUEYRIUTENA NAIIINTIY
CA duiigefeniuesamefaudiels udiraglineidesiu CA usniniu agnslsiny
ETF wusihildmsihvedeenvdnninduasyamaunlydn datuiesdu 2 Jedldunsvangly

Sumesiin
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drurenglasunisuuzinlunesiu 3 CA aunsalvdiuvenegiieaantusused
Ioangdmsuanlszasdianie (1Wu dwsunisasunaluingddvia wiht)

Tunnuestumneavdiieassieslidriudmsvluiusswsazluneanlaeg
CA @ (Rainanafialy RFC 5280)

2.6.2.2 wianalwalususes

unanalidfildfumludmivluiuses X 509 fnanguszsinnumanald
wianigdldmiudeyadu 4 Wy Addusae

1) pem - Bwadidnnsedndfiiinarududiug) Tufuses DER Tidnsiia
Base64 WUUTEWIN - BEGIN CERTIFICATE----- ey - END CERTIFICATE-----

2) .cer, .crt, .der - lngun@vgaglugunuuluuni DER wlususesiidnsiva
Base64 ALfuiFasunfiiuiu (g .pem fuuw)

3) .p8, p8e, .pk8 - AddusidseenAuszylilu PKCS#8 anveglugy
WUU DER %30 PEM 7iusfusie ——BEGIN PRIVATE KEY-— RE7ldnswaaztususie ——BEGIN
ENCRYPTED PRIVATE KEY-— uaze1ail .p8e iuwmanalvld

4) p10, .csr - PKCS#10 1Wudweasuuluiuses (CSR) Tuguuuu PEM 3
§f1ufiae ——BEGIN CERTIFICATE REQUEST—— uwuuwesumanilassduiiteddlussjeenlususes
(CA) wuunesuUsznauseeandenddyvedluiusesiifome wu Joasty (/CN), Fai5eq,
03dns, ¥3, Usena udsRdanssnsvedluiusesiidesnislfamn Adwatarldsunisamnm
Tny CA uazlufusesazgndinduiu Tususesiidsaudeluiuses ansnsay @ailAdansnsnizus
lsifigaus) dalususesesaninsnagluguuuusineg levaesuuuu uilasuniaziiu prr

5) pTr - ARBU 183 PKCSHT i CSR Usznaudnelususesiiisaaunny uas
TusuT09989 CA 193

6) .pTs - aeLiuAIa PKCS#T anafilidviotennufiasunudiuatu 14l
S/MIME d@msunisasunaludiuanivualilu RFC 2311

7) p7m — PKCS#7 (SignedData, EnvelopedData) Faninu wu Twdfidnswa
(“enveloped”) doA1H WspaRMINEBIIA MIME Avualilu RFC 2311

8) .p7c - lA33@314 SignedData WUU “certs-only” v93 PKCS#7 fidouas
lnglifiveyala sy Amualilu RFC 2311

9) .p7b - 1A59a514 SignedData 989 PKCS#7 ﬁlaiﬁ%uﬂa Hineslususes
wuutiuRande CRL (ireeiindw) ulaifigaud 1950uuu DER wio BER w3 PEM fiau
FusE -—BEGIN PKCS7--— JUUUA Windows lddmiunsuanivdenlususes sesiuleeg
Java usttinldunana keystore unu Fsupnsnsanluusesnuy pem sULUUTTRBTT MR
Tdmsunmenuluiusesdunianissuses

10) .p12, .pfx, .pkcs12 — PKCS#12 91afllususes (@15150g) Laghgaiusn
(Uosrumesianu) Tulwainen pfx - Personal Information eXchange PFX %QLﬂuﬁuﬁau
93 PKCS#12 (Inpunfveiideyaluguuuu PKCS#12 wu lnld PFX fiadnslu Is)
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11) crl - srenmsiinaaulususes (CRL) Mg uivanlususeardnyi

Yy

emavariuiieldlunisiinaeulususesnoununeny

PKCS#7 1Wunmsgiudmsunisasuuviserdnsiadeya (Sunegraduns
11371 “enveloping”) iesandndusesddlufuseniensivaeudoyanasuuudrFsaunse
sulususeslilulaseasns SignedData 16

2.6.3 X.690 (Msu159a DER)
X.690 10U 193gIU ITU-T Aiszuguuuunsidnsia ASN.1 naneguuuy

2.6.3.1 ngmsidhsadiugiu (BER)
ngmsinsatiugiu (BER) Aengiaiiuiinnglilaeunsg i ASN.1 dusy
nadsvadeyalusuuuuluud nguand dadsnsuduithensainsieleuluniw ASN.1
vundudeniia (lud 8 Tm) Aldlunsidisviadeya

2.6.3.2 nynsidnsviadilanisiu (DER)

Tnelassuildlususedluguuuunisidisia DER @1 DER (Distinguished
Encoding Rules) 1¥u BER uvuiinguuuunilsdmiunisaiishensainisaieloudeyad
Faraudmiulnseairadoyaiiosurelag ASN.1 Wuifieadu CER msidrsa DER Foifunns
ihst¥a BER figndfes DER wnileudy BER Tnesindaidenuasdieaniianun sniudidoniien

DER \{udugesvos BER AliSnsidnswac1 ASN.1 iles38iden DER 4
W mivanunsaifisududosiinaidrstaans wu lunsidstaduuazdrelviiilain
Tnssadadoyafisndudesfimaasuuidvaaraumauansuuuuoynsufilidfu DER Foidu
sULUUINASE L84 BER foehatulu BER Aydu true amnsauihswadudluddlaldeud
255 ¢ Tuvazdl DER fABmMsthswaryay true HosiBiAen

2.6.4 OpenSSL
OpenSSL Aolausiigensusdmsuteundinduilinisdeasnuasnisniuniodiy

a s [ % Y d‘ 1 ¥ 1 | acs
mouweiUasiunsanflawagseustyamaeguatenie OpenssL gnldagaunsvanglugsn
nesduwmesiinsiudauiuled HTTPS dulug) OpenssL Usznaumenisilusinmea SSL wag
TLS Tuldanuuuulamuresalavsindnilaumeniw C vinihidsiadeyanugiuiasi
Handugiansequinune dusues (Wrapper) fgelviaunsaldlausns Opensst lunw
ARUR RS LlAAINTAIEAIY

yail3wendurs OpenSSL (OSF) 1ludunuvetlasinis OpenssL Tuvauiannisg
nnmanedlug) Fesudsdonnasdninisldnudmiuiatuayunisdnnisnisiae wasdy
qU3N159aNALIS OpensSSL (0SS) Fududunuvadlaseinis OpenSsL dmsudyaatuayuy
anene

OpenSsL wiauldaudmsussuuljUanisussiam Unix drulug) (59089 Linux
macOS wkag BSD ), Microsoft Windows ez OpenVMS
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OpensSSL sassudanesiunisitnswaiiunnansiusiuumnile Tnefleitunnsdsiale
WA AES, Blowfish, Camellia, ChaCha20, Poly1305, SEED, CAST-128, DES, IDEA, RC2, RC4,
RC5, Triple DES, GOST 28147-89, SM4

Handunaunisigrswalawn MD5, MDA, MD2, SHA-1, SHA-2, SHA-3, RIPEMD-160,
MDC-2, GOST R 34.11-94, BLAKE2, 7371, SM3

HarsdunisidnsWaseadaisisaslaun RSA, DSA, nsuaniUasudd Diffie-Hellman,
WEUlA993, X25519, Ed25519, X448, EJ448, GOST R 34.10-2001, SM2

(MsunUauuvanysaluvulasumsativayulagldidulans Diffie-Hellman Aausiviesdu 1.0)

2.7 n1saeansaunlng (Near-field communication; NFC)
< 1% - < o v 4 ' ¢

nsdeasuuulnaauy (NFO) Aegaluslnasanisaeansivilianunsadeassevinsgunsal
a g a ¢ ) < N v ] o = ] <
dinnseiindaeuniedluszesme 4 wu. (13 1) vivetiesndn NFC duauemsiousiandmi?
AEUNIAIANINEAe T salddmiunsysauasUveInseNse lanenaiunsalda
Imgudsiumalulagnisaszeslnddueg NFC Iiugiuunainnsieusauuunienin ssming
Ypaaumanlwidesduuugunsaisesiu NFC wuausnlnunisdoans NFC Tufiavnasien
wseaaafiAnsldaud 13.56 MHz lugruaiuding ISM Aldilluaygie Feldiunilan
d0nARDITUNIATFIUBUMETNGN198INA ISO/IEC 18000-3 Ndns1Uayanaud 106 e 848
Aladn/Auni

Wosu NFC laredmupuazduaiumalulaglagmmvununsgiudmiunisiuseansuda
muteimvuavedgunsainsdeansiuasadeaiunsahldlagldtunsuisnisdisiaiuisen
funldiuinsasinuazmneswunaeidmsunisiansalniuedoteiiuiduyana

2.7.1 1193751 NFC

11735711 NFC aseuagulusinnoaniseasuazguuvumsuanivdsudoya uaz
emuanAsgIUANTIEYFBAAUANEINY (RFID) Aifleg 5aufs ISO/IEC 14443 uag FeliCa
1ASFIUTEANETILEY ISO/IEC 18092 wazanmsgiufisiuualng NFC Forum wenain NFC
Forum uaangd GSMA delammuaunannesudimniunisusulduinsgiu NFC voe GSMA
nmelulnsdniilefio Aune 81189 GSMA Lan Trusted Services Manager, Single Wire
Protocol, MInAaeu/Mssuses uazesduszneuauUasasugunsainnmiilaldau NFC
annsonndeufugendunsusundiaduy es uuiindidnnseindvethsziuiloitouse
fuszuuiisesiu NFC Aunaniifuinmsguvediuslanea NFC wiuilweluladiunssudns
dlussuunountii

lUsunsuaugInansansvnsdmiu NFC Masegsenintanisidaulag France

'
=

Brevets duflunomuanitnsfidadidulud 2011 Waunsuilegsgnirsnsimuilag Via
Licensing Corporation Fuduusevanvdaszues Dolby Laboratories uaggiasluinau
ey 2012 lausid NFC wuulemugasauazdaszaoinanosy libnfc dliuinisnels
iuaigfgm GNU Lesser General Public License (LGPL)
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woUnaiadutiagtunasfimainagiflusuian 1Hun ssnssuuuuliduda msuaniden
foya ungnsdeansdeansiitudounntu wu Wi-Fi fide Suuenaintidegunsaifiosie
\semiliinsdensedumesidndniaiemilsianmnsauaniudsudeyatuuinseoulals

2.7.2 9ONKUY

NFC ugamaluladlimeszerdu Inevhlusiafissassing 10 gu. (37 ) vietios
91 NFC vhaudinmd 13.56 MHz vudumesineniaennie 1SO/IEC 18000-3 uazfisnsn
Faust 106 AladinAunit 81 424 Alade/Aundl NFC fnusznoudefisusuazdving
Guduazaiisauns RF fanunsadendsnulifudmneuuumatls deiliidmne NFC
fsduuuiiBeudiennn 1wy wiin afinined manaue viendedildlésundanumsieasuuy
desyifiefuas NFC anunsovhldmngunsaifsansfingany

wiin NFC fifoyauazlnevhluiunuusiuesiuien usoraideuls guanauisn
fnupsaesld vselddammunves NFC Forum uiinanunsadafiudeyadiuyanaseauasn
o 1wy doyathnedauarinsnasin Teyalusunsuazaunzuuy 97 PIN LagsedelAnse
Tuaetne safistoyaduq NFC Forum dvuauiiniszianiifianuifaganuanansolu
msdeansiuanssiulunivesmuannsalumsimundmheaudt miuvasadensiiu
ToYALAYANUNUMUABNNTIEY

Wdiertu walulad n1sanuu Proximity NFC Insifoussuuumientiszning
inemALUNAeLToglndlAseiu Ganeddunieuvanuenialsogisiiuszansam
\osnszermafifisdesiutiosinnilaisuiueuseduvesfadudmdnlni (aduing)
yoaALitu (Uswanas 22 wims) ﬂﬁﬁmﬁuéﬁﬁqgﬂﬁaﬂdw awuuslwanlng (Near Field) auy
wimdnliihaduduadonndeusondn wasunulifindanuusesninluguuuuvesnduing
Gadurduusimdnlnihiiierdesivauuliihdusie) Jadisannissuniuseninsgunsaiss
nanfunsdeansmisingla fmnufidedfunsefugunsal NFC Bus feguoniniiovouiuni
flald NFC vharulughueuding IsM dslivilanuarlaildfuounnd 13.56 MHz n¥sau
RF dhulvignszandeglunuudinyt «7 khz fidaasslifugnuenuiiiy usd awniaunay
yosmsuiiadoranineléia 1.8 MHz ilesessusndeyags

SEeEMITNNUMBIENDINIAIIATHIUTLIANETRSALAL SEiUNS s uTaLTI019g
Feuseanas 20 g, (77 @9) (uilumsu o svezmsvhauldasiu 10 au. wie 37 §2) Tse
nsuindesnmeniesudygueagnivlunssuanlasiiuiilansdeglndifes uiiners
foausnoonanivuiadaina o tiosiian
WA ISO/IEC 18092 835UdnTUaya 106, 212 vive 424 Aladn/Auni
msfomafintusenintgunal “Fadusu Aldrueguazgunsaiitiming Fienadu

1) wadw lnggunsaliasuduasyimhduauuudmdnnne
wazgunsniidmaneasioanslaensuiuaususindnannszsvu Tulved gunsaiithmanges
Fandanuanaunsusimdniidasududanili
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2) papdwAad lnensgunsalisuduargunsalidmanedeansiulagnisaseianves
mesaduiu gunsalangedsdyaaiieTutoyaaindngunsaivila nuaifmunalvigunsal
aaerollunasnglvl

A1 2.2 NSTBUAMNLTILAEASNTHRENTLY

A5 (Aladn/Aund) | gunsaliildaueg guUnIalLUUNIATN

424 WUULYELADS 10% ASK WLULELRDT 10% ASK
212 WUULYELRDS 10% ASK WLLLELRDT 10% ASK
106 fialaasanuuad 100% ASK | uuuwanas 10% ASK

NFC lmaithsiaaosnuuiinanssiulunsaneloudeya mngunsaifldnuegne
Touteyaiinrunds 106 AladnAuit agldmsisfauvuiiaae fivsuivasuudmsonnisue
g 100 WosifudlunsdBugfamuealdmadrsiauuuunusanesiasdisnmmauogian
10 wWasidud

gunsal NFC Aldanuegnniasesanansavialulnualalvuaviisvsevatelvuale

1) msdiansniin NFC 9aelvigunsaifisosiu NFC wu aundnlviy vhuthwmilou
aundmnidn Grelvigldvheanssusneg 1wy msthszRunieniseenils gnisdiassninleas

2) \3eseuATeu NFC teliigunsalfileldanu NFC anunsnsuteyatidniulily
witn NFC sanlsiunsiilsogluaannueluaimessaadosls

3) NFC wiledyited Saelvigunsalfidaldau NFC aouslosanunsadoasiuiiie
uanuasudeyaludnuae ez

win NFC Aovieifutieyauuuwa@iiguntal NFC amnsos nuasdeudeyalsluunnsd
Imaﬁ”ﬂﬂ%ﬁﬁaga (u U 2015 Hvu1asening 96 a4 8,192 lus) wazifunuusuagradenlu
nsldalnd wioadeudils nsldunuiamsiaiudeyadiuyanaiivasads (Futoya
s wndnvsednsinsinteyalusunsuasaunzuuy mneiavUszdi (PIN) wazsieTorfnse)
win NFC anunsadnsiauuuimuaedlaeings visldtomvunanizvesgnamnssy

2.8 Flutter

Flutter Wuyasiauvendua Ul wuulemugedaiaiislag Google anunsoldauiuoy
wattuduunaavasuangulaaResdmsuLiu Fuchsia, Android, iOS, Linux, macOS uaz
Windows Tne Flutter lé3unayafisafausnlud) 2015 wasdndiludounquniau 2017 uas
Flutter gnldauniglulag Google Tunaunaiatusingg wWu Google Pay way Google Earth
sudslneinWauvensiuissedug Wy ByteDance uaz Alibaba

Flutter azaduaundiaduiifiduiumasunoivesiaies Sedsdeyafinualugmiigelae
A39 FauanAeInsLadn Ul Su 9 Snannuneflendeunanrlesuimuneitedanduiunis
\sume 1 wey Android #ug1uiild Android SDK szugunsal wde i0S SDK #il4 Ul stack
Tughveaunanrlasuitiming manuaudunounisuanssaves Flutter Tasanaugenly
mssosfunaneunanvledy osnaunsoldlan Ul fmdoutuldiuynuwanesutmneg
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2.8.1 Dart
Dart Wunwilusunsuiieanuuulae Lars Bak way Kasper Lund wagiaiunlaey
Y a [ [ A A acs L3 3 14 o <
Google ansaldWmuineunaiaduuuliu detie 1WsWIs Lavwmanviouls wazduduniw
nanlglunsimuueundiadu Flutter

Dart unmwBeing Bipana uassiusinvey (garbage-collection) Melaansal
wuu C anunsameulnadulanases JavaScript ¥sa WebAssembly 16 seasudumesine find
B ARNAUINTTIN LAUBINWUUTING wazn1seuNuviintaya

2.8.2 annUnenssu
Flutter gnesnuwuunibilussuuuuuiasesfisevesls Ussneumelausn3dase

' 3
Aada aa

naeyafiLAar el asnegiuans ldiaweslandansiiaylunsdnfiaaeesiiuans
wagynaduveasuisngneenuuuinliluiudenuazanunsanaunuls

Framework Material Cupertino
Dart
Widgets
Animation Gestures
Foundation

Engine Service Protocol Composition Platform Channels
C/C++

Dart Isolate Setup System Events

Dart Runtime Mgmt Frame Scheduling Asset Resolution

Frame Pipelining Text Layout

Embedder | ‘ ‘ ‘ ‘ |
Platform-specific

Ul 2.19 anlnenssu Flutter

dwduszuuufianisfiegneld wouwdindu Flutter azgnussgludnwazifentu
woUnainduuiindu q Inefailsi (Embedder) lanzunanrlosuazyimhil Jugaisusiy
UsraunuiuszuuUoinsiiognieldifedhfauinisengg 1wy fufnisuanma nadiis
uaznstleudeya uazdansguimgmsaidernu dilsinideusenwinsaniuumansie sy
Jaqdume Java uag C++ 15U Android, Swift uag Objective-C/Objective-C++ d1msu
i0S wag macOS uag C++ d1m5uU Windows uag Linux n15ldailass 1an Flutter a1unsnsiy
dfuueundiatuiifiogudlusuuuuluga visldnenafudemfanuavosoundindufly
Flutter fishilssnsiuauanndmsuunaavesutmueialu usfsdisishiug Sndae
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wlandnues Flutter Ao Flutter engine 3sdiulng)dousieniusn C++ uazsossu
flafuiiugruiisndusonsvhauveaueundindu Flutter Havua louduiiinthilumsudas
anfiusznautulunmusamefnnasaiisidusesmamsle fuduihilinsldausedus
Y94 APl winves Flutter 53uien159nI1edanuns iin nssudslayaliduaziasevie sulnd
Dart uazinvesilonesilng

euIutgnUamedivsusn Flutter Hun dart:ui Bevievidlan C++ MogiUaands
memana Dart laus1siilawediuusenauiiugiuseausan Wy AanadmsuauALssuLEay
nsfudeya NN waznsuARIHATEAIY

Tnevaly dniunasldnauiu Flutter iumsuidsn Flutter Jadumisuisniiviuade
WAZABUALDINDAITEUTN Weumun1w Dart suisnliussnaumeyalausns unanvesy
LAgLe7% LagiugILNATUASY FIUsENaUMBLALLBSUATETY LTUIINAWNTUUY Laun

1) panafiugIuLarusNsaLdsEnauieg Wy weilwdu n1s1anw wazvimng
fuita Sathiaueuusssuilituilumiloiiugiuflegidemds

2) wmwosnasusedliuusssudmiunmsdanmaadiond seawesd auansn
aflassadrauuudulivesiagiisunesld auannsodansiaguanduuulauiin loe

lassadwuuaulitedunnadiondlnednludfiiieasyieunsuasuwlawainm

3) weindadunnusssuvainisussnou Jaguunesusaztuluaesnmasuees
srilnanaiiaonndesiuluawesiodn wenand weesialndiglinuiuanssuiures
AananAaasaihnduinldlnile deelaweiiuugilunanisileulsunsuiuunauaues

4) laus13 Material wag Cupertino dauagnriuaNiinsauaguadldaiulseneu
fiugnuvetawe ARl YIN1588NLUY Material w3e i0S Ul

wisuidsn Flutter Svunndeudnadn fieessziugmarsegaditnimuienaldgn
ﬂ’wmfﬁuuﬂugﬂLL‘UU*‘U@@LLﬁmm sufcUdnduvesusazunamass Wy ndosuaziuia naee
uilleesliufiuunaniedss Wy fshus, HTTP uwazuefudu Fsadrstuanlausiindnves
Dart uaw Flutter uRininauE@LINIINTZUUNATIn 9 ATBUARUUINNTANGS LU AT
Frseumeluney n1snsIvaeuarEves Apple taguailiudu

2.8.3 1595 19v0uaUnaiady
LLN‘Lm']‘WG]'E]bLUf‘jLLﬂGNﬂWWTnJ“UE]\‘i?i’,]uﬂﬁzﬂam‘i’]\‘l6] fiuszneufuduney Flutter hly
fiadsTulngds flutter create ununminanssumiswes Flutter Engine Tulnseadadl 1wy
YouLmued APl uazszuiiiAulAn (repository) fidiuusznouusiazdiueg Mesuneduaisas
aSuemfmTiueldtuilulunsesuedinuusenauveanay Flutter
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Dart App

Dart

Framework

flutter/flutter

dart:ui

platform-agnostic

C/C++ Engine

flutter/flutter

Embedder API (embedder.h)

J\

Embedder

platform-

Runner

flutter/flutter \

platform-specific

/ﬂpp repo
-

sUN 2.20 1alwas6s o vesuendiatu Flutter

v

2.8.3.1 woUnaLATy Dart (Dart app)
1) Uszneviadmdndeiuiioadhs Ul figeenis
2) AIUNTANUATINENNGIND
3) WnwaweUdudnves

2.8.3.2 1l5u3sn (Framework)
1) 191 API sgavasdmsunisadiaueuamunings (feg1ugu Iadn n1s
VAABUNIINA N1IATIIFUNINN ManDald wagn1sduns Tomnu)
2) Uszneusiuininveuaundindiuduain

2.8.3.3 18uUdU (Engine)
1) finthinasniduguuuuusanes
2) TWnsvnuszausmvsawnunalsves Flutter APl (W n513ln ns9ade
AN wagsulnyd Dart)
3) Waeilerdussaudinunsuisndu APl dartui
4) ysanmstivunanneadusing q me APl sailesi

2.8.3.4 ¢ileiy (Embedder)
1) YszanunusussuufiRmsnelddmsunmadifausniseng q wu f
FInsswees nsinds uwaznisleudeya
2) dn13qUBLIuA
3) Wame API lavnzunanleuileysannisiailaiutnludaey
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2.8.3.5 #25U (Runner)
1) UizﬂausﬁuﬁauﬁgmﬂmLNEJI@EJ@T@EJ@&’?Lﬁi’thJmLWﬂLﬂ%LLaUWELﬂﬁYuﬁmmm
Trnulauuuwnasnesuilimine
2) vidugnadstulae flutter create wariidveadufianuey

2.8.4 SEUUNSALYY
Tnglu Flutter udaiiu lisiuunanayarafiany ssilssuunisilyiegasiuufe:

1) Material Design fan1saleiiaas Google &1SU Android

2) Cupertino Design Aan13alwuves Apple 115U i0S

981915AMu Cupertino Design gaunudilag Liquid Glass uéa Tngluilagdudiy
Flutter dwhnssmasounazuilalnsiadassuuiled dnfu mnddianndesnsldionving
Liquid Glass Tuweundiadu Flutter Fadnfudosfianunanayanafianunouluvned (Flutter
nesiu 3.38.5 & aniifid)

Material Design Aoawnisilefigniiannlag Google uazgnidasaiausn 25
fquieu 2014 uaziinestundn 3 nostusedu Tasinesdud 3 gnilasaluau Google 1/O
2021 uazii¥odn “Material You” (usidas33uen “Material Design 3” Afagnldanudustnauni)
uagluau Google 1/0 2025 fn51dadh “Material 3 Expressive” Fafun1sufuussdeain
Material You 1fuds13u Android 16 wag Wear OS 6 waganinsngeazideaiianfiuieiy
Material 3 1 https://m3.material.io/

2.8.5 duRnserldnTUfAGen

yuituia Flutter ifumsuidsn Ul uwuu reactive uag declarative Satinamundudn
wisumIuuUInanuzLoUndatulUS o Sumeding waslsuiddnagimthiduinndu
wedwlsrng Sulniideanuzvesueundinduasuuas lunadlésuusaiuaalaninaui
1197M Facebook dmSulisuiisn React 1933N 3939F9N1TMUNIUNENNTOBALUULUY
Fadumangusens

Tumsuidsn Ul wuudadudilug aougSuduvesdumefedldaggnosusidios
p¥ufen ntudsduinnueniudielangld o ulmi ileneuausseianisal aruvimie
Usgmandsresuuimiife Wewoundiaduiinmududounnniu dnimusniudomsiui
aouzilAsuudadluegndlsnaoniia Ul dregratu fiansan Ul delui:
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Color Picker — X

Color Hexagon  Color Wheel ~ Color Box & Slider
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QG: 139

189

4r O

4>

4»

. @H: 201

73

— ou Z

sUN 2.21 wihenadend

4

4»

=  a a % oA 4 ST - | A v

fvangAnanunsaidsuaniugle naesd, uauidewand, Jududen Wieyldldneu
fiu Ul nsilaeuudasazdosagyiouliiulunny Madredandnu uusagldsunisgua n1s

A & v \ ] =t a s D o 9 v a s &

Wisuwlauandesludladiuniwedunesmagldeailiinenmndadudaanseny
fulAnfiguileuayliineadesiu

ad v ' =4 A : = % a 9

Fundaymedrmilsfeuumatuy MVC lnsnudidayanisiudsundadlidilung
Hrupeulnsaaes mnuulueasswan uslndludumuussiuneulnsaaes agielsiniy
a e 1w < ¥ (Y 3 < & & -
Auifdudymguiu einmsaiawaemsdunnesdusenau Ul Judunauasstunauil
wenINAuTealideAiulaegeineny

Flutter wiausealsudsnidddmeudu o Wuumadulumsudledymi lneuendy
wiosinegldeanainanugugiuesnadaiau fae APl dlad React Anaza aanizdau
Ul it LLaSLWﬁJﬁ%ﬂ%@LLamﬂ%’msﬁmuﬂmﬁuLﬁaa%ﬁaﬁaé’ﬂmm@umaiwediﬂ%mu
AN ELl

Tu Flutter 3audn (Adofudanusznaulu React) azuansieonaanliiudeusudsld
Tumsfmuausuisesing adamanignldiftedanisunuisingfusnanfudmiulass
19 Franduagldlunmsdanmsunuieingiuenanfudmiumsdszneu slandnues Flutter
AoyavesnalnlunissmamdruiidaulasuesunudAniinegadiuszansain nsuyaunms
vangunuiesTngliduunuisszduaiwosing uagmaunsnszarensiasundasludauny
fdendnmeni

Indmusemedruinsedlflasnsidouiumsen build) Fuduilsituiuasanius
Ju Ul
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UI = f(state)

Ul 2.22 gnsuansmsvnauegnang
wisen build) tumumsesnuuuudidusesiiiuazmsfiaglifnadnafes vl
wseatuannsngniFenldlnemsudsnidolnsflaisniu (Iulldfsvesmnuasdinmaden
nsadadeniams)
Fifmdnuusamzsulningm mnaegasiensaiuasinas ngesimng)
39 Dart thumnedmiunuiidufiay

2.8.6 Usgih
Flutter nostunsniandulude “sky” uagyiesuuuszuvdfoanig Android finns
Wawnelunsussyugasentinifmun Dart Usgdd 2015 Taeflgauszasaiiseylifoamnsn
wanaaldegamiaueil 120 wsusodund Wotudl 4 Sunau 2018 Flutter 1.0 Wadluns
Usgau Flutter flasunou

Tududl 6 wgua1Al 2020 YaWAUITEWALIS (SDK) Dart 12e$du 2.8 uay Flutter
1.17.0 lasunmsweuns lngiiuni3sedsu Metal API

Wedui 3 dunau 2021 Google laUafa Flutter 2 s¥1in9nanssu Flutter Engage
VY a o say v ° v @ N o oy v
poulay laiuALsuAesily Canvas @15 UAU waniliaaNARSUABSALY HTML wagnis
aﬁuaquuaﬂwém%’umaﬁﬁaﬂwamaqﬁfm%'u Windows, macOS, kag Linux uananniey
WFeuU Dart 2.0 Fesrudansaduayusuaulasadenuu null (null-safety) AuUaen
Fouwuu null Wumadenlureuusniliosanilunisildsuulasnssivguaydesduldlu Dart 3
Unenlul 2023
Tuduil 12 wewaau 2022 Flutter 3 wag Dart 2.17 1A3UNISHELNIIABINITT0I5U

6 & < gj 1 =
LNARNDSUAANVDUNINUADE1UEDYT

o
e

Wiedun 27 sanmy 2024 dniamnguy Flutter 31uumnilslausenialaga Flock
= s o A ¢ & b 1 | [ a v @
Foduneitunenues Flutter ndgaUsvasdiialriitasdon1ssiuinun Tuvaeifediunding
ShwinnuaenndeiuynnsUasLLUasAnvulul ARG

lul 2025 Google Fameiaun Flutter salumiganidnenssunuulugaisilasu
n13UFuUTe N13sesugunsalitule waznisiuUsEanEnIw ARM loT snufiseyliluwnuanu
atuUTuUge

2.9 Git
Git WuszuuganiusmuaunesiuLuunszate Nausadanisesiurestesalanmie
Toyala dnldiveniuaugesalanlnalusunsuwasiimuzeduissiuiuy
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2.9.1 Gitea
Gitea \Uugnwenlsinag forge dmsunislaadsyuumunueidunisimungenduls
Tagld Git sdsieosnisviausiuiudu o wu nsiamudn msasieaeulan Msuausy
agnaralilos (Continuous Integration; Cl) N3¥A1U Kanban sguutaaudgun uazin s995u
nsleadisnenuies uazdiuaunudansnsnyvesyanaiivislildaunisnde Gitea Wudau
ilves Gogs Lagldusenw Go Gitea ansalaadliuunnunanlosuisesiu Go i
FreeBSD, Linux, macOS wag Windows Iﬂ'ﬁﬂﬂ’liﬁiﬁ%nuaﬁuaqumﬂ Open Collective

2.10 A% (C Programming Language)
a o (Y X v & 1 a a
Mu@idunwlusunsudmsiuingussasamilvasaauludimenssy 1970 lnswnuiase
Fuazdaslasuanuiisunazltauegnininawenieniseeniuun 1wy ialusunsues
aunsanfsnnanvagsauesandnenssudigmilvlalaenss Feuuusiddimunzfugae
d 1mane M gnihunlduagdinaihanldlumsimnssuudjianisiesiesgunsaiuag
auanluslapeausinisldnulurenduisueuniinduiaianainwdgninuildlureuiiomes
sawsgilesnauiamesvunlngigalusuidulasaeulnsaaesauindnigauazssuuile

auwBifunwndanszuiunisiisniusessunsdeulusunsunuuiilassaiisveuiun
Fuldadmiuaznisdentidessuuriadoyauuuasiinte@gnesnuuuniionsnoulng
iielvansnsainfsmiheanud waglaseaiieniw lussiumdauuiuddueiosliogned
UseAvsnm Tasftovusiisossuulnidush uwirsdaruannsolusedus uiniwdfgnoen
wuuseatiuayunsdeulusunsutraunaniosy Weunsud faenadostumasguilden

¥
=

Fulpeeidefannyanuisaluniswnnianuisaraulnddmsuunannasunauiimasas sy Uy
UfURnsTivanvane Tnefinisildsuulasesalaniiiesdntdes

wiifanvnfuaglausinesgueeaniv Feagldldfanauifventonunegnaiinuly
My usidauBanguiisseiivrsessunmaniRmanduld fegarunmuuntaguas
nsiivveztudarlaglausiinieven GLib Object System lag Boehm garbage collector
AUAAY

Faust® 2000 Hudunnund Tasunsdndusuenadaidodieglususudniugeanly
sl TIOBE adlumsinmnufenvesnwinindeulusunsy

2.10.1 UYs¢Im

2.10.1.1 MSWRILY SN
fnwesn1w C fnnudoulosegslnddnfuniswamnss vy foang
Unix Safuiideusieniwineaisuuauy PDP-7 Tag Dennis Ritchie wag Ken Thompson
TngiuunAanatgogaainiousasemaly Tuiigamnnfdadulaghessuuufuianisluss
PDP-11 199594 Unix saiisiuu PDP-11 AldSumswanndenwiweaanuiivuiy
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(2

2.10.1.2 711w B

nouddudasmsnwlusunsudmiunsiaungidad msuunannasy
Tongd wamenendouneulniasd Fortran neu walulddnfdmanaudadulazadng
estugeveinulusunsussuy Avmudulmite BCPL wnu Mmosungegiadumianis
399 BCPL Falundouldvluvnziunaznendduldudlalionnsally “nsedu” devauay
Ad1efU ALGOL 7i3eudnendn fi3endn SMALGOL widenuadns 491 B Tngesuieindu
“mUMINEUDY BCPL #iillaa1nsal SMALGOL $1unusnn” wuieaiu BCPL, B flnoulwiass
yraunsUilesuisanuazmnlunmawe faludueiedmlufian fnsdougiaaedaiimly
B wsgsiutAvlunaglianunsaliusslevinnauandives POP-11 wumsiddsiieglusils

2.10.1.3 21w B Tnsdua C Juusn

Tud A, 2514 STiFuUTUUTe B LileldnuantRues PDP-11 Ansemads
akatt ﬂmﬁmLamﬁﬁwﬁ@ﬁaﬂﬁzmw%’agaé’ﬂms SNt New B (NB) nendduuld NB
Woideu wesiua Unix wardaruuaveanfnuaiianianisimunnie
AT 1972 Snafsszandeyaiivarnvansinniulifuniun NB n1w NB Tendisdues int
way char wazldfinsdiunesnes anvainsalunisadranesmesludnsznnsuy o158
yosnUszLan uazUszianigasduanilaidu erfisdmeludnalldFumsujifiasiondy
woame$ Insideursylmassiv wasdsutonwidu

maulmaes C uazgiiaaudiunaiilumenoulniaesigniiuegly
Unix 1383591 2 8938n8n081991 Research Unix

2.10.1.4 laseas19hag 1513w Unix kermnel Ty

T4 Unix nefdu 4 fn1edminsluiieungadnieu we. 2516 wesiua
09 Unix Idsumaideulndetnanirsvnadisniw ¢ lunandu nwn C lduanaudafings
WAV WO UIUUTELAN struct

fuszananaalsntnlasunisuugthusennad 1973 suauuzriives
Alan Snyder waggadumssouiuisslovivosnalnnsyulidifoglu BCPL uagPL/ 1ies
FusauddlianyndinglSiaznsunuiiansauuudiewintu #include 3 #define fanlns
Flaidwsfimes ndwniliu Adnnsveneduiy Tnedwlnglag Mike Lesk uazsionn
g John Reiser iiesanunlasiifiorsfinuuduasnsretlnduvuiouls

Unix Junilsluiresiuaszuudfifinisusng Mdsusnenvduilaly
AwearUUATIgeneuntilau sruu Multics @udeusienten PL/) uway Master
Control Program (MCP) dw%u Burroughs B5000 (Fadsugnenis ALGOL) 1ud 1961 Tutas
U 1977 Ritchie waz Stephen C. Johnson lgvhnsidsunasdinfalisunwiiiesiue
ANUAEAINTUNITHAMITEUUUYTRNISUNIX Aawlmass Portable C a3 Johnson L{‘Ju‘ﬁugm
dwsunisldanu C vuuwaswasuluie vansunanneosu
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2.10.1.5 K&R C

Tud w.@. 2521 Brian KernighaniagDennis Ritchie Iadununisde The
C Programming Language aﬂ’uﬁuﬁﬂ%gqLLiﬂmﬁfﬂ?ﬁaLéufﬁﬁﬂﬁﬂu%as}a K&R mm%asia%mi{
Feuuagrihmihidudemuailiidunianis vesnvidunamanstinesiuresniw ¢ 1
osvelilunisdeiduiinGontuin “k&R €7 1iosn nifsderaudldsunisweunslul w.a.
2521 3a3unBnegiein C78 nidoatufiuinsiiasnsounquanasgmu ANSI C Tunieuds s
sgnanivsioly

K&R Idfisflesiunesmansagng

1) laus38uns/iednmunnsgu

2) long int Uszwnndaya

3) unsigned int Uszmw%’aaﬂa

a) sfdumsimuseuuunanlugunuy =op (WU =) gnivdsudugy
WU op= (Hufie -=) ievdnanummuynisumneiifnanlassainaty i=-10 Ssgndn
i =10 (a0 | a3 10) wntazduemumnedisdaly A% i Hu -10)

wiindanfin1sennsunsgIu ANSI U 1989 udafieny Wuaivaied
7l K&R C fansgnfiansanindu “famssudisdign” Musunsunuesaiun C Badeiilofoinis
mnuanansalunisnawligean iesanaoulmassiumsuuinndinsgnldnusguaziiles
9nlAn K&R C MiTsusgsziinsy Ssiaunsadulununesgiu C leguiu

w1 C nastusiauIsziualiiandudslin1sussn1alsennegna
Faauud C 1osu KeR Avualilsrduiidefumussavduiililiseinn fidmualfiviidy
int lagdessenmaneuldey feuiduililaglifinisusenadmihasfeidsdurUssnni
g int 13

2.10.1.6 ANSI C iag 1ISO C

TugasUarenedsse 1970 uag 1980 21w C Liastusieg gnuiluldeu
Tu peuiunesiuwsuiidaouiunosuazlulasaouiivmesnainvalgusiuds IBM PC e
dlosnenufsuvesreufiuposussaniiiinusgian

¥ 1983 an1tunasgiuuisfewsiu (ANS) 1Hdnfianznssunis
X3J11 ilermunmasgiureaniw C X311 Tnasgiu C Adsmunisldauuusguy Unix
Huitugiu egnlsimudniilianusannmildvedlausnd C vu Unix légndadelussndgusi
14 IEEE 1003 iiteldiduiiugudmiu wmsgiu POSIX Tudl 1988 Tut 1989 wnsgiu C 145y
n155useadu ANSI X3.159-1989 “arwlusunsy C” LU@%‘ﬁJuﬁjﬂJaﬂﬂﬁwﬂﬁﬂQﬂLgﬂﬂj’] ANSI C,
Standard C w3aun9nsaidanit C89

Tul 1990 1msgIu ANSI C (wFoumsivasuutasguuu) lesumssuses
Tagosdn1sunsgiuaina (150) lude ISO/IEC 9899:1990 Fsursafanin €90 dfu frin
“C89” uay “C90” Jamanenan1ulusunsuine i
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wufefusdnsunsguwinAaug ANS! lalldiamnunsgiu C de
putosdndely udazdedsianasgiu C ana dagualasaneyinanu ISO/IEC JTC1/5C22 /
WG14 mstinasyuanaatiulfudsanflussdulssmeinintunielunisdvdaannd 150
WELNSUIASFIUAINE T

nildludmungreansEUIUATMNUANINTFIUATY C ABNITATINY
Wasignue K&R C Iﬂaiamm@mamﬂaﬁlﬁL“fJumams‘wmaaéﬂqﬁgﬂﬂmﬂ%’lumwé’a ALY
ﬂsiumimmgmé’ﬂlé’tﬂmmamﬁaLﬂuLamﬁﬂmmaaéﬂaLﬁuﬁuLLuuﬁaﬁ%’u (8111910 C++),
VoidNagLmas, mi'ﬁaa%’usqmé’ﬂmisLLazmmﬁaaauszmmszLwﬂ LLazm'ﬂJ%’UUqaw%Miwa
¢ X ¢ o Y a ¢ Yo o v Al
wes wihensaldmsunsusemansiwesaglasunisusuualvsuguuunldly C++
2w v ¢ 2 v o Vo ¢ Y Ao
windamsaugnvlddumesing K&R wennudiulaniuvesalaniilet
€89 lasunsatuayuaineeulnass C lutlaqiu uaslan C adeluidiu
TngiAld €89 Wuiiugrulusunsulas Ailflsusenten C wnnsgruintdy wazlifidoaunfigu
a9 NTuedivasauis ashanulaeggnassuuunannasulag ninsldnu C Naenndas
Auunsgiu Meludadndevemineins winluszdnsgds TUsunsuerameulndlaanisuuy
wwanasulaunannasunils visamensulnassnzvinty flegnayy Wesainnisitlausis
Mo ' a 2 = ) ¢ ¢
lidunesgiu wu lauss GUI viensiisnaudnuyzianigvesnatlnaosvisunanes
U 19y vuefwiueuvesvlintayauararsulud

Tunsdifllénsosanunsonoulndliilnenevlmassiidonndastuunsgu
visonoulmaesild C uuu k&R STDC annsoldunlasiteuuddneondudnsnnsgu
wazau KeR telosiunsldauand@niianizlu C mmsguuuaeylmasiild C wuu K&R

NAIINNTTUIUNITMMUALINTFIU ANSI/ISO Tamuuanis C §9a
aoudsmsiifunamans? Tl 1995 Insweunsnisudlomssguaton 1 veawnsgiu C U
1990 (ISO/IEC 9899/AMD1:1995 FuiFeniiuagnalaiiumanisin €o5) ieudluseazidoauis
Usgmsuasifiunmsatuayugednusyannaiinseunauunniy

2.10.1.7 C99
1nss C lunmaudlufisdnluraaaneveassy 1990 dawaliinng
Afia 1S0/IEC 9899:1999 Tudl 1999 FalaeiiluiSendn “C99” seanldfinisudlufisfindn
anSdlag Technical Corrigenda

€99 lhiauanaaudilvivargusznisriudsilsidusuladviindoya
Talvanevia(3ude long long intwila Yaya complex AlFunuIIUAITRY) 81515674
AuewUIRulaLagaunTnansisdndangunsatiuayuinvudmiuiawnaase IEEE 754 N3
atuayulasuuunysAy (nlasifisiuuensiuud wusiule) waznisaduayunufniu
U o AL v v oA Y oy wa & 1 %
WUUUSTVIRRENITUAUmY @ / Wuidgniulu BCPL vise C++ Aaaudfvanivanyagislagn
il ludruvensglupaulnaes C varediudy

Tngdulngiudn €99 annsaldarusiuiu C90 ¢ uatlauaunauInnl
Tuyeinu Inganizeges MmavssmainlilifissylssnmaglifendintnisivualaeUsee
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dnsely Insdvusanlasinpsgiu  STDC VERSION  w¥ouan 199901L tileszyindinng
arfuayu €99 avx Twiaes C dus 1w GCC, Solaris Studio uagasalmans C duq Tutlagliu
sesfunmanTRlvivaisograviierinunues C99 aehslsfnu aevlwmians C Tu Microsoft
Visual C++ 1du1m557u C89 uazdumnag wes €99 Asnudmiumsldausiuiu C++11

weNNI WMsgIU C99 Farimunlrisesiudmiseunlyd Unicode Tuguuuy
YoISNVTEAY (WU \u0040 i3 \U0001f431) uazuuziiliisesiulio Unicode Ausig

2.10.1.8 C11
PuUFulsanesgiu C adulmiuaulul 2550 Tneidenduagndliidu
N9M537 “C1X” qunseviadinmsusemaldunmsgiu ISO/IEC 9899:2011 aeaifumisnisluiu
71 8 funAu 2554 AugNTIUNITINATE I C I ruauumaitediansihauaudRlie 7
galaildsunmeaoulneszuuiifiegunly

usgU C11 iiuanadRlmiinnmgliiuniw C uaglausn3 saufen
Tasuvuiaidneialassassisuunisaiiuayy Unicode fidtu nsdidunisozaeiinnisyi
suuuuiafissauazilsitussaaeuvouiun uenanisuilinsdmedlaus’ co9 fifiey
Jusuden uasdFuuganudniuldiu Cr+ ulasuinsgiu  STDC VERSION  gnrimug
idle 2011120 spydrfimsadiuayu C11 ud

2.10.1.9 C17
17 WudeFunegnalaifumanisves ISO/IEC 9899:2018 Fauanasgu
dmsunwlusunsy C fmsunsludoudquisu 2018 wesgrudlildifvamuauidlndles
Tfuniw uiBunmsudlamaneiauaznstuasdounnsesly C11 Wiy 11ATUINTIU
_ STDC_VERSION__ gnﬁwuumsﬁulﬁa 201710L 52uinIssessu C17 Ui

2.10.1.10 C23
23 uFoiFonogralidunsnisvesnsuilosmsgiunie C nén
Tutfgiu FslusemirmstaudningFondt “c2x” Tnsadstuannieiduteunt way
wugthaaanFlyel wu Amdnlnl anamnefisdudmiuile auto Wilimseysnuuszamn
dlevsgnmasuUsussnlvdsiuds nullptr t uag Bitint (N) wagn1svenelausnsuinsgu

€23 ladunismeunsluidounatau 2024 Tude 1SO/IEC 9899:2024 11lATHIATFIY
_STDC_VERSION__ gafnualy 2023111 ieseyilnisatiuayu €23

2.10.1.11 C2y
cov HudeFenegndliifumansvesmisudlosasgiunis C asslng)
Sl ndrn €23 (C2X) Fsmarnazesnlurasanenemssy 2020 daiuiaiian 2’ lu “c2y”
$atunsnues C2v Iesumameunsludoununnius 2024 Tude N3220 Tasnguvianu 10/
IEC JTC1/5C22 /WG14
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2.10.1.12 Embedded C
Tuefnnadeulusunsy C dmsuszuuiledsududedddaiuvensdly
Wuwesgiuvesniw C Lﬁaiaa%@mauﬁ'ﬁﬁmw WuNSAIMEINATENAI SUNANSLIe
A wageuanenatulagn1 s uiun1T3une /o dne g

Tud 2551 AngnssuMInss L C Idnsunssenumnanadaiivene
a1 C endlailgmivanilasnmsdamnesguiludmsumsldnuimualiufsiamg 39
suisgnuaniivarsesnailiflunmn C Und 1wy mssuniameionasd Aufiuonnsauuy
fouagnmsrimunLennsasiauas 1/O fiugiu

2.10.2 93 (Variables)
fudsluniw C Wawuudiuseneulumelssinnuestoyauastiosiuds lneiive
fudstuanunsaifusenisiignuusieinsomuneganalasmeuiu feognefe

5UN 2.23 fegransussniamiusliuniw C

2.10.3 Usznndaya (Data Types)
%am“aﬁ'L?im%’aaﬁ’ué"u,amﬁﬂﬁﬂimm unsigned LLag signed 1AEANULANATNIIN
oSunedu o A
1) Signed (fiATesvane): fuaviiasnsadnauls sozdeyasetiife 128 f
127
2) Unsigned (lsifiin3amane): savilianunsaiinauld szezdoyasetndie 0
fia 255

srdanaladn Joyauszinn unsigned tuanunsaliuiuavuInleduInd fe
geand 255 usviniAduysal (absolute value) Y988y UBYALUY signed 11UINAY 19U

Y 9

| - 128] +]127] azgwudlaen 255 nuneAudn 939 o uaideyausziav signed aunsaLiy

v

Joyald 255 faauuiu ewaiasmiawesuariausanulmiuiiasfinay

fatiulusa 1A laredinduuANTdeuuanaa U U In I WIULALLUY
signed uaz unsigned TUsngssiunsiavads lneamgegiBanslenesiaiduausiy

2.10.3.1 Usziamnyau (Boolean)

Uszimydutugniiaveaiausnluunnsgiu €99 lngnisnaitauseunm

[
9

Poyayduiu TulseTaveantw C udilasuuy

1) Bool (wazilunlas bool): aufswnsgiu C23
2) bool (Mlaflgupnnlasg): Ffsudunsgiu C23
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2.10.3.2 Usetanduiuiiiy (Integer)
1) short int (v3eBnTewilsiie short warvanunsaldAeiisa siened 16
2) unsigned short int (158 unsigned short)
3) int (139 signed int)
FoUsmandeyaiuauiiunifign uagazgnasuiirasdvuadus 16 Jaawe Tnsszuuialy
dlnglutiagiuazdu 32 s
4) unsigned int (WSaLiEaLA unsigned) ABUsELAN int TULUU unsigned,
fi modulo arithmetic, uwagngaudmiunisiUdsuulasdn
5) long int (39 long)
6) unsigned long int (¥3® unsigned long)
7) fiusaus €99
n) long long int (#3® long long)
%) unsigned long long int (39 unsigned long long)
8) fifiumaud C23
n) _Bitint(n) (W3e signed _Bitint(n)): Useiandaya signed wuulvuin
Foau Tne n wnshedwoude Gauddnesenmne wag n wwdedliinnndi BITINT MAXWIDTH
AlnE <limits.h>)
%) unsigned _Bitint(n): tiloudneiu iiesualiulszian unsigned
(wazlidtmaTomang)
LLazmﬁauﬂﬁxmw%@zﬁaSu 9 AaasaisaRdisanuulanls Wy unsigned long long int
g long int unsigned long fumﬁauﬁ’u
mseluagulssinmiiauiueuazauautivesiu

9197 2.3 anavestoyaiiuis

& - . uudnausduuudoua
Faussan UsSSOMNYUINI . X
433U C | LP32 | ILP32 | LLP64 | LP64
char char o
signed char signed char am;uaa 8 8 8 8
unsigned char unsigned char
short
short int .
—od short short int o
signed shor
'g ' 2YNUDY 16 16 16 16
signed short int 16
unsigned short unsigned
unsigned short int short int
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15197 2.6 vnavesteyadudn (o)

& - \ 5’1uauﬁmmmmmm’1’aua
FaUszLn UszLannaumn - X
UM5§1U C [ LP32 | ILP32 | LLP64 | LP64

int
signed int o
signed int amf;“% 16 | 32 | 32 | 32
unsigned . .

- - unsigned int
unsigned int
long
long int .
—od lon long int o
signe
S S DYNUBDY 32 32 39 64
signed long int 32
unsigned long unsigned
unsigned long int long int
long long
long long int )
- long long int (C99)
signed long long et
signed long long int 64 64 | 64 64 64
unsigned long long ,

: unsigned long
unsigned long long long int (C99)
int

1)3Uuuu%@ga(dmarnode0

sUsvudoya n3e data model Aaguuuunisiivdeyaves
TWaunsudafudsiidmuasuiavesiuus Tnsguuvudeyatuazgnimuslasunanwody
Whvne FalmbeUssananauasssuudfoanindutadondn nenunssluidensuni
vdn o udiisuuuuteyasy 4 sULuU fe LP32, ILP32, LLP64, uaz LP64 Sevnndaansyneniy
Mo L e Long, P %inefi Pointer, Uag | ¥aneds Integer (S1u3wfiyl) wanusieasdn

2.10.3.3 Usetnmanuiunetienass (Real floating types)

1w C ﬁuﬁﬂizmwﬁagaﬁm%Lmu&’maﬁumﬁam%q 3 (30 6 dau
C23) Uszam

1) float SMuauvAteumLLug IR AssiunleuLnLMTgIU IEEE-754
binary32 #n3845U

2) double uruNATENANULIUGIABUYIN ATITUNDTUUANIATFIY
IEEE-754 binary64 #1n3995U

3) long double S1unumadsyeLIsiugLRLAY AsafUnleuamNATEL
IEEE-754 binary128 #1n1945U faviuaznsaiyu IEEE-754 binary64-extended 11n5895U
fingiuaznsstuguuuuuunaiiouiilingstuunsgiu IEEE-754 suuuulafldnsuladii
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1 o | . 1% 3 ] v @ v a | . ] [
ANULLUEINIT binary6d uazsvezdayaliueg1atiaenaadvil binary6d wagninlisesiu
VAl 98asatunesuunNInSgIU IEEE-754 binary64

n) ULV binary128 Hugrldlagszuy HP-UX, SPARC, MIPS, ARM64,
wag z/0S UNTEUU
%) JULU IEEE-754 binary6d-extended #i3dnfusehaunsvaneiian
AogUuuuAuutiuguiaFy 80 In x87 Fegnldlnuantinensan x86 WAz x86-64 U19TEUY
(nMseniuitmsyaiisiio MSVC fifmuals long double aglugUuuuifediuf double, 1y
binary64)
deldumsgiu C daue €23 1 uduluuazmnunanesuvosaallday
ARULARUALIlAT  STDC IEC 60559 DFP_ Gﬁa;ﬂaﬂszLﬂmé’hLammﬁmﬁwiaiﬂﬁwgmaﬁu
e
1) _Decimal32 unuguuuuunnsgiu IEEE-754 decimal32
2) _Decimal64 unuguluunnigu IEEE-754 decimal6d
3) _Decimal128 unuguuuuunnsgiu IEEE-754 decimal128

[
a 07

flaviu Ussianduauneadoudiudnvaidazlignsessu

1%

JouausELNMNALEN8195895UAALAEALLAL LALA

e

1) 21U (Infinity, WuInuazau)

2) aud@nay, -0.0 Imaﬁﬁ%ﬁﬁu@aﬂﬁ@mmﬂ wApnasiaurIgluuI
AUNTS WY 1.0 / 0.0 == INFINITY w# 1.0 / -0.0 == -INFINITY

3) laflaisian (not-a-number; NaN) @alsivinfueslsias siudesiues

neafleuduiuaseanunsagnldiuddniunimendamansla + - / *
Lagilsidumendineandain <math.h> Tngwasasnidunisuasileiduanlaussiuaansn
AeliiAansuanstoRanannvessuunadellduazazsaen ermo

2.10.3.4 Ussandnuumeduugudou (Complex floating types)

Uszuandeyasuiunaisndudouiufulssianiiunudiaudadon
(complex number) Hule fiauiianansngnideuunudunanuvessuutiuagiuiusds
figausneduiudunnn a + bi) TnsuszandnuiBstouiieganussian dun

1) float Complex (waganunsald float complex latguiunintngd
<complex.h>)

2) double Complex (wazau13ald double complex Tawuiumnii
111 <complex.h>)

3) long double Complex (Lagasnsald long double complex leiau
Aunmnign <complex.h>)
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2.10.3.5 Usglnnanuiunatendunnn (Imagmary floating types)
ﬂiymwua:uammu‘v]ﬁuamummwumﬂuﬂsumwmmummmummw
(imaginary number) tfufie Faaviiannsngnieuunududinnusieiiguiedauiunnm
bi IngUszinndnnuiisdouilogauuseiny loun

1) float _Imaginary (Laza1u1sald float imaginary lalguiunintng
<complex.h>)

2) double Imaginary (wazausaly double imaginary lawuiumn
1111 <complex.h>)

3) long double Imaginary (waganusald long double imaginary 1a
WwuAumNIILY <complex.h>)

2.10.3.6 Uszlnnénonws (Character)
1) signed char ABUILLANEIUTUAITNBIULUU signed
2) unsigned char AUTELANAMTUAIDNYILUY unsigned
3) char AoUsgndmsusisnusuuulissyssesdaya Faunsowiiu
. & . [ 914%1 (9] ¢ 4 1 1 <
signed char 158 unsigned char ﬂlmuaqﬂULLwamWasmamaﬂWLaas upeg19lsAnIL char
duldligauaulasnasnludlssinndu o ue char AsUszlAnvodiues

2.10.3.7 A3
1) bool, true, false, char, int, short, long, signed, unsigned, float, double
2) Bool, Bitint, Complex, Imaginary, Decimal32,

_Decimaléd4, Decimall28

2.10.3.8 syugaiiAuld

AOUNINTFIU C23 119551 C oygranIsunudnavsuulanls uay
svogdusmesiaay N daflo 21 - 1) Ba 42" - 1 (Wu -127 4 127 dwmfuusznnd
1@y 8 9n) BemservveulmvesdANFLTs (one’s complement) Hion1sunudiuaLdl
LARBIINY (sign-and-magnitude)

ogdlsfinnn suuvuteyaiildfusgrsunsnanefionun (sauds ILP32,
LP32, LP64, uar LLP64) uwazaaxlmass C ifouvimusldnmswnudaauuuudiundsfiuass
(two’s complement) (fidoaniuiinsiuuauisnenlniaasdnsussuu UNISYS) uazsaus
wmsgIu C23 Sufemsunusiavuuuieiigneyawlslflasumsgiu wazilveuniiuvuou
sendne -2V e 42N 1y 128 9 127 dmsudssiandaias 8 Un)

mradeluillideyaiisatureuiinvesussinndeyain q @nisiiuga
malunefsanilaiiuanuagainiuniseny)
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YUIA STYLAN
dsean | = sUBUU .
(Up) | ¢ TnaUszane wuau
o signed -128 fla 127
v v unsigned 0 94 255
fIDNQYI =2
16 | UTF-16 0 £19 65535
32 | UTF-32 0 89 1114111 (Ox10fFfP)
6 signed +3.27 - 104 ~32768 §14 32767
unsigned 0 819 6.55 - 104 0 813 65535
: -2,147,483,648 §i3
3 signed +2.14 - 109 2.147,483.647
I unsigned 0§14 4.29 - 109 0§14 4,294,967,295
7]
el ~9,023,372,036,854,775,808
signed +9.22-1018 AN
6 9,223,372,036,854,775,807
unsigned 079 1.84 - 1019 0 fi
E : 18,446,744,073,709,551,615
1) min subnormal: 1) min subnormal:
+1.401,298,4-10™% +0x1p-149
2) min normal: 2) min normal:
32 | IREE7>4 +1.175,494,3 . 1078 +0x1p-126
3) max: 3) max:
+3.402,823,4-10°® +0x1 fffffep+127
1) min subnormal:
nedey +4.940, 656,458,412
luwn3 10732 1) min subnormal:
2) min normal: +0x1p-1074
64 | IEEE-754 +2.225 073,858,507, 201, | 2) min normal:
iy +0x1p-1022
4-10" .
3) max: +0x1
3) max: A fp+1023

+1.797,693, 134, 862, 315,
7.10°%
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YUA STYLAI
Usen | = FUnuy ,
(Um) | 9 Taauszuna wiuau
1) min subnormal:
+3.645,199,531,882,474,
602,528 - 10741 1) min subnormal:
2) min normal: 2 iQX1p-164‘t5
+3.362,103, 143,112,093, [ £ Min normat:
80| 86 o +0x1p-16382
506,263 - 10 3) max: +0x1.fFFFAF
3) max: fffffffep+16383
+1.189,731,495,357,231,
765,021 - 10%%
nAfsy 1) min subnormal:
luuns +6.475,175,119,438,025,
110,924,438,958, 227,
646,552,5 - 10719 .
, 1) min subnormal:
? mfslggzo rlrggtm 112,003, | 5y LoxHP-164%4
£3.504, 1U5, 165, 112,U75, 1 2) min normal:
128 | IEEE-754 506,262,677,817,321, +0x1p-16382
752,602,6 - 1079932 3) max: +0x 1.
3) max: FFFFFFrp+16383
+1.189,731,495,357, 231,
765,085, 759,326,628,
007,016, 2 - 10432
1) min subnormal:
+1.1071%
2) min normal;
32 |EEE-754 11.10°%
3) max:
+9.999'999 - 10%°
1) min subnormal:
+1-107>%
2) min nogrg;al:
64 | IEEE-754 £1-10°
AN 3) max:
WPuoa +9.999'999 999 999 999
.10%%
1) min subnormal:
+1 - 10—6176
2) min normal:
41 - 10—6143
128 | IEEE-754 3) max:
+9.999 999999 999 999
999999999 999 999 999

. 106144
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2.10.4 yauUalusunsuvesny (GNU Compiler Collection; GCC)
Tunszuaumanisitaunlasanutl gaudalusunsuvesnydugnlfifundnidesan
Buyauvalusunsu (rexlwiass; Compilen) Alfidundnlunmstauilaniiadisuuiugiy
Arduino Lazuasar1e 9 TILDIUBSA ESP32
‘gmaulmaa% GNU (GNU Compiler Collection; GCC) (Wiude GNU C Compiler)
Aoyanoulniasainlasenis GNU fisesfumwilusunsy an1dinenssusniound uagszuy
U TR 9 YailBrendwisias (FSP) weuwns GCC lugmuggendwisiasneladayareunia
agﬂﬁaﬂflﬁ'ﬁmzﬁﬂﬂmaq GNU (GNU GPL) GCC LﬂuaaﬁﬂszﬂauéﬁmammLﬂ%qﬁa GNU @4
T msulassnmsdlvgfiiedeiu GNU uaspediua Linux shelaauszana 15 duussvia
Tud 2019 GCC Fadunidlulusunsuniilvgfaayiniineiinn GCC fumumddglunaduls
voswonduIsias aluguziesosiiouazsiog
wonanaziuneulnassediadunianmsvesszuuuifnis GNU uda GCC &als
sumsseuiuliidueelnaefinassulasseuul foRnseaeuiumesatlmifind1efu Unix
duq Bnunung TufeseuuUFRntg Linux daulug szuvUuRnismsena BSD dwla)f
Wasunld 6CC liuvumdsanidng uiimdeiniiu FreeBSD uaz Apple macOs léiuasuy
uldpenlmans Clang dawlnghiunmzimanadiuduins GeC frannsoneulmanslon
dmsusguud]uRnis Windows, Android, i0S, Solaris, HP-UX, AIX wag MS-DOS lagnee
GCC eunsnesnludunanosuuazanitnenssuyamdssing 4 11andn
rouilmanidu 1 uazgninlulinueguniendugusaiodielunisimugeniuviifuuy
wBuazuuuiilunssudvs venani GCC Fmdeuldnudmiussuuiisianning sudduily

ARM Llag Power ISA
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3.1.3 {9N1SYINNU

(15udy )

Faeh LittleFS

A

Wi-Fi Jufin
¥ 1A 1
LTogw3alyl

995U8aZLDUALATBUNY
(ESP-Touch)

HaANTSWIBS HTTPS

=1
i
HouselaSotney

asalndudmsuniseudu

gUNIRIAIUANAN
a
aid]
maﬂﬂsmmum 3aaﬂﬂmmmwaﬂ
nanuamsely mmnuaﬂmm

l

aglulnunamei el

P30kl

e
m D aﬂmmmn
ai’mmim Weu

pd)}

UNTLALLYULYDT
FC 919113913

Tai] AUFLILANIPNURANAR dudeenauisy

)

LRLADUNNILEE
3| wazweunaady

UAuiuLgges PIR
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UsguranaAve HTTPS
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3.2 N1323NLLUUY

5UN 3.1 M3eenuuulasiasiunIesgudusimumey NFC

3.3 JanaunIal

1) uadn ESP32 (NodeMCU)
2) NADINANERN

3) Uaaes (Buzzer)

4) U3 NFC (PN532)

3.4 YupauN1sUsENaU
3.4.1 Mafiadegunsal
Tasanuuuseenidu 3 Tuga
1) Tugauesa ESP32
2) lugatsues NFC

3.4.1.1 lugauesa ESP32
MManeg 2 sdmsvaeuasdesaadilulundes

60
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Uil 3.2 melundedluga ESP32

3.4.1.2 Tugaiwuiges NFC
ﬁwLﬁuﬂﬁngﬁ%nmﬁaﬂéaqLﬁ@li’flfﬂmﬁ'mﬁm%’umdw nduthanelnses
NIUYRIRINaNaz AR AU IeS NFC Thsgusey

sUT 3.3 Tugaiuimes NFC

3.4.2 MIWgUATULIS

Tassnuildeensiuag Platformio Tumsasauasdnmslusandiflsuuns lnemndas
nsisuAldauiisuwsadludesa ESP32 aadnluseddyenduisuan q Ao PlatformlO
Core uae Git (lddndu wiitenuasainaune) agnalsfinnu Platformlo suugadld Python
ne$tu 3.6 Tulueruiu fdusnsuduosinds Python femnaaelad

Tudumeuusn Tusalamesiiavesan Tdlasihluudnnanunsofumneundindy
“Terminal” léiae Taguu Windows 10 1esduluy 9 uwas Windows 11 azuinseufu
woUndiatu Windows Terminal aghslsfin edawd Tusansaaeuliuilainumddld
PowerShell waglaily Command Prompt

lngluagdu Python 11asdua1anfe Python 3.14.2 lngAna1u1saAnafs Python
wag Git uu Windows lasnensldmdaseluil
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winget install Python.Python.3.14 Git.Git -e -s winget

sUTi 3.4 édilunsfiade Python 3.14 uag Git
dmiuszuuufoinistuiy Tnsunfudraglidesinds Python ituilesaniifaundu
seUuUfTRmMIeguda ghdlsfinnn uu Linux enadesfimsindan1ssessu Virtual Environment
wen lneusiagszuuasiivounanalimiiousy Ineu Debian, Fedora, uag Arch @mnsalde
Futoluiflunisinsaria Python Virtual Environment wag Git wiouiulé

sudo apt install python3-venv git

sudo dnf install python3-virtualenv git

sudo pacman —-S python-virtualenv git

UM 3.5 Adslunisiafa Virtual Environment uag Git UN15UANT"Y Linux #14 9
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3.4.2.1 n5ARAI PlatformlO Core NIULNALNA
wnAlY Fedora Linux %38 Arch Linux (¥30gn 9 v8eu) Anaun
fnsaunaLna PlatformlO lalaenss Inafiandasadl

sudo dnf install platformio

sudo pacman -S platformio-core

gﬂﬁ 3.6 Addlunsinds PlatformlO Core Uu Fedora wag Arch Linux
1) MnAuAndaunAINg Fedora tuuda aalisiduiivsdesiindang udev
AILAULDY
(flazgnnanidluinde 3.4.2.3)
2) mnauld Arch auanansaRasaunanang udev Iélnsnsdlnglaifoina
1anLes

sudo pacman -S --asdeps platformio-core-udev

'
o o

gﬂﬁ 3.7 mdalunsianang udev ¥ea PlatformlO uy Arch Linux

3.4.2.2 M3AAR4 PlatformlO Core NuaASUR

dald Tun1sfmss PlatformlO Core @unsaynlalaenisidansudnnga lag
a5y curl @aunsaldmdaiile

curl -fsSL -o get-platformio.py https://raw.githubusercontent.

com/platformio/platformio—core-installer/master/get-platformio.py

UM 3.8 A1ds curl lElun1sailvanansudanns PlatformlO
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NIDUINFDINTTLY weet

wget -0 get—platformio.py https://raw.githubusercontent.com/

platformio/platformio—core-installer/master/get-platformio.py

5UN 3.9 fde weet Nldlunisaniluanaasudnans PlatformlO

Wsodm5U PowerShell, @ansald iwr (M3edaifiufe Invoke-WebRequest) 1

iwr -OutFile get—platformio.py -Uri https://raw.githubusercontent

.com/platformio/platformio—core-installer/master/get-platformio.

Py

5UN 3.10 Mds iwr Aldlunsanillvanansudsnaca PlatformiO
@nsuussvialrdidesaniunliiieane TUsaeg I UUTSVALLNUNA1#99349)
wdRatuIlIAES python3 get-platformio.py Tun1ssuamsussnmnlavin
A5ANMUINanUN TagAsuAULa) PlatformlO aglaiusnuaatiludadnusaainaay PATH
d" o < Y o q'/ t:l' < 1Y 1 = I3
Feaandulunslamdsaniluunlalaglidosnanalndanis

Tnedmsu Linux udatiu Aadodiia SHOME/.local/bin/ 1nlug PATH vas
Ao Inevnanly Bash Ananunsauily ~/bash_profile uagiiinussvinildlula

export PATH=$PATH:$HOME/.local/bin

sU#t 3.11 Tanitadldlunisiia ~/local/bin 14h PATH
winaadld Zsh anansaldlanpeniuld wswusinadeaunlulid ~/zprofile
%38 ~/.zshrc wnu
Tneruu Windows fifumaudsi
1
2
3

4) Aanyu Environment Variables

) Am Windows + R
) MW sysdm.cpl wagna Enter
) Tuntieng System Properties aanludauiu Advanced
)
9ty densauds Path ludau User variables uda3ene Edit wdaity
9%USERPROFILE%%\. platformio\pen\Scripts\ 1t1lulusienas

3.4.2.3 99-platformio-udev.rules
Ald Linux Sndufiassiesdinsiing udev Tnsaunsagldng udev nosdu
81aala¥ https://raw.githubusercontent.com/platformio/platformio-core/develop/


https://raw.githubusercontent.com/platformio/platformio-core/develop/platformio/assets/system/99-platformio-udev.rules
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platformio/assets/system/99-platformio-udev.rules Laglusansiaaauin PID wag VID ve3
veianmagluliidngtu Tneanannsng PIDVID vesuasnnalldtiumds pio device list

Im&lWﬁﬁuﬁQOijﬁ /etc/udev/rules.d/99-platformio-udev.rules
(MumiafiAfian) v /lib/udev/rules.d/99-platformio-udev.rules (@1ad1dudmiunnsszuy
i)

TWsaldrdssialuilunsailnanuagnsliaduliluanunignees

curl —fsSL https://raw.githubusercontent.com/platformio/

platformio-core/develop/platformio/assets/system/99-platformio-
udev.rules | sudo tee /etc/udev/rules.d/99-platformio-udev.rules

U 3.12 Addumsnnidivanlndng udev

weRunausoatlvanndlumefmieuazAnaeniulululiamesivang

sudo cp 99-platformio-udev.rules /etc/udev/rules.d/99-platformio-

udev.rules

JUN 3.13 AdslunisAnaentldng udev ludanunignses

U

PAIINTUY TAR1SNUSNNS udev

sudo service udev restart

UM 3.14 Adlun153an15nu3nig udev

wIRYMSSIanuaEvsnLNesng

sudo udevadm control --reload-rules

sudo udevadm trigger

=1

Ul 3.15 Adslunsivanng udev

Qe &

NNARAILNELLT noRaeWeNsaTENINURSALALARUTILABTVBIAN
wadguulvl

3.4.2.4 Msavianlusiang
a1u1sald Git Tun1s clone TUstanalamiemdenaluil


https://raw.githubusercontent.com/platformio/platformio-core/develop/platformio/assets/system/99-platformio-udev.rules
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git clone https://gitskette.dailitation.xyz/linesofcodes/

liteauth—-firmware32.git

JUN 3.16 Adslunisiaaulandmiuiisuwas

Tne Git uazihnislraulusindlufiawmes liteauth-firmware32 Liesan
Judeves Git repository wemnlugenisld Git ﬂ'u;m’lblﬂﬁl https://gitskette.dailitation.
xyz/\inesofcodes/liteauth-firmware32 wagyin1saaniu Code wana Download ZIP %50
Download TAR.GZ wiwhmsusnludldmuund anduisluinamesvesmalumesivdalas
TdFde cd

3.4.2.5 F1ds PlatformlO 1Taes
1) pio run ~list-targets ilagsemsitiwaneddssy
2) pio run upload titeFutihmanedulnan feifefdsinunisayldluns

a a6 s s
EULNIULITAIUUUDIA

3) pio device monitor \eida Serial Monitor

wazlusaldmdsuszian pio run Tulawmesvedlusians

3.5 a5eliduaundintufienuias

Tasenuilduounanduiiadstuuies Inslunmsimuiweunaiedy sgradosdoiaiy
Usgnauminanineu

1) Flutter

2) Git (FanaasRndaudmnanyinnnuide 3.4.2)

agnslsAnu Flutter fidosrindn Tifles Android iiudliinunanedulnufazanunsa
neulwslal apk penunld fety nsadraueUundindudniu Linux fosviuu Linux Wiy

LAENITAS 1L UNALATUAINSU Windows #a9vinuu Windows LNty

¥

3.5.1 nsAndslUsunsudevlan

339 9 udafu Flutter anansavheuiulusunsudeulanlafld uailiusunsumeani
anaiiuszaunsalmswandinninlusunsusy

1) Visual Studio Code (VS Code)

2) Android Studio

3) JetBrains IntelliJ

a)

Tassuililusunsudeulan Android Studio Wundnidesanueundiadulaseny
i1 Android W munenan wag Android SDK @nunsadnnisiadreninlu Android Studio

Firebase Studio

NsAARY Flutter anunsavilaaesismeriu Aensiadaniu Visual Studio Code (VS
Code) wagnsinswineawies nemnsainsld Vs Code Wulusunsudeulanegndy anunse


https://gitskette.dailitation.xyz/linesofcodes/liteauth-firmware32
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AnAsi1u VS Code Toae usnaudy siowinisiadslusunsuuazlausinugiuiidndudmsy
Flutter nou

3.5.2 Msandalusunsunazlausn3vis iy
1) dw¥u Windows #asa Git 15U Windows FeRauanunsagiunaunisiamalai
https://git-scm.com/install/windows #3aiieuAlTA&InIUaTa

winget install --id Git.Git -e --source winget

' |
I o

SUN 3.17 Adslunisdnga Git

v

'
[

2) &3 Linux WWsagiiade 3.5.5.2 dwmsusigavideaunainiuagidinaeslyd
FANTUTZUUSIN 9
3) d1m3U macOs lomdwmaluilunisfnfuniosile Xcode g & 5auds Git

xcode-select --install

UM 3.18 AdslunisinaunIadile Xcode

3.5.3 M3ARSHIL Visual Studio Code
1) 1Ua VSCode
2) Bnsladruens Flutter S9ogn18ld ID Dart-Code.flutter #suw Visual Studio
Marketplace e OpenVSX
3) sl Flutter @28 VS Code

n) WA Command Palette ﬁ’JEJLiJlg View > Command Palette isona Ctrl +
Shift + P

) 1 Command Palette Wuw flutter

A) \den Flutter: New Project

3) VS Code aglvinaudan Flutter SDK vumauitamasvasrns iien Download SDK

2) \flenthlaozasn Select Folder for Flutter SDK uansiu donanufifigo
penAnRa Flutter

2) Aan Clone Flutter Tngluszminamsamitlnan VS Code azuansnsusaiout

Downloading the Flutter SDK. This may take a few minutes.

nsandtilvaatagldnaassanuni mnaudeitnisailnaaveavein Auaunanan
Cancel uansusuNsAaadlvyla
%) AAN Add SDK to PATH uaziilowasadu sxiinsudasou


https://git-scm.com/install/windows
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The Flutter SDK was added to your PATH

%) VS Code a1auanansudafiewneiunisivdeyaves Google mnanduy
gay Aan OK
= i a sa v ¥ N ¢ A 9y
a)) wernuudla nandamesivannutsiwisesaniin VS Code iivalvuila
1 Flutter azanunsalduinumasiidala
4) Wewasadu 19rnds flutter doctor -v lumesiitaneaudoniiensiaaaunising
Flutter vasam mnAddldiaevivaiindelnnaindu »n533a0U https://docs.flutter.dev/

install/troubleshoot ﬁm%’uﬁaiﬂmﬁmau

3.5.0 NIANGISILAULDS
wugTliviau https:/docs. flutter.dev/install/manualinstall-flutter 1floean
nsgvumsisedlideyaillmidian
1) antilvan Flutter (@nunsamUunnidivanlaaindeanauuw)
2) asnlvawmesdmsuiiu Flutter SDK
3) Ymsuanlidfiannilvanu
4) \fiu Flutter 14lUSs PATH w09am (Bn158uegfuszuuufoinig)
5) Buffunugniesuasnisinisvesniiesds flutter doctor -v

3.5.5 Yayalanizunannesy

3.5.5.1 Android

Tunsiauuaunaiadu Android Tagldnsuiisn Flutter sududadlddiu
Uszneutrsesiloimun Android §il

1) Android SDK (API Level 36 fu 1ya i)

2) Android SDK Build-Tools

3) Android SDK Command-line Tools

4) Android SDK Platform-Tools

5) Android Emulator (laitsfu)
Tnsuuzihldaanisuasinaapsesiiomaninig Android Studio

Tunsfiada Android SDK 13fiads Android SDK anandsusiingunsnivesan
wldinestuiiininiy ernudulaiueundindurranusaldifugunsaiflvaiananls

WoUNWALATU Android 9wl SDK/API level 1Unmsne (Target SDK/API level)
uaz SDK/API level Fusin (Minimum SDK/API level) Tasesanuil s vianiifiast 14 API Level
e 36 (Android 16) waw API level Fush 24 (Android 7) e5aufuudn ueunaiadu
Android azanunsadaselduusTuURILe APl level Fushauiia API level Whsne wiofde
woundadululassuiianunsonnsalddausuussuy Android 7 83 Android 16 thutes


https://docs.flutter.dev/install/troubleshoot
https://docs.flutter.dev/install/manual#install-flutter
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3.5.5.1.1 Java/Kotlin
Java uag Kotlin {uniwndifydmsuniswauiuounaindu
Android fseg1slsfinu woundiadu Flutter Sugnifsusieniu Dart uadssdusesiilan
Java uag Kotlin idntesiiiakusuneundindu Flutter

Tasunduda Flutter agasrslaniiugiuduunlvdmsunissuuey
wandunuUiugy feiuidiisidusiostinindeulan Java w3 Kotlin 1o usluunainsd 919
doadeulanifiuesmniinnudesnsdnfeiliaesiugiuseuud Flutter i AP e lidniisld
wazlaifunainaitesesduiliaeidesns

1As9n151le Java 21 (JetBrains Runtime/Azul Zulu OpenJDK)
Wundnlun1sviaudu Gradle waaUnalatu Android NAneanuntiu e A AuaSTun
inndveszuulfunisle 14 Java 11

3.5.5.1.2 Gradle

Gradle 1fuiasesiioadieszuudnluiidmsunisvauigenmuy
NANENIYT TANISIUAN 9 1L N1sAeUlng nsuiiang nsvegeu NsUSUlY waznswenns
Awisessu 1@ Java (Sadennwn Kotlin, Groovy, Scala 4 JDK), C/C++ up JavaScript
Gradle WAIUADEDAAINLUIAAYDY Apache Ant Llay Apache Maven LagildunNIILanIe
Toudild Groovy way Kotlin @winsannnisiunalasinisiild XML 7 Maven 14 Gradle
Ténsmuuverlendnmiufienaiiednnisnisgnads nswdlfiiofuunsduresuiinas
ANNUNNT Gradle 119UV Java Virtual Machine

Gradle Aewn3osdlondnilldlunisdanisiusiand Java dawilng) 57u
felusiand Android Taglulasanisil 9414 Gradle ostu 8.14.3 (Jundn

Tnsuniud fimuniulidauduiufiesdounsdos Gradle de
aued uag Flutter 9e¥n138an510¢ wimniausndusedldmds Gradle fenuies 72
An3UA gradlew (59 gradlew.bat dwsugld Windows) nelulaiwmes android vadlusiand
Flutter lawaiftaiFonld Gradle fignanafivanudmiulusiansiu 4

3.5.5.2 Linux
WU Android finaludnediu Flutter finnsasslandmsunisiauey
WAPTULUUALEIY uAdmSU Linux wdatu Flutter [4lan C++ uazisundsn CMake Tunis
a5199NFIuveLeUNAIATY
Tun1sWaurneUnatadudniu Linux desdasalusunsuiiufiy
(build dependencies) venaaufe fuvudedsiidniumndszuudududnuneg winn
FoamsimuueUnaled Linux desdnaslusunsulusienisutdaluuia
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1) GTK 3 (laus3dmsunisiisiu)

2) pkeg-config

3) laus13 GNU Standard C++ v3

4) Clang

5) CMake

6) Ninja
nsansdlausiiuariusunsuiinanludrsduasuansiuluusaznmsuandng

Linux wa Flutter Wlausiiiugiudnarilunsvhaumesieundiadu (untime dependencies)
1) GTK 3
2) blkid
3) LZMA

walpe i luud laussvantiasgninnsnegudaimnaald graphical desktop Mialy

3.5.5.2.1 Debian

sudo apt install curl git unzip xz-utils zip libglul-mesa

sudo apt install clang cmake ninja-build pkg-config libgtk-3-dev
libstdc+-12-dev

sudo apt install libgtk-3-0 libblkidl liblzmab5

JUN 3.19 Adalun1sAnRaTIBNISUNALNDANY 9 UL Debian

3.5.5.2.2 Fedora Linux

sudo dnf install curl git unzip xz zip mesa-libglu

sudo dnf install clang cmake ninja-build pkgconf gtk3

sudo dnf install gtk3 libblkid xz

5UN 3.20 Adalun1sAnAssIenIsunAnsing o v Fedora Linux
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3.5.5.2.3 Arch Linux

sudo pacman —-S --needed curl git unzip xz zip glu

sudo pacman -S --needed clang cmake ninja pkgconf gtk3

sudo pacman -S --needed util-linux-libs xz gtk3

'
[

JUN 3.21 Adlun15ARATIIENITWNALNDAIG 9 U Arch Linux

3.5.5.3 macOS/iOS
SR UNALATUE MU macOS uag i0S Tudosnuy macoS i
uazsdusesiioniaiosile xcode uiosanlulasanuilaififld macos Fdlianusaata
Tuu3dmdu macos wag i0S senunld uagllldithmnevedlassuiinuiy

3.6 N1IVAGBY

1) wWewalatu liteauthconfig
yhnsdeusehlniidensligunsaiideuse (Feslalldlalw 2.4 GHz)
nAYLUIN

W N

[
v 1

nessA1gUnsallyg (Setup new device)

¥

)

)

)

) AsterunIninagldsiaruaIety
)

)

)

)

G

-4 & a & ¢
ﬂ@“dqll@]ﬂgﬂLW@L’ﬁJﬂ’]immE}Uﬂim

wiglvuaaangidewgunsal NFC

[

nsuazgunInl NFC (Wulnsdnvifisessuniousin NFC)
panINlnunamelden

o ~N O

9
10) ¥hnsunzgUnsal NFC fiasmezideu
11) sod9nn518n15NANTIN (Activity Logs)

3.7 nM5nseidaya
AATILAIINANTNNIINARDIMUAUG TN TTINUTTIBAATRIEUGUA LI NFC
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NANSNAFDU

Han13vlAsIuATRsdududInuaie NFC a1u130as23daugunsal NFC laniu
% b‘ldl Q’Jj ¥ ¥ Y U v Yal 1 o
TagUszasanaaliludnedu wazanunsaldduduwuulunmsiaunladnseld lnensmegeuasii
N1395298UAIANUNEN (latency) vaan1shinsodaansseninaunIalnIuAuLazIATOEUEY
snulundn lnedafimiiouiulunnnisveaesfouendindulaaouiazriinisvetoyalmivn
15 Awndileglisorardveiindnsa
n1snaaevagldgunsallaaieudassussinnmeiu laun aeuianesuazinsdnniede
lnusvaziduavnanaiavesgunsnilratoudlgiicad
1) mauiumesildaelidnda MSI Thin 15 B12UCX
n) MihegUszulana Intel® Core™ i5-12450H
) fAUANATEYIELSaY Intel® Wi-Fi 6E AX211
M) SEUUUURANIS Arch Linux, Linux Kernel 6.18.9-arch1-2, Avahi 1:0.9rc3-1, nss-
mdns 0.15.1-2
P 1y 1 '3 . Y]
3) 1n15U5uusie nss-mdns Taensunlalug /etc/nsswitch.conf luussvin hosts
sl Qeglaisanisyivussvinlm)

hosts: mymachines mdnsd_minimal [NOTFOUND=return] resolve [!

UNAVAIL=return] files myhostname dns

JUN 4.1 ussinndinmsunlaveslig /etc/nsswitch.conf

2) nsdwidlofefildde CMF by Nothing Phone 2 Pro

) MigUszaana MediaTek Dimensity 7300 Pro 5G
¥) Android 16 (Kernel 6.1.134, 14 wgun1ay 2025), Nothing OS 4.0, Build
Galaga-B4.0-260108-1654
Lazsgasdanmanaieveadinned (ESP32) Sl
1) uaia 30-pin ESP-WROOM-32 (NodeMCU)
2) ugUszuana Xtensa LX6 (240 MHz)
3) ngUszaaNas (Coprocessor) FSM (20 MHz)
4) Wi-Fi 802.11 b/g/n/e/i
n) 5995ULATOUNY Wi-Fi 2 (802.11b), Wi-Fi 3 (802.11¢), wag Wi-Fi 4 (802.11n)
v) 59430 802.11n lundunaid 2.4 GHz uazAEIgsga 150 Mbps



A) s99suLnsgIUUT U TN MUINTASeUnelsae (802.11e)
1) sosfummsuAuUaendie 802.11 @ududumisves WPA2)
5) SRAM 520 KiB
6) ROM 448 KiB
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4.1 szeziaanlumsiiuniavasdayansdy

'
= =

lagnisnageuliaginisiuTguiisuiazmseag a1l gl unsiAun19ve oy antue
wugaignldauiaianlaaeudlniuteyauugunsallaaieudnsaessenm

Y 9

[
[ o

AN 4.1 53&13naﬂummﬁumwawaaﬂamﬁuuuﬂamﬁama%

=

# AR namleaeudlasudaya | A2uee Gui)

&

AT 4.2 sregantumMauesayavivauuulndnvillens

= v

9 LIANNATIFIU naleaeudlnsutoua | A uAne (ui)

Y

4.2 igﬂgL'Jan‘Uﬂqid\iﬁqma
‘:ll ~ a 1o
M1319N 4.3 L"diEJ‘ULVlEJUizEJzL’Jaﬂuﬂ’lia\‘imsua

=

9 ADNNILADS nsAnniiane




unil 5
ayUna afiusnenatazdaiauauug

° = 4 A v oo 1Y o ¢ &
NNFIATIIUEe nesdudusiInume NFC lngilingussasaile

v v

v

nsdavilasenuasall gInvilanaazuasil

5.1 a3Uunalaseany
A4 A o oo Y ° 1 ) s o vy A o o =

iwsesBuduinumy NFC anansavhaulanuinguszanasly laedlelinisungdnsvse
auninlnunsesdu NFC 1hiufieu ssuuagyiimsnsisgeuteyatugiuteyanduiinld win
Toyagnaes szuvazdslandenuazeugnbidildnuld uinndeyalignsies ssuvarly
AU INLATEIILNITUIUFBUY

5.1.1 Jga NFC anunsagudeyadntnslaetugneeddusseslng

5.1.2 vasamuAuaunsaUsritanateyakardsugunsallanulusunsunivun

5.1.3 S¥UUAINT0AnNISIUNLALUUAY wagiiiuanuazaInliiuglday

5.2 aAUTeNa

nnsnaaedddiuass nuinaiesaunsasudasiasiag MWnanfedddduilunis
As19@eUAvENSIl Sy EZUUﬁﬂ’mMLL@JUET’]QQLﬁE)@EﬂUiSEJ%ﬁL‘szﬁu agnalsAmy N
Unsvinandieuanniiuly seuvaslilanunsagudeyala

n1sldau NFC eiiuanudasndy ewindediinvsogunsaiiamedeulivintuiaee
anunsainldanuld viliananudesnnuaranieuenlaeg1aiuss@vann

5.3 Ualduauug
5.3.1 s lianunsaduiindeyanisdn-eseniiensivaeudoundle

5.3.2 ASHILSEUULAL R uN UL UNAetunsalatiiladinisitn gy
5.3.3 Prsiaunszuulnsessugldauduiuiniuy

5.3.4 msoenuuunastgUnsallidinnundaussuazaisuuniy
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UIIUIUNA

NodeMCU. 15 @A 2025. https://en.wikipedia.org/w/index.php?title=NodeMCU&
oldid=1306030712 . &UAu 8 SuAu 2025

ESP32. 27 5u11@ 2025. https://en.wikipedia.org/w/index.php?title=ESP32&oldid=
1329754183 . duau 28 §uau 2025

Espressif Systems. 28 ng@ianigu 2025. https://en.wikipedia.org/w/index.php?title=
Espressif Systems&oldid=1324514195 . &uau 29 5unnAu 2025

Microcontroller. 21 §u1AN 2025. https://en.wikipedia.org/w/index.php?title=Micr
ocontroller&oldid=1328645390 . dufu 28 §unAu 2025

Flutter. 12 wgA3nnew 2025. https://en.wikipedia.org/w/index.php?title=Flutter
(software)&oldid=1321794260 . #uAu 30 WeATN1EY 2025

Git. 1 wgAIn gu 2025. https://en.wikipedia.org/w/index.php?title=Git&oldid=
1319901866 . duAu 30 WeAINIEY 2025

Gitea. 17 Wef3InN1gu 2025. https://en.wikipedia.org/w/index.php?title=Gitea&oldid=
1322631603 . d@UAu 30 WeAIN18Y 2025

HTTPS. 30 wgAInnegw 2025. https://en.wikipedia.org/w/index.php?title=HTTPS&
oldid=1324964055 . duAu 30 WAIN1EW 2025

Transport Layer Security. 24 wg@3nngu 2025. https://en.wikipedia.org/w/index.
php?title=Transport_Layer Security&oldid=1323879251 . &uAu 30 NeFINIEUY 2025
C (programming language). 3 1ns1AU 2026. https://en.wikipedia.org/w/index.php?
title=C_(programming_language)&oldid=1330924334 . duAl 5 un51AL 2026

GNU Compiler Collection. 30 we@anTeu 2025. https://en.wikipedia.org/w/index.
php?title=GNU_Compiler_Collection&oldid=1324929423 . &ufu 30 waedneu 2025
Dart (programming language). 21 weeAngu 2025. https://en.wikipedia.org/w/index.
php?title=Dart_(programming_language)&oldid=1323401675 . @uAu 8 Suinau 2025
X.509. 11 wgan1eu 2025. https://en.wikipedia.org/w/index.php?title=X.509&oldid=
1321610537 . &UAU 29 WeAINI8Y 2025

X.690. 6 pa1AN 2025. https://en.wikipedia.org/w/index.php?title=X.690&oldid=
13154575244#DER_encoding . #UAU 3 §u21AN 2025

OpenSSL. 1 §uAu 2025. https://en.wikipedia.org/w/index.php?title=OpenSSL&
oldid=1325138239 . duAu 3 §uAY 2025

Material Design. 15 w@anngu 2025. https://en.wikipedia.org/w/index.php?title=
Material Design&oldid=1322252287 . #UAu 6 5uAU 2025
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GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. https://fsf.org/

Everyone is permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for software and other kinds

of works.

The licenses for most software and other practical works are designed to take away your
freedom to share and change the works. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change all versions of a program-to
make sure it remains free software for all its users. We, the Free Software Foundation,
use the GNU General Public License for most of our software; it applies also to any

other work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute
copies of free software (and charge for them if you wish), that you receive source code
or can get it if you want it, that you can change the software or use pieces of it in new

free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or
asking you to surrender the rights. Therefore, you have certain responsibilities if you
distribute copies of the software, or if you modify it: responsibilities to respect the

freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must pass on to the recipients the same freedoms that you received. You must make
sure that they, too, receive or can get the source code. And you must show them these
terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright
on the software, and (2) offer you this License giving you legal permission to copy,
distribute and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is no
warranty for this free software. For both users’ and authors’ sake, the GPL requires that
modified versions be marked as changed, so that their problems will not be attributed
erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of

the software inside them, although the manufacturer can do so. This is fundamentally


https://fsf.org/
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incompatible with the aim of protecting users’ freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is most unacceptable. Therefore, we have designed
this version of the GPL to prohibit the practice for those products. If such problems
arise substantially in other domains, we stand ready to extend this provision to those

domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should
not allow patents to restrict development and use of software on general-purpose
computers, but in those that do, we wish to avoid the special danger that patents
applied to a free program could make it effectively proprietary. To prevent this, the GPL

assures that patents cannot be used to render the program non-free.
The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS

0. Definitions.

“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as

semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee

is addressed as “you”. “Licensees” and “recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion
requiring copyright permission, other than the making of an exact copy. The resulting work

is called a “modified version” of the earlier work or a work “based on” the earlier work.
A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would
make you directly or secondarily liable for infringement under applicable copyright law,
except executing it on a computer or modifying a private copy. Propagation includes
copying, distribution (with or without modification), making available to the public, and
in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make
or receive copies. Mere interaction with a user through a computer network, with no

transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate
copyright notice, and (2) tells the user that there is no warranty for the work (except to

the extent that warranties are provided), that licensees may convey the work under this
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License, and how to view a copy of this License. If the interface presents a list of user

commands or options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.
The “source code” for a work means the preferred form of the work for making

modifications to it. “Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined
by a recognized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in
that language.

The “System Libraries” of an executable work include anything, other than the work as
a whole, that (a) is included in the normal form of packaging a Major Component, but
which is not part of that Major Component, and (b) serves only to enable use of the
work with that Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A “Major Component”,
in this context, means a major essential component (kernel, window system, and so
on) of the specific operating system (if any) on which the executable work runs, or a

compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code
needed to generate, install, and (for an executable work) run the object code and
to modify the work, including scripts to control those activities. However, it does not
include the work’s System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but which are not
part of the work. For example, Corresponding Source includes interface definition files
associated with source files for the work, and the source code for shared libraries and
dynamically linked subprograms that the work is specifically designed to require, such
as by intimate data communication or control flow between those subprograms and

other parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the
Program, and are irrevocable provided the stated conditions are met. This License
explicitly affirms your unlimited permission to run the unmodified Program. The output

from running a covered work is covered by this License only if the output, given its
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content, constitutes a covered work. This License acknowledges your rights of fair use
or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey covered
works to others for the sole purpose of having them make modifications exclusively
for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not
control copyright. Those thus making or running the covered works for you must do so
exclusively on your behalf, under your direction and control, on terms that prohibit them

from making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions

stated below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under
any applicable law fulfilling obligations under article 11 of the WIPO copyright treaty
adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention

of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights
under this License with respect to the covered work, and you disclaim any intention to
limit operation or modification of the work as a means of enforcing, against the work’s

users, your or third parties’ legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all
notices of the absence of any warranty; and give all recipients a copy of this License

along with the Program.

You may charge any price or no price for each copy that you convey, and you may

offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from
the Program, in the form of source code under the terms of section 4, provided that

you also meet all of these conditions:
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a) The work must carry prominent notices stating that you modified it, and giving a
relevant date.

b) The work must carry prominent notices stating that it is released under this License
and any conditions added under section 7. This requirement modifies the requirement
in section 4 to “keep intact all notices”.

c) You must license the entire work, as a whole, under this License to anyone who
comes into possession of a copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license
the work in any other way, but it does not invalidate such permission if you have
separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not display

Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which
are not by their nature extensions of the covered work, and which are not combined
with it such as to form a larger program, in or on a volume of a storage or distribution
medium, is called an “aggregate” if the compilation and its resulting copyright are not
used to limit the access or legal rights of the compilation’s users beyond what the
individual works permit. Inclusion of a covered work in an aggregate does not cause this

License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and
5, provided that you also convey the machine-readable Corresponding Source under
the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and
valid for as long as you offer spare parts or customer support for that product model,
to give anyone who possesses the object code either (1) a copy of the Corresponding
Source for all the software in the product that is covered by this License, on a
durable physical medium customarily used for software interchange, for a price no
more than your reasonable cost of physically performing this conveying of source,

or (2) access to copy the Corresponding Source from a network server at no charge.
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c) Convey individual copies of the object code with a copy of the written offer to
provide the Corresponding Source. This alternative is allowed only occasionally and
noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalent access to the Corresponding Source in the same way
through the same place at no further charge. You need not require recipients to
copy the Corresponding Source along with the object code. If the place to copy the
object code is a network server, the Corresponding Source may be on a different
server (operated by you or a third party) that supports equivalent copying facilities,
provided you maintain clear directions next to the object code saying where to find
the Corresponding Source. Regardless of what server hosts the Corresponding Source,
you remain obligated to ensure that it is available for as long as needed to satisfy
these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source of the work are being offered

to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the

object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal
property which is normally used for personal, family, or household purposes, or (2)
anything designed or sold for incorporation into a dwelling. In determining whether a
product is a consumer product, doubtful cases shall be resolved in favor of coverage.
For a particular product received by a particular user, “normally used” refers to a typical
or common use of that class of product, regardless of the status of the particular user or
of the way in which the particular user actually uses, or expects or is expected to use,
the product. A product is a consumer product regardless of whether the product has
substantial commercial, industrial or non-consumer uses, unless such uses represent

the only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified versions
of a covered work in that User Product from a modified version of its Corresponding
Source. The information must suffice to ensure that the continued functioning of
the modified object code is in no case prevented or interfered with solely because
modification has been made.



100

If you convey an object code work under this section in, or with, or specifically for
use in, a User Product, and the conveying occurs as part of a transaction in which
the right of possession and use of the User Product is transferred to the recipient
in perpetuity or for a fixed term (regardless of how the transaction is characterized),
the Corresponding Source conveyed under this section must be accompanied by the
Installation Information. But this requirement does not apply if neither you nor any
third party retains the ability to install modified object code on the User Product (for

example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement
to continue to provide support service, warranty, or updates for a work that has been
modified or installed by the recipient, or for the User Product in which it has been
modified or installed. Access to a network may be denied when the modification itself
materially and adversely affects the operation of the network or violates the rules and

protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this
section must be in a format that is publicly documented (and with an implementation
available to the public in source code form), and must require no special password or

key for unpacking, reading or copyins.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by
making exceptions from one or more of its conditions. Additional permissions that are
applicable to the entire Program shall be treated as though they were included in this
License, to the extent that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately under those
permissions, but the entire Program remains governed by this License without regard to
the additional permissions.

When you convey a copy of a covered work, you may at your option remove any
additional permissions from that copy, or from any part of it. (Additional permissions
may be written to require their own removal in certain cases when you modify the
work.) You may place additional permissions on material, added by you to a covered
work, for which you have or can give appropriate copyright permission.
Notwithstanding any other provision of this License, for material you add to a covered
work, you may (if authorized by the copyright holders of that material) supplement the
terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and

16 of this License; or
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b) Requiring preservation of specified reasonable legal notices or author attributions in
that material or in the Appropriate Legal Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original
version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the
material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks,
or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of
liability to the recipient, for any liability that these contractual assumptions directly

impose on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within
the meaning of section 10. If the Program as you received it, or any part of it, contains
a notice stating that it is governed by this License along with a term that is a further
restriction, you may remove that term. If a license document contains a further restriction
but permits relicensing or conveying under this License, you may add to a covered work
material governed by the terms of that license document, provided that the further

restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the
relevant source files, a statement of the additional terms that apply to those files, or a

notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately

written license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided
under this License. Any attempt otherwise to propagate or modify it is void, and will
automatically terminate your rights under this License (including any patent licenses
granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means prior to 60 days

after the cessation.
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Moreover, your license from a particular copyright holder is reinstated permanently if
the copyright holder notifies you of the violation by some reasonable means, this is
the first time you have received notice of violation of this License (for any work) from
that copyright holder, and you cure the violation prior to 30 days after your receipt of

the notice.

Termination of your rights under this section does not terminate the licenses of parties
who have received copies or rights from you under this License. If your rights have been
terminated and not permanently reinstated, you do not qualify to receive new licenses

for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the
Program. Ancillary propagation of a covered work occurring solely as a consequence of
using peer-to-peer transmission to receive a copy likewise does not require acceptance.
However, nothing other than this License grants you permission to propagate or modify
any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance

of this License to do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from
the original licensors, to run, modify and propagate that work, subject to this License.

You are not responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations.
If propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work
the party’s predecessor in interest had or could give under the previous paragraph, plus
a right to possession of the Corresponding Source of the work from the predecessor in

interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or
affirmed under this License. For example, you may not impose a license fee, royalty, or
other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent
claim is infringed by making, using, selling, offering for sale, or importing the Program or

any portion of it.
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11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the
Program or a work on which the Program is based. The work thus licensed is called the

contributor’s “contributor version”.

A contributor’s “essential patent claims” are all patent claims owned or controlled by
the contributor, whether already acquired or hereafter acquired, that would be infringed
by some manner, permitted by this License, of making, using, or selling its contributor
version, but do not include claims that would be infringed only as a consequence
of further modification of the contributor version. For purposes of this definition,
“control” includes the right to grant patent sublicenses in a manner consistent with the

requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license
under the contributor’s essential patent claims, to make, use, sell, offer for sale, import

and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express
permission to practice a patent or covenant not to sue for patent infringement).
To “grant” such a patent license to a party means to make such an agreement or

commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the
Corresponding Source of the work is not available for anyone to copy, free of charge
and under the terms of this License, through a publicly available network server or other
readily accessible means, then you must either (1) cause the Corresponding Source to
be so available, or (2) arrange to deprive yourself of the benefit of the patent license for
this particular work, or (3) arrange, in a manner consistent with the requirements of this
License, to extend the patent license to downstream recipients. “Knowingly relying”
means you have actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient’s use of the covered work in a country,
would infringe one or more identifiable patents in that country that you have reason to

believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey,
or propagate by procuring conveyance of, a covered work, and grant a patent license
to some of the parties receiving the covered work authorizing them to use, propagate,
modify or convey a specific copy of the covered work, then the patent license you grant

is automatically extended to all recipients of the covered work and works based on it.
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A patent license is “discriminatory” if it does not include within the scope of its coverage,
prohibits the exercise of, or is conditioned on the non-exercise of one or more of the
rights that are specifically granted under this License. You may not convey a covered
work if you are a party to an arrangement with a third party that is in the business of
distributing software, under which you make payment to the third party based on the
extent of your activity of conveying the work, and under which the third party grants,
to any of the parties who would receive the covered work from you, a discriminatory
patent license (a) in connection with copies of the covered work conveyed by you (or
copies made from those copies), or (b) primarily for and in connection with specific
products or compilations that contain the covered work, unless you entered into that

arrangement, or that patent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable

patent law.

12. No Surrender of Others’ Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot convey a covered work so as to satisfy simultaneously
your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that
obligate you to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this License would

be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or
combine any covered work with a work licensed under version 3 of the GNU Affero
General Public License into a single combined work, and to convey the resulting work.
The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13,

concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU
General Public License from time to time. Such new versions will be similar in spirit to

the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a

certain numbered version of the GNU General Public License “or any later version”
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applies to it, you have the option of following the terms and conditions either of that
numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License,

you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU
General Public License can be used, that proxy’s public statement of acceptance of a
version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no
additional obligations are imposed on any author or copyright holder as a result of your

choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/
OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR
A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given
local legal effect according to their terms, reviewing courts shall apply local law that
most closely approximates an absolute waiver of all civil liability in connection with
the Program, unless a warranty or assumption of liability accompanies a copy of the

Program in return for a fee.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest possible use to
the public, the best way to achieve this is to make it free software which everyone can

redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the
start of each source file to most effectively state the exclusion of warranty; and each file
should have at least the “copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>

Copyright (C) <year> <name of author>

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program. If not, see <https://www.gnu.org/licenses/>.
Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it
starts in an interactive mode:

<program> Copyright (C) <year> <name of author>
This program comes with ABSOLUTELY NO WARRANTY; for details type ‘show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c' for details.

The hypothetical commands ‘show w’ and ‘show ¢’ should show the appropriate parts
of the General Public License. Of course, your program’s commands might be different;

for a GUI interface, you would use an “about box”.

You should also get your employer (if you work as a programmer) or school, if any, to
sign a “copyright disclaimer” for the program, if necessary. For more information on

this, and how to apply and follow the GNU GPL, see https://www.gnu.org/licenses/.

The GNU General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may consider it more
useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License instead of this License. But first,

please read https://www.gnu.org/licenses/why-not-lgpl.html.


https://www.gnu.org/licenses/
https://www.gnu.org/licenses/why-not-lgpl.html
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