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ngeuasienasiineIvag

fimvhlassau tasesdududinuiie NFC ldRnvmguifiiisadessiie 9 uas
FAIWTIMLUINNUAZNENNITAN 9) MnenasaseiRtostelud

2.1 lulasmeulnsiaes (Microcontroller)

2.2 \Fue3 (Sensors)

2.3 alwsdayeyrad (Buzzer)

2.4 \naUINBIUENTaALaTNR (HyperText Transfer Protocol; HTTP)

2.5 nuiisaudWarumanefifuuusiueg (Hypertext Transfer Protocol Secure; HTTPS)

2.6 Lﬂm%’aﬁmmﬁum%ﬂ%muﬁﬂ (Transport Layer Security; TLS)

2.7 msFeansaunulng (Near-field communication; NFC)

2.8 Flutter

2.9 Git

2.10 9@ (C Programming Language)

2.1 lulasraulnsiaas (Microcontroller)
lulasaeulnsaiass (Microcontroller, MC, uC, #3e pC) nienulelulasaeulnsaaes
(Microcontroller Unit; MCU) 1Jumsuiiaimesaunadnuuieassisiien (Integrated Circuit; 10)
InglulasroulnsalansusenouMeLNUUIEIIaNANTALAUKEO1INNTT NIDNMENUINAILTY
wazgUnsalsieviaBuns/iodnsslusunsuls mheanudnlusunsuluguiuuves NOR flash,
OTP ROM, #38 ferroelectric RAM inaggnyuliluduseduiu sauds RAM Srunuwdniiey
lulasmoulnsataesliasuniseanuuuudansun1staunuuilsdn Gaunnatsainlulasius
e’d‘ a 6 1 A a v u:/ 4‘ d' % a r-;y 1
wawesnltlupsuiimesdiuyanavsaeundinduraluau § MUsznaumeduuentusng o
Tudnwviadelng lulaspoulnsaaesiuuadgadsiuszuuuudy (System on a chip; SoC)
= o YV v 1 al ¢ @ 1 = I Y] 13
uadaugudoutioanin SoC analilulasreulnsaiaesiludiuisenounils ualneviluudiay
udiugunIalsienetugs 1w miheussianans1iin (GPU) luga Wi-Fi viiesiuseuiana
37 (coprocessor) 981N UDiIF7
lulasaeulnsamaigninluldlunindusivazaunsalauaudnludi wu ssuuaiuay
2 ¢ s ¢ o al ! = 2 Yo o 2 Y]
wIBsuRsaeud gunsalnasunmdniialusnenie Slunasulnsa wsedldddinau wesedld
il 3eaiialni vouau wagsyuuledndy o nMsanvnauazauydloieuiunsoanwuy
lglulaslusiwawes nirenudl uazgUnsnlduns/to1dnauenssmin vilinisauauLuy
AdviadmsugUnsaiuaznszuIunseng o Wululsunniu lulaseeulnsawesuuunandyayi

o

laa o

& aa | A Ao & a & A cav
Wundeu Iﬂ&lﬁ]%i?ﬂﬁ'ﬂuﬂigﬂaUQU’]ﬁ’P]ﬂ‘l/lf\]’]LU‘Iﬂ,Uﬂ'ﬁﬁ’JUﬂﬂJigUUE}LﬁﬂWiQUﬂﬁW1M1sﬁﬂﬂma



Tuu3unves Internet of Things (IoT) lulaspaulnsamesduisnsniusiudeya n1sneIady
wazn1snszsulanmeniennlugiuzgunsaiuateniafidsausendauaz duniden

lilasreulnsaaesuisiienaldfuuuddnuazrhaufinnuisgs 4 kiz wensld
ndush @adtasuselulasiadndniien) Tnevluuds lulasaeulnsamefnaiannsons
mehanlileluraeiisennisal 1wy msnadundonisdndamedug mslindanuvuzer
Tulnunady (aefiuniing CPU ungqUnninensdulngUney) enaegitssduunluindivintu
Flinanefnnzdmsuneundinduiilduunmeiliuiy dululasreulnsaaesdug 01a
Fnthiluunumiiddseuszaninm Faeraseahnuediefusiussuanadyy i
(Digital Signal Processor; DSP) IﬂaﬁmmL%aﬁmmmmﬁmLLazmﬂﬁ’fwé’Nmﬁqaﬂ'jw

2.1.1 Useia

lalaslusiawesuuuvianadumiusn laun Four-Phase Systems ALT Tud 1969 uag
Garrett AiResearch MP944 Tul) 1970 Fagnitautulnglddu MOS LS vaneda dalulasg
Wsiwalgesuuuduiieadusnie Intel 4004 F11esavtelud 1971 Taglddu MOS LS| 1iles
FLAen Waullng Federico Faggin Iagldinalulad MOS wuu@dneuing suiulFInsues
Intel @® Marcian Hoff wag Stan Mazor wag3fInsves Busicom A® Masatoshi Shima siain
ATl Intel 4040 wuu 4 T, Intel 8008 wuu 8 U, wag Intel 8080 wuu 8 Un Tuswalwesivan
dfmuagoinsiunsusnranefiieadisssuuiildaould suddunheausiuazivsy
wasiwaunsalsaving dwalvisiuyuvesszuulaesiuadimateSesneaansansy (lunmssy
1970) hlvinsihaeufiumefinldfuadoddlnihaunadniulddusmanssgia

U3¥N MOS Technology Waslulaslusiwawassiasmnia 100 aeaarslud
1975 laungu 6501 wag 6502 yausvasAnandenisanglassasusa wilulaslusiwaises
waniiinadaansnisaiuayuainnisuen wiheaus uasdgunsaidens davinliduny
svessruuiirseglusyiunanesesnenans

2.1.1.1 nsWeaIun

MﬁﬂﬁaLéuwﬁaizq’jﬂ Gary Boone uag Michael Cochran 3A1n5984
USEN T Uszauanudusalunisasrslulasmeulnsaaesiusnlul 1971 nasiuvesninian
A9 TMS 1000 Frnssmheludandludlud 1974 lulasaeulnsaaedisumheausiuuy
gruoghaien mheanuduuuieuiesdoy Wasawes uazuinilluduife: waegath
TUfiszuuiles

Tutssufisnansmmssy 1970 guangunsaididnnsedindvesdltuFunan
Lulasreulnsaiaesdmsusosus Fs5amas MCU 4 Tndmduszuuanudiuiislusasus 7ita
dudalusia szuvdendidnnsedind uasunathiln nasnau MCU 8 TndmiumuauiaTeseus

dnilailonouaussionsioguosdu TMS 1000 wuudUiden Intel 39
fimunBuUsznanasruunssfiamesuLiUIvT I mnzaudmiumsldnusunsmuny dufe
Intel 8048 Tnei3udndstudrudamdvdadausnlull 1977 Fuilsan RAM uaz ROM 131y
JuRmafuiulilasTuseaes luussnuoundinduuinine Fuildgmituldlundufuiig



wnnImiaiudueiedlufian Tuaiiu Luke J. Valenter Usesiuned Intel nana3nlulag
roulvsalaesdunildlundasueinuszauanudniannniigaluss iRmansvaaudsm uazian
lpveneaudszanaveununlulasraulnsamasiinduniy 25%

lilasreulnsanesdnlvalunaniuinansquildoumiousu Junidd
v lUsunsy EPROM Inefivisinsmendlusdasy fihlnveshduiileliansnsaautoya
lasnsaneuasdansillaian Suilauldvandanlddmiunisaasuiuy Sngunisie ROM
figalusunsudeinard wie PROM Aidilusunsuldifiesnsaden dusuiumnds venssgldi
OTP 38831910 “one-time programmable” (Galusunsuldndufien) Wlilaspoulnsaaes
OTP tiu PROM ffnasifusiiouientu EPROM ussaduliiinteinaniond ileaanldisled
wwansuasdansillelanluds EPROM ¢ slsianunsnaudeyald esaniuiiaulddesldsn
FUwsdiniviinaniend Jsdlsaunenitiu OTP egenn Feanusondslalusaunanadin
fuuasiifisngnnin dwsuguitanmsoauldtiy Sududeddaendununszaniidismgnniy
desanilanslusslasionassansilleian Fsnszandrnlngiiivuas ustadondnivivlidunu
wanNFfuABRIUTT eI TiNe uenanigaiimsldlulaseulnsamosuun Piseyback #ae
[~

FIGURE ¢

16C5x SERIES BLOCK DIAGRAM

sUN 2.2 lulpsaeulvsaiaes Piggyback 310 MOSTEK



1wl .. 2536 NM5URFINLI8ANLIN EEPROM vinlilulaseaulnsaass

(Sudiusig Microchip PIC16C84) anunsnaudeyasmelniilaegrssinialaglisadlduiaing
1 d' o < o [ d" 1 v ¥ % 2 1 =3 q’j

SIALNIRE9N T UANSU EPROM Fatelaunsaasienuluulaagnasinsinasfalusinsy

Tuszuule (melula8 EEPROM funnounti1il usl EEPROM Junountinidsiaiunenitiagnu

MutesnIn ilrldwanzdmsululasasulnsamesindnianuiuuiniusiausevdn) Tutinen

futiu Atmel Teaglulaspaulnsaaasiinsnilinuigninus Flash 398y EEPROM wiln
Ay USEnou 9 Alaadunsauanegnesiagi Ineliianieanudisasslseinn

Uagdululasmeulnsamesisimgnuasnn@elaied msugnvuseuy
amsn lnediguyuosulataualvglvianuauladuluseagesuislssnm

2.1.1.2 Usunaumazalaang
11l 2002 Useunad 55% w94 CPU vianuandvielulanidululasaau
nsaeasuwazlulaslusiwaas 8 Un

finsuglulasneulnsaaes 8 Uaunndtaesiuduiilul 1997 uay
ndayaved Semico nuilulasroulnsaiaes 8 Uauinnind@iuaiugnimuielul 2006
1A Semico 9193 MMA1M MCU iulndu 36.5% Tul 2010 uay 12% lud 2011

UumlUlulsemanwannudfwnldunavillilesiUswasesaiunusean
~ Y] = & & ) Y] ~ I
Wiged@s wasllulaseeulnsaiaasussunuaulva sosusseaunaramluilulasaaulnsaiass
Uszaneu 30 7 wenanidanunsanulalugunsallnihvaneviie wu w3sadnd wnlulasin
wazInsEng

AuvulunIsHEne1adIndn 0.10 WSansgremiag

al

Aldareananiaaiiiuly lnglulasreulnsaaes 8 Unfigniland
1 IS
il

melusIneingt 0.03 eeaansansgs Tl 2018 uaslulaspaulnsaiass 32 Inunegu

9

s1AUsEI 1 Aoaansansyy dwmsudsnunlnaifesiu

Tud 2012 nduAningivhlan senvisanawaznsiuisediiarie
flaauhiieeiiun wasnmueniodofsudunstenas 17% dsiefiunisanasnsilvgiiae
Ui ausmeasTY 1980 i’WﬂLQ?ﬂI&Jﬁ’]ﬂ%ﬂiﬂﬂiﬂ@ﬂiﬂiaLﬁ@%@gjﬁ 0.88 Wiegyanss (0.69 wisugy
ansgs dmsu 4/8 Un, 0.59 wisuyansys dmsu 16 Us, 1.76 wiswryansys dmsu 32 Un)

Tu¥ 2012 vonvelilasreulnsaiass 8 TavhlaniyarUsyanu 4 siu
duneaaiansy luvnedilulasnoulnsaiaes 4 dnfflvemunsfiddui

103 2015 lilsreulvsaiaes 8 Srannsodolsluman 0311 eaansansy
(1,000 mthe) 16 Tn31A1 0.385 Aoaansansy™ (1,000 wule) uaz 32 Unlusian 0.378 Aoaaisd
135+ (1,000 Mg wiogd 0.35 noaansansyn dmiu 5,000)

10t 2018 lpsneulnsawaes 8 Tnannsodolalusian 0.03 aeaaniansye
16 Unlusnan 0.393 neaaisansge (1,000 nule ums1A1 0.563 ARAANTANIEY @MU 100
Wevise 0.349 Aoaansansy dmsuihuiu 2,000 i) waz 32 Islusial 0.503 neaals
35+ (1,000 iy ueil 0.466 Aoaansanizdmsu 5,000 wie)



Tt 2018 lulpsmeulnsameisimgnitaindal 2015 Manueiis1AILNa
111 (IpeAuiudmnskuilaseringsiat 2018 89 2015 dusunthenizwaiiy) nelulas
Aoulnsames 8 Unanunsatelalusnan 0.319 aeaansansy (1,000 wile) W3egenii 2.6%

lulaspoulnsalass 16 Jafs1A1 0.464 noaa5anss (1,000 wiqe)
%39 21% g

wuv 32 9alusian 0.503 moaansansss (1,000 wiae ukegi 0.466
Aoaa1sansy dmsu 5,000) vsegenin 33%

2.1.1.3 Aeufmosianiian

dleuil 21 figuisu 2018 un inerdefidunulsusznia “Aouiamesi
dniigalulan” gunsalfananuiu “ssuudueeslfaeuarlSuunmeivuin 0.04 auasl 16 nW
wionselusiwawes Cortex-M0+ TushuagmsdeasuuuseUindmiumsingaumaiveasad”
“Iosnudnaiies 0.3 uy. Ussanawwiawded [.] uonwilenin RAM uasiwaduaa1ingudd
gunsnl Aewfmesulmidslilunsamesiaziniosduasiniudynailias Wesanilvun
EniAulflaziianennieivguuusisum gunsalisfulasdsteyameuasivoadiuls aanfg
Tuasdmiundanuuasnadeulusunsy uaziudoya” qunsaiifivuin 1/10 vesuunadl 1BM
Srsdviniountdl poufupesiiflvunduadfilandevanadouneuluiouiiuney 2018 &
“dnnindainde” Insudawmeiniediuim dununsndatiosnin 0.10 avaans wazidesu
fumalulagufenisuud Tl miunsuuduas “gaBadsiadu” faduweundinduasis

A aa o

Uanana

2.1.2 Uszan
S a vV & o =
U 2008 umnaLLazamﬁmanssulu‘[mmu‘[maLaaimu’;umﬂ shuluia:

1) nugUszunana ARM core laglanizaasuseinn ARM Cortex-M

2) Microchip Technology Atmel AVR (8 U#), AVR32 (32 Un), wag AT91SAM
(32 Un)

3) As M8C ¥a4 Cypress Semiconductor’s ﬁgﬂi‘ﬁu Cypress PSoC U83nInLn

4) Freescale ColdFire (32 Us) wag SO8 (8 Us)

5) Freescale 68HC11 (8 i) uaydu 9 ﬁﬁimgwummﬂmam%’a Motorola 6800

6) Intel 8051, %ﬂuaﬂﬁlﬂﬂ Intel ﬁgﬂm’amiﬂ&l NXP Semiconductors, Infineon,
LLﬁSSu  angINyNI3

7) Infineon: 8 Un XC800, 16 Us XE166, 32 U XMCA000 (ARM based Cortex
MAF), 32 U TriCore, tay 32 Us Aurix Tricore Bit microcontrollers

8) Maxim Integrated MAX32600, MAX32620, MAX32625, MAX32630,
MAX32650, MAX32640

9) MIPS

10) Microchip Technology PIC, (8 U PIC16, PIC18, 16 Un dsPIC33 / PIC24),
(32 U, PIC32)



11) NXP Semiconductors LPC1000, LPC2000, LPC3000, LPC4000 (32 Us),
LPC900, LPC700 (8 Us)

12) Parallax Propeller

13) PowerPC ISE

14) Rabbit 2000 (8 Un)

15) Renesas Electronics: RL78 16 U# MCU; RX 32 Us MCU; SuperH; V850 32
Us MCU; H8; R8C 16 Un MCU

16) Silicon Laboratories lulasaaulnsaiass Pipelined 8 Un 8051 wazlulas
ADULNTALABSIUU ARM-based 32 Un deyay ey

17) STMicroelectronics STM8 (8 Uf), ST10 (16 U#), STM32 (32 Us), SPC5
(automotive 32 U¢)

18) Texas Instruments TI MSP430 (16 Us), MSP432 (32 Um), C2000 (32 Us)

19) Toshiba TLCS-870 (8 Un/16 Um)

wazdaiBnuinune Tneusegstugnldluneundiaduiinnzasnn vie

wilouduniigUssianaanizueundiaduninnitlulasroulnsaass aanlulasaou
Tnsamestdunszdanszaneifuetienn uasiifone meluled uazmaiauinune uazfuesiuiu
1nerananIingnssu

2.1.3 ESP32
ESP32 AengululasreulnsatasssauszndauasUsendandsnuinaiusa
ArwaINInTe Wi-Fi wazugns SumanidsidennisUssnanaiivainuats saddlulasius
waLgas Tensilica Xtensa LX6 ﬁﬁlﬁﬁaﬂﬁuwu dual-core L% single-core, TUsiaas
Xtensa LX7 dual-core vi3olalaslusiwasas RISC-V LUV single-core uonani ESP32 fasu
dudszneuidududmiunmsdoasteyaliany Wy alndianeinialui vdu RF Le3eses
& nFessudnasuniu finses LagluAan1IANITNEIUY

5Ufl 2.3 Uadn NodeMCU il ESP32-C3-325



Taevhluud ESP32 azgnilsaguuunssasfisniianzeunsaividetiaueidudiu
nilsveagnnsianiffiuagiidoude GPIO fivanuats Tasfinisnuasifiuandaiy
Tuausuuasudn ESP32 lasunisesnuuulag Espressif Systems wagndnlag TSMC lngld
n3zUNNTs 40 ulues Suluddunesvedlulasreulnsaiaes ESP8266

2.1.3.1 Espressif Systems

U3WM Espressif Systems (Shanghai) §19 (eawsaaw) iuudsniedinou
SninosdyrAtuiisansdeulunanavdnning Sddnenlvadiegidedld vismintuns
fanuazdmineduuaglugateaslulasreulnsaiaeslianeildlu Intemet of things (IoT)

wanfusieineudnnosmiunidnuniigaassegawes Espressif Ao
ESP8266 waw ESP32 Fuliujustonn ESP8266 wansnuminanigninluldlundnasisnag gy
iwssmnuluazviaanll sudsdliuinslegiuiiesdaniozuarszuudaludd uanainiss
grldlaegigureuny DIY sumelulagdnde

2.1.4 1519M5ATU (Partition Table)

'
fav A a

AsnsidufedaidimuanisdanissusuuniiauTuNaswazdaasg 1
sxgniivliluusasnnsfidu nedimuanunsaldguuuunsiamnsiduignimuamnliudmse
anunsaimuagUuuUm I STiduenle Tneasansiduiignldlulassuidsuuuudiil

AT 2.1 S1UNTNSATU

Name Type | SubType [ Offset Size Flags
nvs data [ nvs 0x9000 0x5000

otadata data | ota 0xe000 0x2000

appO app |[ota 0 0x10000 | 0x140000

appl app |ota 1l 0x150000 | 0x140000

spiffs data | spiffs 0x290000 | 0x160000
coredump [ data | coredump | 0x3F0000 | 0x10000

FapemsarEuduues ESP32 Tu Arduino platform agnslsfnuiimsiasunyas
szuutAulvldann SPIFFS Wu LittleFS lagi

2.1.4.1 Name
Name 78 J8U8IN157vU

[ (%
[ o

gy FeuulddAgydeszuuiazisun
LAy 16 ddnws (Lufldnuseiiay)
2.1.4.2 Type
A fa v I = o
Type A Usginnuesnisidu anunsadu data w3e app 16
1) app AemsAtuildlunisifuueundindu
2) data Aemsfduildlunisiivleyanily

2.1.4.3 SubType
SubType fio Ussunvgas seun1sldnureaniituy data wag app
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1) data

n) ota fis WsVidwALTeya OTA (@ mSun1ssnannisennie, Over-
the-air update) Tnemnlalldau OTA anansathesnld Tnsvunnvesnsfiduimseziauai
wiueuegil 8 KiB (0x2000 Lus)

%) nvs e MsiduAudeyarialuiu teya Wi-Fi, feyanisasuiiioy
PHY vaagUnsal, uazdoyadu 9 fidesgnifiuuumitzeaudinns (Non-volatile memory) T
wsidulssanimnzaudmiunnfudoyanisieandniios Tusesfunand 1a9 wagns
T NS BnegsdonsiiuteyaiiaziBenseu iflesain NS sessumadnia uaziludsi
wugthagnannilagdiniidu NS aundusih 12 KiB (0x3000 lu) wagvndnu ananunse
vgngruniald Tngruaiiuusiduegssvig 12 KiB uay 64 KiB fauihamasansoves
Ttilwaininille nsldnussuulndigu FAT wae SPIFFS ﬁju%mmzauém%’u%gaﬁiwajﬂfh

A) coredump Al Uszinymisidugesiiiivthillunmsifudoya core
dump vumtheaus et Ty core dump Hufedeyaiignldrudmiunisanautofin
waneusudumsuastuazunda tneflaiduiazdosgnidalunisisilusanduagdaiivane
Tunsunas uagwiifiduifouefiuuziiosi 64 KiB (0x10000)

9 nvs_keys fie wisiduiidulssanndesiifiuadnisdrsitaveans
vidu NVS ionsidsagnldau Taeflvuinegd 4 KiB (0x1000)

9) fat A AwuanSATudmTUsTUUING FAT Tneflogmngandmsy
foualug) 9 wagmndeyatugniudsuutasos neszuulid FAT annsaléfiians wear
leveling Lagn1sitnsnals

2) spiffs A MuuANISATUdmSUsTUULNG SPIFFS winzdmsulng
Tnguiunazsassu wear leveling aghslsimu suuldilisossumstnsta

2) app
) factory Ao WsfiduAuweUndIndususy Tusunsuyalvannes

¥
a o

wmdenmsiduiiduneundindusudumnlifinsidu OTA wienn$idu OTA Yudrauua
yninsldmnsfidu OTA m3itu ota 0 annsagnlfiduneundindususulduagmindu
factory anansagnineanla
%) ota 0 4 ota_15 Aig W15#TU ota_x 5ugﬂ1%’é’m%’ué’ww OTA
Tnefliaes OTA Tusndudedddnisidu OTA sgredos 2 wisidu (neunfide ota 0 uaw
ota_1) wagdndusiodlimifitu ota showutdunafveyaifeadiu OTA Tasannsaiing
fitu OTA léfgeam 16 Wisiidu usl 2 winduRedutusiiidedddmiuviians OTA uuuwEn
A) test Ao Tddmsunsneaaululssnu
2.1.4.4 Offset
Offset fla fnuafiuifimnsfiduty 9 Eusu Tay Offset tugnimualay
35911 Offset uazvwnraImsiidunawnt 0 egslsinny Offset avdpaluninuues 4
KiB (0x1000) wazwsdunonazsosdnsunisliivuin 64 KiB (0x10000) InsmnUassliing

A1 Offset AzgnAIUlaegaludAmuiurisngveInsidunaunii s3udn1sdnsuidle
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q 191U og1alsinu Offset sosnsAidunsniuazdondu 0x9000 wag 0x10000 dwsUNIS
NYULDUNALATULTA
2.1.4.5 Size
Size A9 VUINVINISATY Tnsedarunsaiduawneiioy, fiav Hex
(Wnthag 0x), Maeldaldnysneeiausuanule K (Ala) #38 M (1n1) 1w 4096 = 4K

= 0x1000

[

2.1.4.6 Flags
Flags g Tulagdupeduiilldifisausivevsvandimsnduiu 4 gnidn
syansali
2.1.5 littlefs
littlefs AaszuulWdrurnidnivuasafufonl1ualnaINeonLUUNIAINTY

lulasmaulnsaiass

A 1 [ = . . d' v A %
Anudaveulunsdesiunisagdendanu littlefs oanuuunnitasulafulam
Ihdunuugy nsaitiunisinanmuainissulseiunisfnasntoyaiiioeutaya (copy-
. A < ! o (3 o/ ! a ~
on-write) MuTaunsa uagmnlilidiv ssuulvdasndugantuguniidgaiingiu
AsUSUsERUNISEnuIanuulaundin littlefs aanuuuutiaunaslagRane way
NaUMIUSUsZIUNISANNIauLUasnuuUlauiin wanand littlefs Faaunsansiaduudanide
uazunludgmle

RAM/ROM wuuiivauiun littlefs sonuuvaniiievhaudumieanudiwuedn
n5lds1u RAM gndrdmegnaduan Famuieaiiuiinisld RAM azlsiidsunvaaile
szuulWdidulndu seuulndlifinisdenduuuldiveuien wagmiseudmuulauniingn
Srdnlieglutiinosfifmunenlddeanmsadandounuuaiils

2.1.6 90NUUY
Tussdiuga littlefs Wuszuulduuuvdenildlvdduiinvumanlunisdmiude
yalunuazlasiaie copy-on-write (COW) vualngilunisdnifivdayalvd

Tu littlefs dumauvanfinesududnaesiu Wneivieuliivuadn (Seninewnniani)
v Y ' < Sy & @ v PN v v 3
aglvinsguiasunnaniagarinsluniluiinudeya Tuvaenlasiasna COW agdnLiu
Toyalndegrangrindauaglifianl¥anglunisverenisdannsela 9
lassasnedeyarvassiiadnuainuaen degnleulaeddnassuioniou g
nsRfindwaunsaudeyaiioygynunuionsen1sdnassusasasy MInassasuiuseiunis
anuseuwuulauniiniviaszuulad
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UM 2.4 wanansviuUassuued Littlers

2.2 1 wU9d3 (Sensors)
Tngaldudn wuwesazgniisnuinlugunsalffunasnavaussiodyyiumie
A Ya YA a wa A - Y @ o
gusrdaimeUsunu Auaudd viean1eignasiadunasiuandudyaalih
Tupnununenineiian wuwesAegunsal luga 1AT8IINT N3TEUVERENATIATY
¢ A A % | v o ca & a ed =
winnsalvsenisitdsunadiuaniniingden uazdweyaludgunsaididnnsetinddus) Fedu
TuginazlumbeUssinanavesnouiunes
< 3 o a a o v 1 nNooAa 13 LYY < LAY
WugosgnuuntluFwedudinusydiu wu Juandwuuduia (Guwesduda) uas
Taulvnvsnseainsvulaenisdudangiu wasluteundinduunnunetulidudsaudulngly
wenserings seanuivilusulilasuusdunes wasunannesy lulasreulnsanesi
Tdnudensldnusuwesdweeeenluuenmiieanaviuuuauinvesnsingaumall Ay
s wagnislvasmoediuty ludgiduges MARG

Wugosuuvewnden wulmnudlefiwesuagdiuniusuusedindinisldauegi
uwivane mslfrumesdume finandrufamanaauazieiosing intesduuazeina snoud
nsunnd usuiuaeBnuasudyuluiinUszr iuveas uenanidedidueesdug Snunnune
Annuanifmaniuazmenmvesian suiaduroiuuuosuneadmunsiadviiinm
Wuwefuuuduaviiioudmiunsiamuniinvowounan uasidumesmaniiluidmiuas
MTIVADUAT pH VDIVBUNA?

anulvensureiisdinodwaudsuudadvinntonifiedadoumaduwniie
Wasuwlas fegradu mndsonlumeslufinediadeudl 1 vu. egumaiiudsuulas
1 °C arwilavestuie 1 ou./C (neiugiuudaferudu dy/dx Insauuiinddnvazidad)
wuwesunrineadsaiedaiialituiu fogratu meslufimesingamgiviesiidsuas
luthereavaniouagyilviveananbuaduvnzivonnanilvineslufiwosioutu Tasshly
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v A

wueslisunisesnuuulviinansenusediitintesiian mevilisueiilvundnasines
Preufulsdsiuazeraihundedondug
arwimnthmanaluladvilfaunsondadueesldnniuges q lussdugameadu
lulasi@uesiagldmalulad MEMS lunsdldulug lulasidueesarunsaialadiniuay
fanaihgeniiledieuivismsuvuimaaiosananusesnisteyaiisindy sianlsiune
uazidefioldifunndululaniagty Wuewesuuuliudiie adugunsalnaignuaslden
fedmunsnsvEsUsTEEdunen s TaLuuASLien Selesunnudfyiuannty nsld
Fumefussuamivhliynauannsofudoyanisinmegiiddnlinnd nanat Tagldsudu
dosiuitsulnsiuaglifoatnadomisuudey

2.2.1 @uwesdunsnsawuumadl (PR sensor)
< sa =~ d I sa & a ecao
\Bugesdunsusauuunadi (PIR sensor) Ae uweididnnselindninauas
Bunsan (IR) Nwdeenunainingluszeznisusaiu WuwesvlalinldluaIansiaduniy
2 (3 s o o A [y ! ! [y wa
waeulv wuu PR Wuwes PIR dnldludygausieudeuasssuulndesaindnlud

JUN 2.5 iesewmsdunisindeulmiwuy PIR ludmsuninende/gandve

Wuwes PIR asradunisindeulmiiily wililalideyadilasvseddaniouln

o & = o & 4 Y & s k%4 < 3 C| o ! « 9 =
ety Jednludedld Wuwes IR wuvadienm @uwes PR dinendus 31 “PIR” w3aun9

& ! « 9 = « < v oA N o, @ s [y
ATHTENT1 “PID” PegounaN “IATEINTINTUBUNTUIALUUNIATN” 1 T3 PIR #5393UnTs
wasulmily ualildlideyainlasmieddlanioulv datu fedndudedd Wuwes IR uwuy

v I s o o o a R & o y = « A
a9 |@wees PIR dniSendus 41 “PIR” 3aunAsusendt “PID” @agaunain “in3eq
A599TUBUNTUIALUUNIETN” Ardrmnadvnunefsdoinaasafiingunsal PIR Tuldunndanu
WegAUsEasAluN1INTIIV WavhUlagnN1INTIRTUTIADIUNTUIA (ANUTBUINNITUHTIE) 71

! & b4 [ A « 9o 1 ) = v =3 a L3 '
wKBNUNNYIDALTIBUAINTAEG WWEW Advnadnvunefiedeiniaasendntgunsal PIR Tl
lousindanuiegauszaslun1snsiadu wivhaulaen1snsiaduiaddunsuse (@nuseuain
N5UNSIE) TLHoRNUIINYTRALIDWANIAG Wity
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2.2.1.1 vannsvinau
TognnviiandoungilainitaudesmduysalazUdesndeuaiuiou

Y U
2
Y v ada

sonulugUresssdudiminind lneUnfudr$idtuedlimumenianiosainuadadlugog

a 3

A a ] ca & A = e o vy
AUYIAFUBUNILIA LL@]Q‘UﬂiﬂJ@LaﬂmﬁaUﬂaW@aﬂLL‘U‘UNWLW@S}@U?%?N?\U a']ll’]ﬁﬂc‘lﬁ'ﬂﬁ]ﬁ]"Ulﬂ

2.2.1.2 1A399n57293uMsieaaulmLuy PIR

JUN 2.8 andlrinngluemsifaduguiwesnsiadunisaseunsesiuu PIR
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B ) < v & Y] 2
Lﬂ'ﬁaqmﬁﬁﬁ]gﬂUﬂ']qﬂJLﬂaau'lﬁ')LLUU P|RIGULW@@33'{]‘{]Uﬂ"lﬁLﬂaau1W'36UENﬂu

A o A

dnd v3eTnnaus dnldiudyauiualusnasssuulndesainuuudnlud®

2.2.1.3 Msailunis
< 3 Y a = U aa -
W9 PIR @1119005933UN191UasULUaseUsunussdaunseny
ngnuiuing Fzusnseiuliluedivenmgiuazdnvaeiuinvesingiiegiuminguyes
Wl Thg U yana AUAURT YA Wy uns gamgll i etiuluyuteweduwesay
Winduangamngiiviendugnmglisninendindunndnass Wuwesazulanisideuudasd
AnTuesssddunsisafidundunsidsunlasweassiuliiivieen wazdsllaznszaunis

o/ LY A a Y A (% v dy a 1 (% IS ! v aa
#1379V mawammﬂﬂamsmﬂuLmeﬂwmswummmuawugULmum'ﬁﬂaaaiqaaummw

9 Y

Qo

LYY 2

Muanenaiu daunsiedeudneing s uiuiunaeanseAurTowsadulaguiu

PIR finatsgunvunislidauiivainvans Juidesldfuuiniigad
LAUATALAYTRAIUNTEANTIUIULIN T28EnN1TINUUTELIN 10 1WAT (30 WM) wasyuLes
amidfenndn 180° Squiifiuumeaninniandt sawds 360° Felnealusenuuuaniiiefadsus
AU PIR vunalvnjunstuRansenssandruieaagannsoasadumaasunlameands
suBunsusaldluszey 30 w3 (100 Wa) 990 PIR uenanddsd PR fleanuuudenszanuuy
Usufianld Ssanansnaseunquituiilénine (110°) vioaseunquitufinauannuuy “aiw”
vioannsnidendiunszanuenisazdiuite “Usuude” fufinseunauls

2.2.1.4 MIATIRIUANUUANA
Wulgesuaesietateunaidudunenssdiuiueiotweedyaiumn

o
=4

wasudea Tuguuuull myiean PIR giindnsiues viligamgiiindevetseagnsuaaiiugn
fmpanandgaalvin nsiiudurendsnudunsusaTadugesagindsiesazayly
v ¢ as 1y ¢ = a Nav vo &

nszAugUnsal B/lYIigunsalfmumumslisuudasiiianainlunsailasuasunasdus
viouafidesadnaiiiauy (Mslasundugeegsreiiesenailidagdugesduduay
o g v g ' A% A a v = Y o a = =
liguesliannsaduiinteyaiuiiule) luvaeidediu msdaleuuuininesudeall
fagandyyinsuniulrualuviligunsalsnuniunisnsgguiiesanauuluilngifes

| 2 < s a =~ Mo )y a =GV PN «
athalsfiny Wuwesuuuinmasudvanliaunsaingamgilalusuuuuil deludadiuselew

RNNZAINTUNIIATIITUNSIAG Ul

2.2.1.5 MU URaTe
] 3 ° i a =~ I I3
diaiguwes PIR gnivuaatlulnuadvineisudes Wuiwesavaunse
Tdnulaaniglugiuzaunsalnsiadunisiadouln Tulvuell Wensiadunisiadeulmnie
Tu “uwanen” veuduges WadieSugnilsazgnussuianaiiviednavenduges o
doyauanowinadlvldiuaidunisnsedulvan wu Siadvisewsesiunintoyavisodayaousiou
doyquauaniasu-@eavzgnunlulagltinstenseuauuuiaduazdoudigrnstusiaduuy

a

a s Y o W = e’dy a P ' o g
NINULYALN DT MuqalINﬁGUE]ﬁLaEJ‘LJ‘\]BUG]LLagLU@LW@@@U&M@Q@@ﬁQJ}QJ}WﬁJﬁ]Wﬂ PIR Iﬂﬁlﬂigfﬂiﬂﬁﬁﬂ

Meusoagrunthduiavesdu Suiinisasiaduuaranelununddaidmunl Jarmin

Y 9
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2.2.1.6 N30OALUUNARIUIN

JUN 2.9 nseenuuUBumesnTIdunIsiAdeulm PIR
Tneyhluiduees PIR asAnssag Uuikaasiundsdigunsaididnnsedng
ndudmsunmsienudyaraaindidugesiod Inemluudigadsenouriaviunazussqes
melusiseu Fedesslusunisiidugesausanseunguiiunfsenisnsiaaauls fisou
gl “vteng” wanaRnAngsnudunsnsnausautIle uidnaglusauassionai
WpAy uwANSInudunssaansaiudungudugeslanumingg Wesinwatafndild
ulusdlasededdusise wihsamanaintivanlentaninguianuasy (u uuas du a2)
srualayuteweiuees vilinalnidene wazeraviliiedygranfiouiianain wiiensi
Y Y A o o 2 v aa = Y v v aa
annsaldluminsesiedninanuenindulviedi 8-14 lulasiuns delndifeaiussddunsnn
A & 1 =i Jo v & U ya v % i
MuywdUdegaanununiian wenantdaunsalddunalnluialadneie (@auans)

2.2.1.7 Msia
aunsalgnalnfuanenaiuiinliandsnudunssasees  naaauunuRn
Wuasle
2.2.1.8 \aud

iunanafinenanastuguvatemasio N unsnsalududy
ot uwingivdeufalaudivsalua

1) laudiamsaiuaved PIR

=

JUN 2.10 fiFeuaTewmsaduanuafoul PIR niautaantinamsinssuenmaeylay
wiazideuduaudwlsaua WdauadlunFudrinduresinlsdidnninfiogfueng
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JUR 2.11 dhaseusumih PIR wihilu (aengunsaldidnnseindeen) Tnefiunasiuilauasge
BEYAUNAY LiBUARIAUALAAZH

JUN 2.12 PR inenrhaseusuviinesn uanwsinuvied Wuwesinlsdidnnin @neasdiden)

2.2.1.9 n3¢3n PIR
UaguRdndulagldnszannisnluan wuuswutdunielu liosundanu
dursuse Tunsdinldnszan dnseunszanwanadinlaemiliaylifiaudwlsawanderugy

1) PIR sUanseanwkuiaIy

JUN 2.13 PID MlUdmsuiiinerdie/gamdivdi Tdnsyanuusdiuneluiionisiia



3UN 2.14 nanEATaUBaNEd) NTEANLUEIN AUATWNINITALN (PC) BgAuUY

JUN 2.16 N5£ANMTNUAUULUIAILDADBNIINAILATON
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JUN 2.17 AUVAIVBILNINTITUI N ST AN AAAS Wuwaslnlsdidnvsnuanimie
GHGEGISEE

2.2.1.10 UuuuAuas

Y [

JUT 2.18 insewmyaduanuadeulmiifisuuuuduadiouriu anueivesduanludzin
auhvenaIasnsiduluiianiay

nmslida il sweaesesasadunaneiduguuuuduas ne
Toura (o) Wuwed PIR wuazldlidundsenedle 9 uazneldmdu « PR azléy
w¥audunsusalutiinaiidudu nsusniteliiedowmmaiuamuaioulmannsousn
worsEniaLasaefin s g firduaieudls

doyaraiiuanuumils @uas) lWsdnyunis wiowsaduazaeaiy
yanaiimduedeulnuusees 4 winfu dwalidyoradurefiuasuniatedenni 4
svuudidnnsefindedldifiodsdyaanieusondedali ssuudidnnsefindaylyauladya i
fidsuuasi 9

$1u7u JU9 n13nsEane wasaulvesleumariignimuslneiaud
uaznsEan granneneueiaiuiiileainssunuvduarsibvenzaiigadmiumslday
usiazUseinm
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2.2.1.11 msldanussuulndnlula

dleldidudunilavesszuulndesaing szuudidnnsedindlu PIR nay
auaudiasluifiannsoadunsaduliiimdnld Fommneaniudn PR ansasealiely
fidousiofu PIR Wonmanuniniadeulmld idnldluanunisainanauds Hadedeafy
0199105 (IW§nwimnudasad) nioilenisldsmueta wu madalnuszguintuiels
auvnauaeluauin Mmsldnududuasahldluieniasisuy FounTeueims
wuIednaY mMadu videuiualafmuiiannsamueulidaluiFld Fdteuszmsandany
¢ wglasdmansdoduiuviniu uaslilisuiudedalnidoonaniiui

2.2.1.12 woundiadusumnuasndy
delfiduduniswesszuuinwanudasnde 1asdidnnsefindlu
PIR sinagmuaxdiad vuiadn Siadtlagsihmiinfidousorsasiiikiumii dudalnihevis
Adousefulaudunaninafuresumimuaudyyuiuiluglasialuszuuagesniuulivin

a

Liimsiadeul mihdudaSiadarlned Fusonisaduuu ‘Unita’ (NC) MINATIANUNIS

[ P

\ndeulm Tiadazdasiiledsdryaansiouss vidomnangliigndanisidensie dyaraiiou
Sofagyianuiuiy
2.2.1.13 n1359A79

Hranuuzihlinmde fusiogneseiass Tuiedeatunsudaieud
Aevann (1Wu mansadules AlildiAnandynn)

wnwuslFaass PIR ludnwaeit PIR ldansa “aeadiu” sen
il wiinnueneduesdiddunsisaiiduienuldeuasaznegsrunszanlelsl
fn uswraasufiauasdursusaiiuse (gu anlnisosudviouauan) enaviliduises
SunmwAuiiauagilmiadymiafoussianaiale qﬂﬂa‘ﬁ'm?iauimagjﬁﬂﬁjmqmzﬁm%
liign PID “upaiiin” Fsenaduwaddmiumiisdivumhlummnarihasisue vieduna
Godmduminsnsluanniuniely

gouuzililnasAnds PIR Tusumiedt 9e9szuns01na HVAC 91l
avdeuvidefuasuuiiuionanainidauianswesitiu uwiieniaariiainisussad funn
(UassndsudunsnsalulSiadosuin) uiaufivaniudiasountngranaadnatavile
pumplivesanadndsuuvasauwihlmAndnya aseudiianainld

Wugesinlasunisesnuuuinld “iine” dadidedutu wu aly
w3 Tnan1sasanulaliau vsevinlrwdladniuiesasldeglulnia

\Weanniduies PIR dsvaznnsvinaiugadn 10 wes (30 1n) Aatiuns
ANFILATDINTIVIUNEIALALILNANIWTN TN LINDFNTUNDINTANII NN LAY FEUU
Snwnanulananeiild PIR daldanulantussuusnenanulanndenigusnainnsiazseuuin

lasanisiadaulm Jefegranisralindsnusi davilvanunsaldndanulasanindle
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2.2.1.14 wesluilwesuuuaiunussuglnane PIR
fnseenuuueas PR flliinenmglivesingiogslnaluasasiana
gldiodng PIR wuuldiidiauuaneie dygiateidnnizgnuszidiuniunisasuiiiey
AUnnu IR vesamsviaamziroiniansate el myingunginnseylnalsroudng
wiuguazuaiugy vnhifnsaouisuivsiavesianiingaata gunsaivesluiines PIR vz
aansaiansiUAsuLUameInuKied IR Jeaonndefiunisiudsuntamesgumgiilagnss
weilsiansnsarnaigumndiuviassle

2.3 anlwsdeyayrau (Buzzer)
Buzzer \Wugunsaldsdyaandestvenaiu gunsal WananIasnalniwseiialedian
a = g oA 1% o o 13 & sV Y 1 ¢ v oA v o
M3 (Sendu 9 Iwitele) Msldanunluvesdagesuaziues laungunsaiudamousineial
rsuarnstudunmsteudoyavesdly wu nsrdnundvsonisnawluiiun

Usein1v99 Buzzer 4 3 ¥ AD

2.3.1 Il u@ena (Electromechanical)
gunsaflugausng Mszuulwilielosnauuuideafunsgsliinlag lufidoslans
Twhusufeniufiadenadeusoiodanszudlnily Mimihiidainisdies Seilvniidudads
Besiiee) mihduiaazdadesiien Aanudaemnldlwinssuaadu) ﬂam%ﬁqﬂmmﬁmdﬂﬁ
grdalifuaaemauiielfifuunafudes fi1 “buzzer” snnidesumu 184 buzzer
szuulvifiiedosna

2.3.2 naln (Mechanical)
£ ¢ U 1 CY I3 ¥ o I e all ¢ 1
g Uwesiumegavesduwesuuunalndiug uazdnludedilasiies Mot
auq veslywesussinvilAansausey
2.3.3 \iigleBlanvisn (Piezoelectric)
asrUsznouiigledlanvsnanagnduindeusiy 199sdidnnselind wuuduvse
wvas dyanondes duq Fuluinfousisinsemenadsaieledidnrsndesndnldiiessyind

A
i |

nsnadu touA 1@eendn deanse viseldesty

2.4 \nuasvudstonunanaiin (HyperText Transfer Protocol; HTTP)

HTTP (Hypertext Transfer Protocol) iu TusTnaoadunoundinduluyalusinnea
Sumesilndmiusruuteyalaesiifeuvunszaeuazsiuiionu HTTP WWusingiuvesnis
doanstonadiniu World Wide Web Saienanslawedifing saufls lewesaadludmineinsdu
q Aldannsadfdsognsiene wu lnensaansnd vislasnsuseniihaeluiuunives

HTTP 1 Wslnmeauuudve-nsnoundululuinalaaioud-@suines ganssansusy
dlolpaeusdsiuolufadsnes Binossneeunevaussmvsuazasnisneundunauly
Filaalous FeoSunansiAnIsAYe LazeNaiNINeNNIHTe Wi Lonas HTML wieiom
3u o Ale
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Tuanumsaimluduiusiwe fimihfilulraeuduaziugsmne silsadiul v
Julsdudomnnindufie Wined uuniweffumeaveafunugld (UA) saunugld
Usziandy 9 loud gemduasdnihdadnldlaedlusnsdum (Juasedians) wsiwesides
wounanduilede wazwenduasay q i 19 wieuanaiewiSu

HTTP gnesnuuuiLiteeyaalvissdUsznouleietefnatsanansayfulswieideld
sumsaeassznindlaaieuduazdiines uledfiuiinansldnugainldfusslonian
F$rlnes warluiidadevunudsinesiumaiiouiulgsnanevaues uusiwe fazuas
ninensduiiiidsteunhiuasihnduanlddmnasaivhlfiteoanusinunmsldoueiare
W3OnTUT5WILS HTTP 7 veulwn in3etnediufiansas s waaanlunsaeansdniy
laaeudilsififlegifmunidunslsiilan Tnonsdsiedeniuilugaudsvinesnieuen

\eauaaliluun HTTP fanaa (WSen@idsniaes uawiu “a+) imhiivesnuls dw
P HTTP uneddu (wuluAwe/nnsmauauad HTTP) aglasunisdnnisuuusaUsesauluvne
a o & Yo Y v = 1Y) %
Nduia HTTP duq aglasunisdanisuuuaunedsuanenie @anislaglaaeusnuniuay
Hudswinasidvaneing)

nineInsuuIvazgnssydunialagiissynineinsuuvaina (URL) agldguuuy
Uniform Resource Identifier (URI) http Way https lag URI %QﬂL%’l'ﬁﬁﬁLﬂﬂﬁLU@%ﬁdﬁiu
1onans HTML wieasrsenanslawesiindfiaenleaiu

2.5 nauaiasvudsdannunanedfuuuiiuag (Hypertext Transfer Protocol Secure; HTTPS)
\nauTsvudtenmanefifuuuiuae (Hypertext Transfer Protocol Secure; HTTPS)
Aodiuroveevelusinasalnaaidvudsdanunaeii@ (Hypertext Transfer Protocol;
HTTP) Bsldmaithsiaiionsieansiivaenderiuesotsnonfiunes uazgnldenaunivans
vuBuweiiin laeluslaneairdetne HTTPS azgridhsaseinassautiunmosduyuds
(Transport Layer Security; TLS) viaereuniniasinasissudoninUaonde (Secure Sockets
Layer; SSL) dmemmatu Tuslaneadlannsadendete HTTP over TLS wSe HTTP over SSL
Inauriu
ussqslandnues HTTPS Aemsudusmuvoaiulediiings uaznsundesaudy
dusuazamaysalvostoyafinaniUdsuszrinsmsiudstoya HTTPS Jesdumslauduuy
man-in-the-middle uazmsithsiaudonlumesiuvassiiemdunisdomssgnindlaaoud
Lazdsiies Hedesiumsdoasanmsdniliaznsasuutas Ussifumsfigausauves
HTTPS dndusesiiynnaiianuiidedelfannluluiusesiaviailadsiaes idufinissuiunis
ffelda1ege Bamneanuhiniadousts HTTPS finunisiusesnnugniesessauysaiiney
wulflamzluimsganssumstiseiuiivaenfouarszuvansaumavososdnsivaonfodug
vudadladiSuiinu Tl 2016 uauiglneyaiswsuunudidnnsedin (Electronic Frontier
Foundation; EFF) snensatuayuaintinimuiuiusiwes ¥lAlusTmmeatiunsvansann
Y useusd 2018 1Husiuan HTTPS gldlaegldiiutesnin HTTP duduiiliaonds Tay
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v

dwlngiiieundesrnugniesvemtnivuwivlednndsznm Shwianudasadednd ua

ee

Snwenuludiuiiveinsdeans mIseydiny uagn1sviesIueld

2.5.1 a5
5ULUU Uniform Resource Identifier (URI) w9 HTTPS fisuuuumsldanuiimiiou
fuduguuuu HTTP agslsimu HTTPS srdsdanaliuiwedldtunsdrstaiudaves
SSL/TLS iteuntesnssudsdonads SSL/TLS isnzogrsdsdmsu HTTP iilesananunsalyt
mstlestuldusiagimannaaeuanugniesfiesduifisvenisioans lunsdifogansau
HTTP vudumedidn Fulaeluiifisadsinesivhduildsunsiusesnnugndes (ay
lpaousinsiaaeuluiusesveudsniies)

[
1

HTTPS a519p9nenvasnisvuiasednefiluvasnsy 350veTwulalananng
1

Jeafufimnganang@nilaaznslaufuuy man-in-the-middle Tnefieulyindinsldynnis
dhsviafiomngan uazlufuseadinesliiumnnaaouuazidoiold

dlosann HTTPS oules HTTP Famuadndy TLS TngmsedsanunsaidsialysTe
ADA HTTP fiuguvimunld desaufle URL 1esve wisidimednisdum dwsh wazand (3
fagiidoyaszyfnuvesiild) egndlsinm iesnleg iuludnagnneiaune fadudunils
vasluslamea TCP/IP fiugiu HTTPS Sdhiansauntlesniadamedoyamaild lumsfim
vanganuIusiuiuuIuESIne st muasegsgndes finilsiannsaeyuuiiog IP uay
MNgLEIND YIS UESIeY taruinSioreTEstelamu (Wu www.example.org usilsl
aansnoyuuduRivAees URL) flifdsioasie sufuinndeyainnelounasses
namesnsieas usedlsfnulinudadevveinisioans

Auusiwesdisiwedeivled HTTPS Tnedadsanngliuinisesnluiuses
(Certificate Authority) ifiassliaramiilugensuas dasraivusiwesdelindagluinng
sonlususadluniseenlususesiigndes dulu Jldastetieniswouse HTTPS lugauiuledd

soladulusmuiauluisruadalud:

1) §léidestuingunsaivesnu leafiusiwes uarisniadrdausfwediull
gnun3n (nanfe lliinslauddwnaeisu)

2) flfidesiuinwenduasiuniwesldom HTTPS ldegsgnaeansouduglv
u3mseenluiusesiifndal farsmiinogagnis

3) JdFesiuhiliusnsesnlususestriusesamsivludfigndesmungmng
wihifu (namide Glsiuiniseenlufusesarhignynsnuaslaifiniseenluiusesiiianaia)

4) Fuledilususesiigndes Samnemnuinldiumsasmnalaegliuinsiide
fole

5) Tufusesszyiuladldegnagnies (g illerusrilwesitrm hitps:/example.
com lususasiildfutugniesdmiu example.com uaglsilivomineaudu)

6) fliidesiuinaweinaisiavedluslanea (SSL/TLS) Tmnuvaoafedios
NBINANTANHS


https://example.com
https://example.com
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HTTPS fauddyedredeeinieteiilivannfouazinietiefionagnuninies
\nSetneilivasnde 1wy geideude Wi-Fi avs1sue Fadalonalimnauluedolievieadu
Wenfuamnsodnfuuiinfauasdunudeyaddnyillildsunistiesiulag HTTPS wonani &
wudnedotns WLAN fauuuriFussuuuideiunaaieteldunsnuaativiulasnisunsnufin
Aaviteowandlavanvesmmesuuduledidu nsnsevuduiamnsognin g lumsdinlévane
T wu nsdaawisadumiivwasnisaluedeyadiuyaraveldy

dlefifeynunduienfuniaihss Yanavuihlanuazmulusdeyadiuynnares
91WYINT NTLUITUUSNBIAINUanfe HTTPS ‘U‘uL%Ui%ﬁ/'?wmﬁqﬁmméwé’fﬁgl,ﬁmmﬁu
3ove TnelsimilsfsUssinnvesnisidonsedumefidnildau uideyamanfeisuntiiv
wiagnthiigldidauenalifehiinnueziBendou widonmruiuuds deyawsvaiions
Wameteyaifeafuglildnn wagnsznudenndudiusvely

n15USuld HTTPS deauaalild HTTP/2 wag HTTP/3 (Lagjunauninegis
SPDY waz QUIC) dudu HTTP nesdulnifiesnuuuanifieanian 1 wazanumielunis
Wanntidu waeiinsuusthlild HTTP Strict Transport Security (HSTS) $auffu HTTPS Lite
atugldannmslaufuuy man-in-the-middle Tngiannzagnada SSL stripping

2.5.2 Anudaeniy
audanaferes HTTPS agfl TLS flugiu vlaevhlagldddassnzuasis
duisversniioaiuAdisadussesdu Gaasgninluldlumadhatanisivavesdeyaseuing
laaiouduaziinined lufuses x.509 gnlfiftedudusmuveadsniies (arureaiasaud
leatausisne) downtl Gliinseenlususeuarluiusesidamingisidusonimiaaey
AudIRussErItluTuTeMAZIdIIYRY TINEINNTATY @Y wazguanugnRawadlusues
wistenaiivssloninnnimnsaaeusnuriueietefidedeld winslnwedeya
mahseedeyadiununnlud 2013 WElhdudsdlfsnseenluusesiuugeseuiienati
1ugnnslaufuy man-in-the-middle AaantATidAyluUIUNERAmLEULIUAND (Forward
Secrecy) B93utszfuinsaeansiiihsarituiinliluednesiansafstoyanazaensiald
ynnAdduvidesiaiuszozengayngnlusuan Lilinniudsnnesfazdszuuamuduiuy
deria
ik HTTPS fusgansnin duledasdoslaadtinu HTTPS favun mniiem
vsdruvesuledgninaniiu HTTP (9u an3uduiogunw) wiemnluanianizninfil
ouaaziBunseu \wu ihidngsyuy s HTTPS vazdidandu 9 veaiulesiniu HTTP 531
fldadvsionisgnlanfiuazmaiihsets uonand anfuwiulediisuing HTTPS sl
Tuuonn3tng secure luiduladiifidoyaasidensou fluassatuazgnidameynadeiidn
faduledifuse HTTP wuflandu HTTPS
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2.5.3 519889 UANIUVALA

2.5.3.1 AUWANANNANA HTTP

URL WUU HTTPS 13uAusie “https://” wagldweosn 443 a1ua1Lusiy
Tuvaug?l URL LuU HTTP (Fuduse “http://” uazldwasa 80 auAsusiu

HTTP lailednsia 39fiAnuLdesmanislaufuuy man-in-the-middle
waznsanils@anailiglanfanunsadndalaydivleduasdoyadify wazudlondiiuiie

U 6 A v Yo v 1 =] dg/ =1 1

unsnTawsusalawanle HTTPS Tasuni1seanuuuinlinuniusenislaufusenni waziain
Uapade @nIUNSIgaN HTTPS A1l4 SSL nastunaiade)

2.5.3.2 fuA3edny
HTTP yhauflialeesgeanvesluina TCP/IP dufeiaisesiounaiadu
wuieasuluslaneanudasnde TLS @whauduawesdesfisniivesasasifeai)
Faudrsiadonrnu HTTP neuds uazaeasiadieteninuunds Tnawnsensauds HTTPS laily
Wslnrealndiiuenandu usvaneianisld HTTP shluuunisidouss SSL/TLS fidhswa (Hu
drusevenean HTTP agrefinaaludesiu)

HTTPS iinsiaitlomdonuitanun siufisdusi HTTP uasdoyadive
/msmeundu snifunslaufdenindnsia CCA fenuintunuiiesuiellududedindu
a9 {lanfmsazannsoamanumadendesninaesheldinniian ufsdelaumnaziiog
P gpsheiiue

2,533 Mymarni@ines
Wewrseuiuidnesliveusunisidensio HTTPS fouaszuudesaing
Tususesddanssugdmiuiudiines lususesdieddsunsannulnegoenluiusesd
oeldieliiuusriwesveusulnglifimsuduiou foonluiuseseziusosingieluiuses
Fofiiliumvesiuidsinesitiausluiusesiu Tnshluduuniwefasmounisetoly
Susesmsasumvesieenluiuseandny wielausansanaevlususesiiasunslaegeenly
Susoamarthild
1) msvelususes

fflvusnnseenlususeademauddrounisiiausluiuses
SSL/TLS wuutnseRuvaneyssinn saufislususesnisnsivaeuveny

Let’s Encrypt \Uaslumouiuwiau 2559 Tausnislususes
SSL/TLS fiuguuuudlud@niuniiules 4ads Electronic Frontier Foundation 3311 Let’s
Encrypt agsilvinsideuann HTTP Wlu HTTPS “dgmeifisaudsanddmdondniu” Jagiu
dlrusnisvivleasuasgiiusnmsnansdlngldussleviann Let’s Encrypt Wenauluduses
WslugnA


https://
http://
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2) T dunsmuagunisidnda

szuuiifsannsolddmiunimseaevanilaadudiiodia
maddaiudinefamedldildsueygawintdu lunmsduiiunsd fauaszuudiulasiings
afaluiusesdmivgliudazane Jefldasinanluivsosasluunives lnsunfluiusesasi
Youaziiegdiavesilifilauounn uarazgnnsnaeulaeidiniieslaesnlui@luusiaznis

U

Woureedududinurewld Jsealudndudeddsiariusiedn

a6 o

3) TunsdinAdaugnunsn

9 9

o w

AuauURnd Ay luusuniinensinsiawuvdsenauysaluy

< kY
Y U =

(PFS) nsfiAgdunLveauInassraranifilasviaildasraeaty HTTPS lainagyilinnsle
inFeRdwatusserduitononstansaunuildiety uflumendsinig Tud 2013 fiftes
n3uaniUaeuAd Difie-Hellman (DHE) wagnisuanildeuds Difie-Hellman wuuidulds
293 (ECDHE) whiuiinsuinfinauanddd Tud 2013 fiftes 30% veawadu Firefox, Opera
ez Chromium Browser Lﬁwﬁuﬁiﬁﬂmauﬁﬁﬁj wazlNaU 0% vYaslwadu Safari wag Microsoft
Internet Explorer 909 Apple ﬁi%@mamﬂ’af TLS 1.3 Faneunsluioudanau 2018 Tdenidn
msaduayunsiisfauuuldinsdhsiaLudsse a deunuaius w.e. 2562 ud@siies
7181379 96.6% 39393UMIFNWIANLEULUY Forward Tuguuuulaguuuunils uag 52.1% az
Tdn1s5nwIANauLUY Forward Autustiwesdaiulg ad ihounsngiau w.e. 2566 LIULT59
Ne3Tid151a 99.6% F893UMIINMIAINEULUY Forward Tuguuutlaguuuumis uag 75.2%
aglnsSnwimnuduluy Forward Autusriesaiulng
4) Msiinaeulususes

Tususeseragnifinaouneuvuaegld 19 1lesinanudy
vesdduignazilin s ilwesuendenosduillnineitu Firefox Opera wag Internet
Explorer Ut Windows Vista ag14 Online Certificate Status Protocol (OCSP) \lenT1adeu
Plifutuiy wniwesiwdmneaeditavedluiuseslugeentluusesvidodunusinn
OCSP waryponluiuserznaunay lnsudslusriweiniuitluiusesdensldlaegniold
uenanil CA naeensremiLiinneuluiuses (Certificate Revocation List; CRL) ttoudslyild
nsuilufuseanaiignifinnouuds egalsfiau CRL lidnudmiuesu CA/Browser (“W
a5u CA/Browser” fananifieasdns) 8nmely egnelsfiniu CA Gapdld CRL fusgrsunsviane
anuznsiiinoeudnlnguudumesinrzmelUlulidmamnlususemunany

2.5.3.4 Fa3iin
N39S SSL (Secure Sockets Layer) wag TLS (Transport Layer
Security) @ u1samuuaalagedlvun laun luuasssuaiuazluua Mutual Tulvuasssuan
mInraeuavsiiunislandinnesvihtu Tnus Mutual smsliglidesadilususes
lpaudusiduyaaaluiviuniwesifionisnmaaoudnigld liilunsdile sefumsdostuay
Juogfunugniesvasnisldnusensiuifussdanesfunsidraadily



27

sSL/TLS lidastunsdnvsuiveaivledlaeiuasediaas wavluung
nsal URI maw%"wmﬂﬁ‘ﬁLﬁﬁﬁammmaymuﬁimsJﬂ13‘1/15wsummﬁwa/msmauauaqﬁgﬂ
afinfuwinty F3ddeliilaudannsadfedemnusssum (domasifidamesomsisasy)
wagdenuiiinsia (Hemasiineidudsta) vilranselaudsienisidstals

dlesann TLS vhewdiszduluslaaoadishnin HTTP uazlsifianuiifen
fuldslameaseiuganin W@5wnes TLS Fsanunsauanduiusestiifieslufedmivioguay
wosndiimuainiy Tuefn dumnsauiliaunsaldnslsadiaiiouwuudedetiu HTTPS
1 flwgduiiSeondn Server Name Indication (SNI) dedstoleasilugugsnasiowdnmtanis
Wewdle uiiusriwesfuiiiaglisesiudrumensifnu nssesiu SN HlHlFnusaus Firefox
2, Opera 8, Apple Safari 2.1, Google Chrome 6 ILa¢ Internet Explorer 7 uu Windows Vista

N151AUALUY man-in-the-middle NYudouUssLnnnidanizania SSL
stripping gniniauslumuUsEyy Blackhat Conference U 2009 Mslaudussinnivitaneniny
Uaanievas HTTPS laensiasudsn https: Tiduded http: Ineldusylavdandeiaased
! va § & a 1l ' $ o da e " a s I3 s = v
PlEBumesitaiiedldfauitunnu “https” addudunesimausiiwes winwidaudng
Aulesnasnsielalaenisaande uwazgnuaentifninmadly HTTPS luvaeiiadan udma
14 HTTP flanfdedeansiulaaidudednsdnan dlinsedulmannisimuininsnissuiely
HTTP 91.39n21 HTTP Strict Transport Security

HTTPS ls¥unsfigaudrindmuidesionislaudinnesinsmilanain
vangguuuy Mslaniiinsesimamiiinidunislasfuuy Side-Channel Ussiammilsfiondonis
WasuwUasauazvuave s iinilesysnuauandivemsmAinfidista nsinse
nymAndululfidesanniadista sSL/TLS wWasuuautemememiin uifinansenutes
1INADBTLIRALAL T2EIADMIMAN TuRoungenial 2553 1u3delaeinideain Microsoft
Research Wag Indiana University dunuindoyaglifiazidonsoulaazidenaunsaeyunu
Igangaaniasinudng wu suwauiiniie dnidenuiugiaziinnsdeadiu HTTPS Tukeundiadu
duduhiiidedemaesaludumsguaguamm m8 msasmu wagnsdumiu widueuils
aunsaeyiulsa/s/manidavely elavesaseunt uazaudulunsamula

anuasefiinivlesadelmidning siuds Goosle, Yahoo! uag Amazon
14 HTTPS shlshAstiymdmsugldsuauunineneuitriegaidense Wi-Fi a1513ais 1ile
Nnnthiingszuugaidiense Wi-Fi veswesiauuuuaUiinlsianusaluanlémngldweeuide
n$NeInT HTTPS waztiulesvianeuvs iy NeverssL $utssfuiiuledivantduazannsod
faldnu HTTP waue

2.6 INUNI9AMUNUAIVBITUVUES (Transport Layer Security; TLS)
eI IsANTTUABITUILES (Transport Layer Security; TLS) iuluslamoanisitnsa
AoonLuLLiaSNYIANUaDASUN1TARaNSULLAT YU ADUR MRS IUD e sIdnlUs I nADa

[
=]

tgnldegraunsvangluweunfindusieiudwanisdstonnulineunuuriuiiuazusnisides
A IP usinisldanuiiednwanutasnds HTTPS SwmaluiiUnmesaasisazanniign
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TUslnaea TLS Hinqusrasdndniiiednwianaasads sufsenuudiui (anu
du) ANNaNYsal wazAugnaes Munisidnisiisaniu nsldlususesseninaeundindu
roufinmeiidemstuiusansoundiatuiuly Welpeoatvieiluawesnisinausuas
Usgnaudnedestu 1w sudeu TLS uaglusianea TLS handshake

Datagram Transport Layer Security (DTLS) duduluslanoanisdoansiiieitosedig
Tnd3nueurruvasndeliiu ueundieduild amdunsulunudeumanaia Snnunsends
f¢ “O)TLS” leldfuranainsdu

TLS Wuanasgiiléunisiauelng Intemet Engineering Task Force (IETF) Farmusdu
pdausnlull 1999 uaznosfuilagtuie TLS 1.3 Seimustuludioudanay 2018 TLS adsiu
970 YornuA SSL (Secure Sockets Layer) lalseasudnaely (1994, 1995, 1996) Fuiaunlng
Netscape Communications WaifiuTustaaea HTTPS aduduiusiwes Netscape Navigator

2.6.1 A195UNY

a9 nLaunalatuaIunsadeaisisviawuuingelall TLS (15e SSL) F9a1Tu
Al I3 o P Y oas so = ] ) an W ° T Y
laaeuraziassesalmidsuiiassrinisweuse TLS nialuisudnlunisvinguiliAanisly
nngaunesen du dwsunisensie TLS Tnemaluua weose 80 aglddmiu nssudteya
HTTP Plaileidnsia lunuziinese 443 \Wunesanluilddmsu nsSudsdaya HTTPS 7
W59 dnnalnuilefanisasiamive STARTTLS anizluslamealududsniiesineadunis
Waumanu TLS fag1uty Waldlusinmoadiuatayyialsuidasng

idlolaateudnasidsninesanasiiaozld TLS udr winwn9z195971 nsieuse wuu
famuglagldfunoumsiuile (gnisduiie TLS) Tsleeealdnisiuiletusiauuveaunanite
svupAnsissaliaviny uidisudddildsuiuamswadu Sinsdoansdellas
gnidsvialpgldaranuuaumeslusenitnisiuiion leaoudiandinnossanastuieaty
wsfiwesine fldasmulasndeveinndeuse

1) msduilesududielpateudieusefuidsinesfialdau TLS ievenis
Pouseiuaonfouaslraleudnanimensynsiiafiseu (Sauazilaiduney)

2) N385 1B neiezdenilsidusianaruavfisessu wazuddlilraous
nsuden1sAnaula

aa v

3) IngUnfudndsniesaeseyimmuluguuuuredlususesdiavialususesuseneay
seveidsnnesiliuinsesnlususes (CA) MiFefiolddesusosmnugniesesluiuses uay
AgNSNITAANE SR T TILIDS

4) gnAseaduiunnugndesvedluiusenausiiiunisee

5) lunsadspdeatuiilidmiuniadouseiivaends laaiousasiowiddl

n) Wsasavdy (PreMasterSecret) AigfAgassuzvaudsniiosuayas
nadwslUSadined Guamndsinedvihtuiisvaunsnensviadefsdaus) antuiaes
dhelisniavduioainsddivatuamsdmiumaiisiawazaonsiateyalussnitaadily
AYVETINTO
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v) lémsuaniasudd Diffie-Hellman (3e5Uuu DH MdwdlAns) o
asfdwatuuuuduuaglisfusgsasadedmiumatnstanaznansia dallnmauds
WanAnveansunlanuudsde lnsmnadaiusveadimneignidameluouan azliamns
Tiagiuitenonsiaadutiogiuld wiiwatuduasgnindunastuiinlasyanatianufinu

nstdiunstiasAuganmsiuiiouasidunadendeiiuaonsedaazgnidnaiauay
nonsaReAfiratuauninsdeusovrdugnamniuneulatunounildisiudumainis
Fuile TLS axdummuagmadeusaarlignadiadu

TLS wag SSL hiaunsaaninalaednsassluiateaslalaleasniauawuuingsd
0S| #3BKUUIIADT TCP/IP TLS e “vuluslnaeanisvudsiiieiiola (19u TCP)” fauune
anuduegwileasesnisvudaiuihndhndrsfaliiuiaeesiigng Fdasunfundndu
v A ¢ ° ! I ) a ) 1% = o & ¢
pAvaLaeasn1sutaueagalsiey Tnevnluueundnduasly TLS willsunuiluawasnis
' v a o Ay v v a v Y ) )
yudwIuoUnAtunly TLS 92693nIuANNIssuAUNITTuLe TLS wasn159nnIsluiuses
A1595I9dUANINLANLUREUNY
Walssunis$nuwanuvasasulay TLS nisidpusasyninglaaousd (1w 1iu
3 s acs [ 1 . . = wa 3 . 1 dy

W3Iwe3) wazidsiies (Wu wikipedia.ore) AsiinaanimviauansiolUl

1) msWeusdatduluuaIud (rSeiaudu) 1eean dnsld danesiuAduuy
aunnstunisinsiateyaiids Addmsunmsidnsiawuvanuinstavgnaiielusgisanie
1AL NS ULFALNISITBUAD LaEDIINANUAUTIWTILATNTULI TS UAULETY LTSNS
wazlpalduiaziasansuasidunnelfudanasiunstnsiawasAgn1siinsanasldnaunavda
Toyaludusn (@Aua19) N1519331ANNEUTITUTIUaendY (Anuduinsaiuliaglianuse
Whdslalaegandlauagldanunsalasy udusledlaufninewiieegnsinalinsiiouss) uas
Weteld (Wififlavdaulaanunsaunlunisdeanssenininsasnlaglignasianu)

2) msgudusmuveteideansaiunsadudulalnaldnisnsianiefgasnsay
nstudusnudsududmsudsiinesuazidumadandmsulaataus

3) nsiWeusielmnuideie (MSelauanysed) lesndenuusiasaniny
ndseanaziinisnmaaeuauauysaivestenulagldsiagududennuiedesiunisgyme
wsensdsuwlastayaiilignasianuseninnisdadeys

o

TLS 589503 sAMaInTa1gd s unNIswantUasudd n1sswateua way

Y
= ¥ (%

nsmTIRdeUALgNAesuetonIm Falu n1sfuundl TLS egrsUasnisduiendostu
wiiwesfitmuaeldinnme uasdndenimualdlfinuauiiidedestuanumdudiu
stanuaiesurelilusenisduuu (@aisedugns nsuaniUdeudd anuvasefevesns
WnsTakarANANYSHIUDIUBYa)
fnsnenguveuvhatswdusuauUaendslunisdeansil TLS semisazaey
% warluslameaillésumaudlavansafadiedanisiuseanaiuduanuuaensomand in
funiuusriwesliusuuminsusivesmutudsuaniiedeatugnseuduaulasndte
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PorafinTundsanAunuyaseumand (gusziRnmsatuayu TLS/SSL vesiuiuiiwes) Ay
Unonsierauaieasnsuudinimunsy

Datagram Transport Layer Security #3ai5engas 31 DTLS {Juluslanoanns
doas MAveaddlvimnuasnfoun woundinduiild Datagram Tngeygelinoundindu
deansludneuefiosnuuunniietostunissndls nisUasuulawmdenisuasuulastoniny
Wslaaea DTLS 14 TusTaAoa Transport Layer Security (TLS) #ittiu nsansuLaziynUseae
Wielinssuussiunnutasnsieiindrendstu sgrslsinnu Wslanoatunnsiean TLS sl
ansoldensutuluslaneadiiti Datagram d@ulng) 16un User Datagram Protocol (UDP),
Datagram Congestion Control Protocol (DCCP), Control And Provisioning of Wireless
Access Points (CAPWAP), Stream Control Transmission Protocol (SCTP) encapsulation

ey Secure Real-time Transport Protocol (SRTP)

dosrnianunsuvestusianea DTLS Snwmumngvesnisvudsiugiuly weu
wanduisliszaudymeanuadiiieadestulusinneaaniy sgrslsinnu weundindusias
FansfumsBesaduuiiniAslvi nmsgamevesaniunsy uazdeyaiifivielugnitvuia
goaufinifinedetny waunsu Weswin DTLS 14 UDP wi3e SCTP unu TCP Swmdnidesdlym
TCP aundlothluldashaglusd VPN

DTLS 1ei#u 1.0 atfuiufulud 2006 laflsienarsuvuanaudelay udlésuns
fvualhduganadives TLS 1.1 vhusafeadu DTLS nesdu 2012 Anmsndgnimusli
Jumadnves TLS 1.2 Taglefumneiauinoituves DTLS 1.2 wislinssiunesdu TLS gavine
DTLS 1.3 Y 2022 Agnimualmlunadives TLS 1.3 wwderduasaiesdunount DTLS
1.3 fnguszasdiiielsf “nsfusziunnuvasaseidieuii [fu TLS 1.3] snifunstlesiu
fndy/msldanunsaiugilés”

laatoud VPN §1u71uu1nsIude Cisco AnyConnect & InterCloud Fabric,
OpenConnect, Eﬂmﬁ ZScaler, F5 Networks Edge VPN Client wae Citrix Systems NetScaler
14 DTLS iiodnwenutasnfunisiudsteya UDP uenaint duium iwesasilmifammnd
5995U DTLS-SRTP d93u WebRTC

2.6.2 X.509 (gUuuulususes TLS/SSL)

Tunsidnsia X.509 usnasgiuvesannnlnsauuIAussninUsewme (ITU) il
Amuagunuuvedluiusesddasisarlususes X.509 gnldlulusinreadumnesidaununesiy
fla TLS/SSL @aduiugiuas HTTPS TusTaroativaensfudmiuniseaiu uonaindesldly
woundindusenlatidu ate 1udidnnsednd Tufuses X.509 Wenleadoyauszsfiuad
as1surlagldaneiduaidia Tufusesdseneusedeyauszdin @eloaresdns uioynna)
uazAdaNs13alz (RSA, DSA, ECDSA, ed25519 1Hudu) deasunsilaegfoanluiuseamioasmn
enues Welususeslifunisasunilaegoonlufusesiidedelsvienunsnsaaeuaiy
gndeafeistu fFelususesiuaunsalifdassngitegiioainnisdearsiivasadoiy
yARABY VideRTIARUANLYNABIYBeNANTTIasULATTAM Y AddaudaiiAgatedls
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X 509 fafmunsiomaifinasuluiusestaduismsuandnedeyaifsriuluiuses
ﬁﬁadﬂaigﬂéfaﬂmé’ﬁé’mmmum naBRIUSaNe3TiuNIITIIdRUE NN UTB Tl
fuseslasumsanumlaglususes CA fanans dsluduseavarieslesumsamnilnglususes
u q doluaulfsqededidedeliluiign

X.509 gnimunlag “Standardization Sector” ¥84 ITU (SG17 vas ITU-T) Tu

ITU-T Study Group 17 LLasﬁ‘ﬁugmmmﬂ Abstract Syntax Notation One (ASN.1) Fadu
mmgm%‘nﬂszmwﬁwaa ITU-T

2.6.2.1 lasaainsvadluiuses
lassadreiimualilasuinsgiuavuansedluniwinienisisendi
Abstract Syntax Notation One (ASN.1)

Tassas19vedlususesmavia X.509 v3 deail
1) Tususes

) NUNELAYLIBITU
) VUYLAVTILA
A) TadanasAuatLgy
1) Yayeen
9) srpzaltnu lnessynalineunaslivdsainiuy
A &
2) VLI
%) ToyaRdaNsIIMEYRIRA lun danesiiuAdanssne Adansnsns
YouIaagusialsziageen (sl swavsedrduanases (Wdnl) dwwene (i)
2) danasiuaedulususes
@ 1
3) aewulususes

a L3

Wasddruvene (811) azidudiduvesdruveslususedagratiagnil
= Y

' ! o w v = < o [ = &
3189013 UAAZAIUVYIBUTVAUILIIANIZVINLDI BaLdaldunITeying (OID) gatuya

! o v v 1 Ao w a ° = o o a o | =
ﬁ'TWﬁ?JlIﬂU%@UQ‘UWﬂqﬂwﬁialuﬁqﬁw 53UUV{LGmU§UﬁaQG]QQUQLaﬁiUiUiaQWqﬂWUﬂﬁu%ﬁngw

' '
o W ) L2 =

ddnitlisinvioduveneiidfdeddoyailianmnsausznanals duvereiliddiyeragn
ag Jumnli3an uragdaslasunisussinanamnddndiuvenslususes

lassainaveaiestu 1 deg Tu RFC 1422

sUnuungluvesiiszyamzuesinouniuazisosfiszylilu X520 1o
3nmedfuurih Ussionuesmidadiidon

ITU-T Imihdssyanigvasgeannanninduavyanauildluiesdu 2
dieounnelihderosnvdnninduioyanuldsilévimnszesnamil fogamieans
thndunlddnfeidle CA duazansuaslognavsenainmedeassneossesna namniy
CA Buiiieifeniuotaameidoudaiesls uifinagliifedestu CA usnfnu egrslsfanm
ETF wugtvitlimmindedponvdnminduazyanauilisn dufuneitu 2 Jethiunmaelu
Sumosiin
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druvenglasunisuusinlunestu 3 CA aunsalddiuvengiiiasanlu
SusedlaamzdmsugalszasAanie (Wu dmsunisasnuluingddva winl)

v o [

lunnestunneaadiseasgaedligiudmsulususeusdagluienn
Iy CA @i (Aaiinanafialy RFC 5280)

2.6.2.2 wanalwaluiuses

uwanalwdfldiuiludmiuluiuses X 509 fmaneussinvunuanald
wianigdldmiudeyadu 4 Wy Addusae

1) pem - Buadidnnseindfiivaududiugs) luduses DER 7
1915%@ Base6d WUUTEIING - BEGIN CERTIFICATE----- WAy ----- END CERTIFICATE-----

2) .cer, .crt, .der - lagUn@vzagluguuuuluuns DER welususesil
19V Basesd AiluiSesundituiiu (g .pem fuuw)

3) p8, p8e, .pk8 — AdduTidseanauiiszylilu PKCS#8 anaaglu
sULUU DER 38 PEM idusiusag ——BEGIN PRIVATE KEY--—— Adfdnsiaasiusudag —
BEGIN ENCRYPTED PRIVATE KEY— waze19il p8e 1uunanalua

4) .p10, .csr — PKCS#10 1Jurveannuluiuses (CSR) Tuguuuu PEM
Jufude ——BEGIN CERTIFICATE REQUEST-—— uuuwasuimaniassduiioddlugsfeenty
U584 (CA) wuuesuUszneufeseazidonddyvadluiusesiiseve wu Foailsy (/CN),
3oy, a3Ang, §5, Usene TwdeAdansnsazvadususesiigesnsliasny Admaniaglésy
nsaausilag CA uarlufusesazgnasnduiu Tufusesidsaudeluiuses asisas @dld
assauzuslsififdaium) Feilususenssannsaegluguuuusine lévansguuuy uslasund
aulu prr

5) .p7r — AMBU vae PKCSHT s CSR Usznaudelususesfiiisauny
uazlususodwe CA Los

6) .pTs - anediuRdva PKCS#7 onaiilndvioderufiasuuduaty 19
Tu S/MIME dmsunisasunuludwanmvualilu RFC 2311

7) .p7m - PKCS#7 (SignedData, EnvelopedData) fomanu 1w Tl
\W159a (“enveloped”) YoAnu wsoannNeBLIa MIME muualilu RFC 2311

8) .p7c — 1A39@379 SignedData WUU “certs-only” U483 PKCS#7 fidou
a¢ Inglsifivoyalng Taswn dvualily RFC 2311

9) .p7b - lA39&3519 SignedData ¥09 PKCS#7 ﬁl@iﬁﬁamﬂa Hieslususes
wuutudanie CRL (iroeiintu) uslififgdius 1950u0u DER ve BER w3 PEM ity
Fuse -—BEGIN PKCS7--— JUUUA Windows lddmiunsuanivdenlususes sesiulee
Java usttinldunmana keystore unu Ssupnsneanluusesnuy pem sULUUTTABTT LA
Pdmsunssulususesduniinisiuses

10) .p12, .pfx, .pkcs12 — PKCS#12 91aillususes (@ns15ade) waghd

[

dus Hestusheswani Tulwdifien .pfx - Personal information eXchange PFX &aidu
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Juneuwes PKCS#12 (Inunfaziidoyaluguuuy PKCS#12 1w Twd PFX flasslu 1is)
11) .crl = snemsiinasulususes (CRL) wuieuiieanlususesazdn

PR

sensmarivuieldlunsiinasuluiusesnoununene

PKCS#7 Wunasgiudmiunisasunuvserdnsiadeya (Senagiudu
119471571 “enveloping”) 1iasandnludedldlususesensivaoudoyaiiasuiuudada
annsaslususedhilulaseasng SignedData 1a

2.6.3 X.690 (M3uin39ia DER)
X.690 10U 1msgnu ITU-T Assugunuunisidngsia ASN.1 nateguuuy

2.6.3.1 ngnsdhsiadiugiu (BER)
nnnsisaiugu (BER) Aengiuduiingllasmasgiu ASN.1 dusu
madstadeyalusuuuuluu nqueandl Sudensmduithensainsdielouluniw ASN.1
yundnudeniia (lud 8 Tm) Aldlunsdisiadeya

2.6.3.2 ngnsidnsviadilanisiu (DER)
Tnelassuilldlususedlugunuunmsidnsiia DER 4 DER (Distinguished
Encoding Rules) 1¥u BER uuuiinguuuunilsdmiunisaishensainisaieloudoyad
Faraudmiulnseairadoyaiiosurelag ASN.1 wWuifeadu CER msidrsa DER Foilunns
ihstia BER figndes DER wnileudy BER Taesindaidenuasdieaniiaun snifudidoniien

DER (Judiugosves BER AlWiBnsidrsiar ASN.1 ifles3Biden DER
fl¥dmsvanunsaifidndudeainsdrsimanis wu lunsdhsiaduuagdreliulad
Tnssasadoyafisniudesfimaauuidvaasaiumsuansuuuvoynsufiligfu DER Foidu
SULUUINATE L84 BER faoeghatulu BER Aydu true amnsauihswadualudilaldeud
255 ¢ Tuvauedl DER fABMthswaryay true HoeiBiAen

2.6.4 OpenSSL

OpenssL Aelaus3zenduiridmsuneundinduiilinisdeoarsivasaseni
\3etngneufiameitesiunsinilanazssyfyanaiioguatsnis Opensst gnlteeig
unsuanglu@sninesdumesiinswiaiulad HTTPS d@ulug OpenSsL Usznaumsnisi
Wslmmea SSL uay TLS Wldnuuuulemuresalausiindniideusionts C imihildhsva
FoyafiugruuasiiiteiFugAasenuning fusuies (Wrapper) fitaglianunsoldlass
OpenSsL TunwmsuimeslanaInmalsnIw

yafiswenduas OpenssL (OSF) iudunuveslasenis OpenssL Tuvaulaanig
nnmaneailug) Fesudsdonnasdninisldmudmiuiatuayunisdnnisnisiae wasdy
qU3IN1sTENSLIS OpenSSL (0SS) dudusunuvetlasants OpenssL dunsudyaativayu
aneng

OpensSSL wiauldauduniussuulfuinisusenn Unix d@ulueg (593 Linux,
macOS wag BSD ), Microsoft Windows tkag OpenVMS
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OpenssL sasusanasiunisdsfaiunnsatusiuiunis Tnefleidunisdn
swalaun AES, Blowfish, Camellia, ChaCha20, Poly1305, SEED, CAST-128, DES, IDEA, RC2,
RC4, RC5, Triple DES, GOST 28147-89, SMd

Hentulgunsinsialaun MD5, MDA, MD2, SHA-1, SHA-2, SHA-3, RIPEMD-160,
MDC-2, GOST R 34.11-94, BLAKE2, 7311, SM3

Hesdun1sidnswadiefdaisisaglenn RSA, DSA, nisuantUasudd Diffie—
Hellman, t@ulAa193, X25519, Ed25519, X448, Ed448, GOST R 34.10-2001, SM2

(MsunUauuvanysaluvulasumsativayulagldidulans Diffie-Hellman Aausiviesdu 1.0)

2.7 n1saeansaunlng (Near-field communication; NFC)

2 v A & o g v 2 ]
n1sdeansuuulndawiu (NFO) Aegalusinaaanisdeasivilianusodeassening
fa & a ¢ = iy N v ' o = '

gunsaldiinnseiindasaasetluszeynia 4 wu. (13 17) vivetesnit NFC diauensideuse
ANILEIEEIUNIAIATINEneTEsalddmsunsynaunsuvasnsousie Sanefiaunse
THnulaiuferiumalulagnisaszazlnddus NFC Iugiuuiainnsiliousionuumidei
srrinuaadaudantiiaesduuugunsaifsesdu NFC wuaunslnunisdeans NFC Ty

a =

AenafeIvsensansiirniglyaiud 13.56 MHz Tuguaiuding ISM Aludlueygyis gald

funilan aeandesiulInsgIudumesivlanieIna ISO/IEC 18000-3 Nénstayanius 106

=

fia 848 Aladn/Auni

Wosu NFC lavreimuauazduasumalulaglaaivuauinsgiudmiunissusesns
UftRnudeimuavesgunininisieasivasafoannsovilalaglidunouiinindhatanu
Fenfuilldfudnasiauasmnasnuinusidmniunsinsalffueieteiuiidnuyana

2.7.1 1193751 NFC

131U NFC aseunauluslaneanisdoasuarguuuunsuwaniUdsudoua uas
emuanAsgIUANTIEYFBAAUANEINY (RFID) Aifleg 5aufs ISO/IEC 14443 uag FeliCa
1ASFIUTEANETILEY ISO/IEC 18092 wazanmsgiufisiuualng NFC Forum wenain NFC
Forum uaangd GSMA delammuaunannesudimniunisusulduinsgiu NFC voe GSMA
nmelulnsdniilefio Aune 81189 GSMA Lan Trusted Services Manager, Single Wire
Protocol, MInAaeu/Mssuses uazesduszneuauUasasugunsainnmiilaldau NFC
ansnumienfurenduaiueundiedutu iiles uuiindidnnsedndviethizuiledouse
fuszuuiisesiu NFC Aunaniifuinmsguvediuslanea NFC wiuilweluladiunssudns

Mluszuunauniing
lUsunsueygmandansdnsdmsu NFC Mdwegseninamisidaulag France

Brevets dufunawudndtnsiidadtulud 2011 Waunsuiiogszninanisiaunlag Via
Licensing Corporation Fuduusevanvdaszues Dolby Laboratories uaggiasluinau
ey 2012 lausid NFC wuulemugasauazdaszaoinanosy libnfc dliuinisnels
iuaigfgm GNU Lesser General Public License (LGPL)
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woundindutiagtuuagiinininazilueuian 1éun gnssuuuuliduda ns
waniBsutoyn uasnssernnsAeasiidudeuunniu i Wi-Fi e Tuuenaniidegunanl
fidoudeiniomillingdonsedumesidndniaiomisiamsananivasudeyatuuinig
soulaula

2.7.2 9ONKUY

NFC iugnnaluladlimeszerdu Tnsvhluseaiiszarring 10 eu. (37 ) vido
tfoynin NFC vhamufinnad 13.56 MHz uudumesingmnaeinia ISO/IEC 18000-3 uaxfisns1
Faust 106 AladinAunit 81 424 Alade/Aund NFC Snusznoudefaisusunaztmang &
Gusuazaiisauns RF fanmnsadendsnulifudmmneuuumatls feilfidmmne NFC
fstuuuiiBeudiennn 1wy wiin afinines manaue viendedildléundanunsdeasuuy
desyifieuas NFC anunsovhldmngunsnifsansfindany

uin NFC fdoyauazlnemluidunuusiusgnafes uioradeuld gudnaiunse
fvupsiasld vselddanmunvas NFC Forum uiinanunsadafiudeyadiuyanaseavasn
fo 19y TeyatnsiadauwazUnsinshn Yayalusunsuazaunziuy 59 PIN uagsneayanse
Tua3etne sadadayadug NFC Forum fvuauiiniussunniidiannuiuasanuaiunsaly
msdeansfiuanaiuluudresrnuansalunsiuartienud pnudasadenisiiu
TOYALAYANUNUMUABNNTIEY

Weeu walulad N3ALUY Proximity NFC Tgnsieusaluumietinsening
@eInIARUUNaRuegindlAesiu Feneduduntieudatnueinieldediefivszdnsaim
\eannszezneiifeadesiudosunilafisuiuenueneauressdudmanliih (Rduing)

a qu a o Ly o‘dyd a 1 1 < 1% .
Y9I (Uszanad 22 wn9) Ufduiusiignisendy auuuwdmvanlng (Near Field) auny
- v g Y R ' Y A | A a
wiwanlihadululadenswensondn uwavunuldiindsnuunesnintusiuuvesrauing
@uluaduuimaninihiiieidesivauulniidusiig) Jsheannissuniussninsaunsalds
W = a A a a U A W ¢ & a - A

nanfunisdeasmaingles irnnudieiuvietugunsal NFC duq Negusninilovauiuni
Aslald NFC vhauluguanuding ISM gdldmlanuaglilasuauniain 13.56 MHz waanu
RF dulnginsgandiegluiuudian £7 kHz Mdnasshifiugruanuiity wi anunhsaunasy
Y9N3 SIFIN LT 1.8 MHZ Lites0e5udnsdayaas

JEHENITVINNUAILLAIDINIANINTFIUVUIANLTIASTALAL TEAUNS N UNANITBID
gaflauseunns 20 au. (7§ 97) (wilunmau o seegnisvihauldadsiiv 10 wu. vise 3§ i)
Wssmsuinllesnaeniasudyanaeiagnivlunssuaulaeiivinlaveleglndifes uiin
913RBNENEBNAINNURIINA DL TDE AR
WM ISO/IEC 18092 5835UsnT1UaYa 106, 212 vise 424 Aladn/Auni

- a & ! ¢ a v ” o v ! 3 = <

nsdeaTAnTusEnIgUnTal “Fususu” Nldnueguazaunsaiidviuneg Feenadu

1) wia@n Inggunsalisusuazyimihiduauuuimvannive
wazgUnsalilhmneazdeaslaenisuuawmwimanannsznu lulnued aunsalidvneens
FandsnuanawLuiwan s susudamli
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2) adeuAad lagvivgunsalisudukaraunsalidmunedeansiulagnisasieilas
Yaaiesaduiu aunsalazveadidyrasiesuteyaaindngunsainila Inuadivuali
gunsnivivaasspsliunasangl

A1 2.2 NSTBUAMNLTILAEASNTHRENTLY

A5 (Aladn/Aund) | gunsaliildaueg guUnIalLUUNIATN

424 WUULYELADS 10% ASK WLULELRDT 10% ASK
212 WUULYELRDS 10% ASK WLLLELRDT 10% ASK
106 fialaasanuuad 100% ASK | uuuwanas 10% ASK

NFC Tdnsiinsiaasawuuiuanseiulunisanelowdeya mngunsalitldaiued
! v - < a a = v £ g a sl 1w al‘ v v
dngloudayanninmss 106 Aladn/Aundl agldnsidrsiauuuliamesiusuisundmion
msuegan 100 wWesiguslunsdidugimunasldnisidrsfauuuwuuranesinelidnsinisue
gLan 10 Woslgud

gunsal NFC Mildeuegnniasesanunsavinululyuslalvuanivizovanslvuala

1) m3d1ansnida NFC aeliigunsaifisesiu NFC wu aundvlvu vivthimdleu
aundmnidn Grelvigldvheanssusneg 1wy msthszRunieniseenils gnisdiassninleas

2) \nvessuATeu NFC Haglsigunsaifilaldanu NFC anunsasudoyaiidniiu
Wluuiin NFC s1enlaiunsdiilsegluaanvidelainesdaaiosls

3) NFC ilesyiind drelvigunsaliilnldann NFC aaarsesanansodoansiuiie
uanuasudeyaludnuae ez

witn NFC Aeviheifiutoyanuumadiiigunsel NFC annsaeunasidoutoyaldluuiensd
Imaﬁ”ﬂﬂ%ﬁﬁaga (u U 2015 Hvu1asening 96 a4 8,192 lus) wazifunuusuagradenlu
nsldalnd wioadeudils nsldunuiamsiaiudeyadiuyanaiivasads (Futoya
s wndnnsednsinsinteyalusunsuazaunzuuy vineiavuszdi (PIN) uazsedesinsie)
win NFC anunsadnsiauuuimuaedlaeings visldtomvunanizvesgnamnssy

2.8 Flutter

Flutter iuyaimuigendurf Ul uwuulemugesafiaiialag Google anunsaldwamn
woUnaiatuduunasnasuaingiulaaderdmsuliu Fuchsia, Android, iOS, Linux, macOS
uag Windows Tn Flutter Ié3unsyafisndausnlud 2015 wasdadludeunguniau 2017
wa Flutter gnldunielulag Google luwaundiadusingg i Google Pay wag Google
Farth sufislnetnifanneenduissiedue wu ByteDance uaz Alibaba

Flutter agaranoUndinduiififuiunissuneivesines fadstoyafinmaludmin
elagnse Fauansennsudn Ul Bu 9 Snuinunefiondeunannesuthmnediednnidy
IuN95UAes WU uey Android fiuguild Android SDK sedugunsal wie i0S SDK 4 Ul
stack Tushvasunanvlesuihmng nismunuduneunsuanHaTes Flutter Ta8anAMEsEN
Tumssessunasunasmios 1esnamnsalilan Ul Audleuduldfuynunasosudivaneg
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2.8.1 Dart
Dart tJun1wnlusunsuiieanwuulae Lars Bak uag Kasper Lund wagiaiulag
Y a U <@ A A as [ & @ ¥ £ <
Google asaldiauILeUnaatuuLIU Hohie WsWies waveanieUls wavdaluniw
nanlglunsimuueundiadu Flutter

Dart unw@eing Sapana uaysrusiuves (garbage-collection) seliensal
wuu C anunsameulnadulanases JavaScript ¥sa WebAssembly 16 seasudumesine find
B ARNAUINTTIN LAUBINWUUTING wazn1seuNuviintaya

2.8.2 annUnenssu
Flutter gnenuuuinliifuszuunuuiaeifidevensls Ussnauselausisass
paneaiusazgpivniawosfogduans hiflaweslafifavifiavlunsdfaaweidua
wagynaduveasuisngneenuuuinliluiudenuazanunsanaunuls

Framework Material Cupertino
Dart
Widgets
Animation Gestures
Foundation

Engine Service Protocol Composition Platform Channels
C/C++

Dart Isolate Setup System Events

Dart Runtime Mgmt Frame Scheduling Asset Resolution

Frame Pipelining Text Layout

Embedder | ‘ ‘ ‘ ‘ |
Platform-specific

Ul 2.19 anlnenssu Flutter

dwduszuuufiRnisfiegnield ueundiadu Flutter asgnussqludnvazifen
funeUnainduuiingy 9 Taeilen (Embedden) lamzunanlesuazivinidugaiEudy
Usrauauifussuuufifnisfiegneldiftodfausnisseg wu fufianmsuansua nisidnis
wazmstoutoua wazdansguimsnsaiteru milsudeusneawinzauiuunanes
1 UaqUude Java wag C++ dmsu Android, Swift ag Objective-C/Objective-C++ @Sy
i0S wag macOS uag C++ d1m5uU Windows uag Linux n15ldailass 1an Flutter a1unsnsiy
dfuueundiatuiifiogudlusuuuuluga visldnenafudemfanuavosoundindufly
Flutter fishilssnsiuauanndmsuunaavesutmueialu usfsdisishiug Sndae
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#landnues Flutter fio Flutter engine 3sanulng)deugdianis C++ uasaesu
flafuiiugruiisndusonsvhauveaueundindu Flutter Havua louduiiinthilumsudas
anfiusznautulunmusamefnnasaiisidusesmamsle fuduihilinsldausedus
Y94 APl winves Flutter 53uien159nI1edanuns iin nssudslayaliduaziasevie sulnd
Dart uazinvesilonesilng

uIutgniUanedinsuidsn Flutter #iune dartui @avievalan C++ Mogilad
WaemeAana Dart lausisilnkediulsenauiugIussAugn 1l AaNadmMsuAIuANIE UL
goun13Tutaya NN wagNITUARINAYBAINY

Tnavily dnimwnazldnouiu Flutter iunsuidsn Flutter adunsudsniiviu
aduuavnaualDwaAaUt Y Weumenw Dart wisudsniiusenaumeyalausis wnannasy
LAgLe7% LagiugILNATUASY FIUsENaUMBLALLBSUATETY LTUIINAWNTUUY Laun

1) panaiug LAz UNIsauYsEnoueg Wy uelud Manm wagvivng
fuita Sathiaueuusssuilituilumiloiiugiuflegidemds

2) wwesmaisuaeslvunusssudmiunsiansiadiond deawesd anannso
aflassadrauuudulivesiagiisunesld auannsodansiaguanduuulauiin loe

lassadwuuaulitedunnadiondlnednludfiiieasyieunsuasuwlawainm

3) iwoindndunusssureinisUsznoy Tagisueeiutasiuluaisesnng
sunefagiinanaiiaenndosfluawefinda uenanid laweindndseliauimuanis
sufuvesnarafinaansatnduldlnild dReaweuuzilumansideulusunsuuuy
AaUANBY

4) laus13 Material uag Cupertino iausynnIvANATOUARUElYadILUTENOUY
fiugnuvetawe Aol YIN1588NLUY Material w3e i0S Ul

wisu3sn Flutter fvunadsuinadn filwesseiugmangogsittnifaunenslign
ﬂ’@uméﬁuuﬂugﬂLLUU%QLLﬁmm sufeudnduvosusazunaniody wu ndowuasiiu naen
auilaesilidufuunaniedy wu sadnes, HTTP uwazueiliudu Ssadiuanlausivdnves
Dart wa Flutter ufininauisdiuananssuuinaiiniiendt AsouaguUINNTANT WU A3
Frsvduneluney MsnsedeuansYes Apple Lagatlugy

2.8.3 lassasavesuaunaiadu
LLNumWfﬂ'alﬂﬁmmmwmmmdauﬂizﬂawm6] fivsznevfuduuey Flutter
Wlufiasraiulaeds flutter create ununMTLanIfwMswes Flutter Engine Tulassadna
il huweuimues APl uagszufiiulén (repository) fidutsznauusiazdiuag fosuedu
avazesuemdnriunsiildtuilulunmsesuedinlszne ey Flutter
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Dart App

Dart

Framework

flutter/flutter

dart:ui

platform-agnostic

C/C++ Engine

flutter/flutter

Embedder API (embedder.h)

J\

Embedder

platform-

Runner

flutter/flutter \

platform-specific

/ﬂpp repo
-

JUN 2.20 1aLgadeing 9 veuendady Flutter

2.8.3.1 wauUwalAdu Dart (Dart app)
1) Usznevdaldndngetuiieadis Ul fidesnis
2) ALIUNTRUATINENNNGINT
3) WnwauweUdudnves

2.8.3.2 11511330 (Framework)
1) W APl seavasdmiunmsaiaeuamnings (fegragu Iadn n1s
VAABUNIINA N1IATIIFUNINN ManDald wagn1sduns Tomnu)
2) UszneusuinldnvasuoUndinduduain

2.8.3.3 18U (Engine)
1) fwhiudamnidusuuuunsames
2) TsvhauseausveILnunaIawes Flutter APl (1Wy nsfin A9
JoAu wagsulnyd Dart)
3) WaeilerFussauiirunnsuisndu APl dart-ui
4) ysannsfiuunannasusing 9 e APl s

2.8.3.4 e (Embedder)
1) Uszanunuiussuuduanisnmeladmsunsntiausniseng o wu
fufnsiswees madii uagnistleudoua
2) dan3guBiua

3) Wae APl mzuwanna ey sannisiiwadnluduey
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2.8.3.5 25U (Runner)
1) Uﬁzﬂau?}jumuﬁgﬂL?JmLmaimaﬁaﬁlqﬁuﬁi’mﬁmmﬂmmmﬂwﬁm%’uﬁ
ausaldaulavuinannasudvung
2) vidugnadstulag flutter create warfidvondufianuey

Y
2.8.4 sgUuMsAle
Inglu Flutter weniu lisuunanayaaaiiany azilszuunisiladetaeuuuae:

1) Material Design fan1saleiiaes Google dSU Android

2) Cupertino Design Aan13aleuveas Apple @115 i0S

9¢13l5finu Cupertino Design gnunudilag Liquid Glass ué Tasludagiuii
Flutter dwhnssmasounazuilalnsiadassuuiled dnfu mnddianndesnsldionving
Liquid Glass Tuweundiadu Flutter Fadnfudosfianunanayanafianunouluvned (Flutter
nestu 3.38.5 & naniifiu)

Material Design Aantwinmsdlaifignitannles Google uazgnilafnsaun 25
fquieu 2014 uaziinestundn 3 nostusedu Tasinesdud 3 gnilasaluau Google 1/O
2021 uazii¥odn “Material You” (usidas33uen “Material Design 3” Afagnldanudustnauni)
uagluau Google 1/0 2025 fn51dadh “Material 3 Expressive” Fafun1sufuussdeain
Material You 1fuds13u Android 16 wag Wear OS 6 waganinsngeazideaiianfiuieiy
Material 3 1 https://m3.material.io/

2.8.5 dudnserldnTufAFen

Uuiiuiy Flutter Wumlsuid$n Ul LU reactive way declarative Fatiniam
Jugdawsunmsuuuannanuzueundindul Udianugdume sy uazmsaisnazvimiii
SUiandumosinevns sulniideaniugveweundindudsuutas lnnailduustunals
NNUTLNAN Facebook dmumisanisn React veswiniv dasamiansnuynuvdnnisesn
LUULUURGRLANEUsENS

Tumsddn Ul wuudadudnlng aonusiduduvesdumedinugliazgnosuis
disandufen aniuisueaentudelandld a fulnl ionouaussiomanisal A
VmeUsensuilsvesuuineiae Weneundinduiinududeunnniy dniaunsudugos
nsuhdauzasunlasiegnslsaaanste Ul dhegratu finnsan Ul delud:
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Color Picker — X

Color Hexagon  Color Wheel ~ Color Box & Slider

OR: 49 =
O 139 5
OB 189 5
T@H 201 5
Os: |73 =
O |74 =

sUN 2.21 wihenadend

= aa A P ' a & S oy owoA = v

fnanenfanunsawdeuaniugls naedd, unudowand, Judiden wWegldlsneu
fiu Ul nmswdeuudasassasasvieuliiulunni fiandiedaniniu uusazlasunsgua ns

A 2 v | | pu3 a & ¥ ° Y a ¢ A |

wWaguwlasdntesludnladiunilwedunesinedldorsiliineviindaiudimanssny
fulAnfiguileuayliineadesiu

TBundyniegramilafouuinaty MVC lnsiinudidayanisiuasuudasluds
Tuwarupeulnsaaes Mntulueasznvaouglniludumuesiureulnsaaes agdlsfnu
n:' a{yd < 1 [y} d' v (Y] I3 I3 3 3 d’
getindulgmiguiu Wewwinnsadinawaznisounsesausznou Ul iludunauasstiunouil
wenaniuTae1aligsniulaegnaditenie

Flutter n¥augemsudsndaddnoudu q Wuumedulunsudladaymil 1ne
wenduimeiivegldosnainanugugiuesnsdaiau fe AP dlnd React Auavadamedl
oSu1e Ul ity LLa::L‘V\Ii:uLﬁ%ﬂ%@LLaﬂwﬂ%’miﬁmmmﬁulﬁaa%ﬁw’%aé’ﬂmm@umaﬂwsﬁﬁﬂ%
ATUAUALIZE

Tu Flutter 3nidn (Ad1efvdnUsznoulu React) azuanwhenmadilsiiuaeuguds
THlunstmususuiivesing Iadamardgnldifodansunudeinfuonandudmivles
19 Feanduagldlunmsdanmsunuieingiuenanfudmsumsdszneu silandnues Flutter
AoyavesnalnlunissmamdruiidaulasuesunudAniinegadiuszansain nsuyaunms
vangunuiesTngliduunuisszduaiwosing uagmaunsnszarensiasundasludauny
fdendnmeni

Indnuszmmdiudnsedlilaanisieuivwsen build) Faduilaiduiiulag
anuzlu Ul
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UI = f(state)

Ul 2.22 gnsuansmsvnauegnang
wisan build) dusmuniseanuuuudniuwsenfifuazensiiaelifinadafes
yhlusesiiuainsngnidenlflaewsudsnidolnsilédsndu (Hululifazosnnuasiinig
Benlindsadetondans)
Bifodnvuzanzdulninm nanizasdenisaiuassharetagesn
30157) 89 Dart thumnedwiuanuiidufiay

2.8.6 Usgih
Flutter eftunsnidndulude “Sky” wazvhauuuszuudfonig Android 7
msdamglunsUssyugaeeniniiaun Dart Uszd1d 2015 lnefignusyasdiiszylifoanunen
wanaaldegamiaueil 120 wsusodund Wotudl 4 Sunau 2018 Flutter 1.0 Wadluns
Usgau Flutter flasunou

Tuduil 6 ngunes 2020 YesiamuweNsdLf (SDK) Dart esiu 2.8 uaz Flutter
1.17.0 lasunmsweuns lngiiuni3sedsu Metal API

WeoTuf 3 Juiau 2021 Google 1alUad Flutter 2 sewinenanssu Flutter Engage

VY a o &g v ° v & P Y &g v
paulal LALANALSUABSTLY Canvas @ %SUIU wanwileanansumesily HTML wagnis
aﬁuaquuaﬂwém%’umaﬁﬁaﬂwamaqﬁfm%'u Windows, macOS, kag Linux uananniey
WFeuU Dart 2.0 Fesrudansaduayusuaulasadenuu null (null-safety) AuUaen
Fouwuu null Wumadenlureuusniliosanilunisildsuulasnssivguaydesduldlu Dart 3

a

Unenlud 2023
Tufufl 12 wauanau 2022 Flutter 3 uag Dart 2.17 T#¥unsimeunslaeinig

o
e

[ 1 (3G 3 1 N
DI ULNARNDFULAANVIDUVNNUADY AN S

Wiatuil 27 ganeu 2024 dnannyuyy Flutter I1nuniislausenadady Flock
= s o A ¢ & b 1 | [ a v @
Foduneitunenues Flutter ndgaUsvasdiialriitasdon1ssiuinun Tuvaeifediunding
ShwinnuaenndeiuynnsUasLLUasAnvulul ARG

Tt 2025 Google Famaimun Flutter sialumeanitnenssunuulugarsnlasu
n13UFuUTe N13sesugunsalitule waznisiuUsEanEnIw ARM loT snufiseyliluwnuanu
atuUTuUge

2.9 Git
Git Wuszuuredursmiuauestunuunszane faunsadanisiiestuvessesalan
N v Y v gv A 3 e o s s Y
wsateyals dnldiieniuaugesalanlnelusunsuasiimugeduissiuiu
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2.9.1 Gitea

Gitea LHuynwanduas forge dmsunisleadssuumiuquiiasdunsimuyens
wasleeld Git 2890 INIVIINUTINAUDY 9 LU NTAAAINTN N1IRTI9aULARN NITNETU
590819601193 (Continuous Integration; Cl) N3zAU Kanban seuuTenulyn wazin 584
Sumsleadsmenuias wazdlduaunudarsisazvosyanadinislinldaunsdnie Gitea 1Tu
| = = Y . ) s A [y
dunilaves Gogs uazligumen1¥ Go Gitea anunsnlaadlauuynunanasunsossu Go s
fi9 FreeBSD, Linux, macOS wag Windows lasansilasunuativayuain Open Collective

2.10 A% (C Programming Language)
mwddunlsunsudmivinguszasdmluaituludimenssy 1970 Tagiau
Tainguardimslasumnuieunasltnuegiininwnwhenisesnuuumu@viivlisunsumes
ansainianudnuazisguesandnenssudigmlulalaenss deusuusslimne fuyad
& Wvne 11wd grihanlduasdiashinlflumsiamnssuuljianislesnesgunsaluas
audnluslameaudnisldnlurendufueundinduidsanasnudgnihmlflusoufinnes
FausgUaineuiumefuualngiiaaluaddlilaseeulnsamosiuadniianuas szuuiie

amwddunwidanszuaunsiidniusesiunsideulusunsuuvuiilassaisveuiun
Fuldadmiuaznisdentidessuuriadoyauuuasiinte@gnesnuuuniionsnoulng
iielvansnsainfsmiheanud waglaseaiieniw lussiumdauuiuddueiosliogned
UseAvsnm Tasftovusiisossuulnidush uwirsdaruannsolusedus uiniwdfgnoen
wuuseatiuayunsdeulusunsutraunaniosy Weunsud faenadostumasguilden

¥
=

Fulpeeidefannyanuisaluniswnnianuisaraulnddmsuunannasunauiimasas sy Uy
UfURnsTivanvane Tnefinisildsuulasesalaniiiesdntdes

wiTanwidaglausFinsyueesniw Fagllifinaandivendouuisedieiingly
My usidauBanguiisseiivrsessunmaniRmanduld fegarunmuuntaguas
nsiivveztudarlaglausiinieven GLib Object System lag Boehm garbage collector
AUAAY

Faustl 2000 Hususnnnd Iaumsiasusuetneseidedieglususuaningsanly
sl TIOBE adlumsinmnufenvesnwinindeulusunsy

2.10.1 Usgim

2.10.1.1 MIWUITIIN
funveanw C fanuidenlssegdlnddaiunsiamunssuuufians
Unix Safuiideusieniwineaisuuauy PDP-7 Tag Dennis Ritchie wag Ken Thompson
TngiuunAanatgogaainiousasemaly Tuiigamnnfdadulaghessuuufuianisluss
PDP-11 199594 Unix saiisiuu PDP-11 AldSumswanndenwiweaanuiivuiy
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[

2.10.1.2 /¥ B

neudduseinisnwlusunsudmiunsiuungiaadmivunannosy
Tongd wamenendouneulniasd Fortran neu walulddnfdmanaudadulazadng
estugeveinulusunsussuy Avmudulmite BCPL wnu Mmosungegiadumianis
399 BCPL Falundouldvluvnziunaznendduldudlalionnsally “nsedu” devauay
Ad1efU ALGOL 7i3eudnendn fi3endn SMALGOL widenuadns 491 B Tngesuieindu
“mUMINEUDY BCPL #iillaa1nsal SMALGOL $1unusnn” wuieaiu BCPL, B flnoulwiass
yraunsUilesuisanuazmnlunmawe faludueiedmlufian fnsdougiaaedaiimly
B wsgsiutAvlunaglianunsaliusslevinnauandives POP-11 wumsiddsiieglusils

2.10.1.3 71w B Tnsduae C Juusn

Tl w.ei. 2514 S¥BiFuUTUU B iteldnmanfives PDP-11 Ainsemas
akatt ﬂmﬁmLamﬁﬁwﬁ@ﬁaﬂﬁzmw%’agaé’ﬂms SNt New B (NB) nendduuld NB
Woideu wesiua Unix wardaruuaveanfnuaiianianisimunnie
AT 1972 Snafsszandeyaiivarnvansinniulifuniun NB n1w NB Tendisdues int
way char wazldfinsdiunesnes anvainsalunisadranesmesludnsznnsuy o158
yosnUszLan uazUszianigasduanilaidu erfisdmeludnalldFumsujifiasiondy
woame$ Insideursylmassiv wasdsutonwidu

[ '
aaa s

maulmaed C wazgfiaaundiunas@usigaedlniaasignsiuegly Unix 13a3du 2 Fusen

nv81991 Research Unix

2.10.1.4 laseaseuazn1sileu Unix kernel Tol

T Unix 105 4 G minglufoungadnieu w.e. 2516 wnesiua
09 Unix Idsumaideulndetnanirsvnadisniw ¢ lunandu nwn C lduanaudafings
WAV WO UIUUTELAN struct

miUszinanaalminlasunisuuztuszunul 1973 muminugtinves
Alan Snyder waggadumssouiuisslovivosnalnnsyulidifoglu BCPL uagPL/ 1ies
FusauddlianyndinglSiaznsunuiiansauuudiewintu #include 3 #define fanlns
Flaidwsfimes ndwniliu Adnnsveneduiy Tnedwlnglag Mike Lesk uazsionn
g John Reiser iiesanunlasiifiorsfinuuduasnsretlnduvuiouls

Unix Wunilslunefiuassuuufifnisusng Mideuseniwduilaly
AwearUUATIgeneuntilau sruu Multics @udeusienten PL/) uway Master
Control Program (MCP) dw%u Burroughs B5000 (Fadsugnenis ALGOL) 1ud 1961 Tutas
U 1977 Ritchie waz Stephen C. Johnson lgvhnsidsunasdinfalisunwiiiesiue
ANUAEAINTUNITHAMITEUUUYTRNISUNIX Aawlmass Portable C a3 Johnson L{‘Ju‘ﬁugm
dwsunisldanu C vuuwaswasuluie vansunanneosu
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2.10.1.5 K&R C

Tut w.e. 2521 Brian KernighanttagDennis Ritchie IaRNunnilade The
C Programming Language aﬂ’uﬁuﬁﬂ%gqLLiﬂmﬁfﬂ?ﬁaLéufﬁﬁﬂﬁﬂu%as}a K&R mm%asia%mi{
Jouuagyimthiifutermuedilibumanis vesmwifunamaneBneftuvesniw C 7
osuelilunifaielauiinGentuin “ker € ilesann nifsdeiauildsunmamounslul we.
2521 3a3unBnegiein C78 nidoatufiuinsiiasnsounquanasgmu ANSI C Tunieuds s
gnaniwaly

K&R Iiiuilae i unwimansegng

1) laus3dune/toinnunIgu

2) long int Uszinndeya

3) unsigned int U’izl,m/l‘i’fa%a

4) shffunstmunruunaslusULuy —op (WU =) givdsudy
SULUY op= (Hufie -=) iilevdnanumnumannuvneiiisanlassairadu i=-10 Jegn
fiarun i = 10 (a0 i a9 10) wnuilasdunnumnediddlaly (3 i @u -10)

windsandnismeunsuinsgIu ANSI U 1989 udanaw Wunamaned
7l K&R C fansgnfiansanindu “famssudisdign” Musunsunuesaiun C Badeiilofoinis
mnuanansalunisnawligean iesanaoulmassiumsuuinndinsgnldnusguaziiles
9nlAn K&R C MiTsusgsziinsy Ssiaunsadulununesgiu C leguiu

Wi C nasdusannzAmualiilendudadinsuseniaussinmegatnauus C 1ot K&R
smualsiriduiidsdumussinnduitlaldvszion Amualfivhiy int faedossenianould
s Herduildlaghiinsssmadimihayieidsiususziamitiime int 13
2.10.1.6 ANSI C uag 1ISO C

Tuauaemenssy 1970 uag 1980 n1w C westusneg gniluldanu
Tu peuiimeswnsuilneuiimesuaslulasreuiimesnainaiegusnds IBM PC fag
doswnenufsnvesreufinposUssnniifiuuetienn

10T 1983 anduinsgusianfendiu (ANS) Tédafsanenssunis
X3J11 Lﬁafﬁ’mummmgm%qmm C x3J11 Mumsgnu C ABenunslFauuLIEUY Unix
Huiugu ogslsfmuduiliaunsonnwildveslausnd C vu Unix Iégnasialugsngusin
11 IEEE 1003 iiteldiduiiugudmiu wmsgiu POSIX Tud 1988 Tut 1989 wnsgiu C 1#¥u
ns¥useudiu ANSI X3.159-1989 “nwilusunsu C” edduivesnwingnifendt ANSI C,
Standard C viiaunansaiienii C89

Tud 1990 1AsgIL ANSI C (nFounisidsuntasguuuy) 165uns
$useslagasdnmsunasguaina (S0) Tuie ISO/IEC 9899:1990 FvunansuFandn Co0 e
A1 “C89”7 wag “C90” Jaunefanwlusinsuiediu

uAenfueAnTIATEUWIsADUY ANS! laldimunanasgu C fe
uLosdndely udazrdedsianasgiu C ana dagualasanzyinau ISO/IEC JTC1/SC22 /
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WG14 msiunssgiuannaatuuiulsanidlussaudssimadniintuneluniladngaanni IS0
WELNSUIASFIUAINE T

vilsludminevesnszuiumsinuaiinsguaw C Aonnsaiiey
Wedldnvos K&R C Tnsgamiennuantadiliidunsnsaneegnaiignihunlflunievds angy
nssumanaspudldifiunuandRiAudnvarsegadudunuuiiaidu @uanan Ce),
voidwasLnas, miiaq%’usqmé’ﬂsuizLLaSﬂwwwﬁaaﬁuﬁswdﬂaﬂszLwﬂ waznsUTuUTInslUsIwa
woi wiihensaidmiunmsusmamnaiinesagliiunsuuugslvismsuuuuildlu G+
wifiganseygaliliBumedinie K&R emuthAulsiuTesaldndisley

€89 lesunisatuayuainasulmass C lullaglu uazlan C adulny
dwlngild 89 Wuiugiulusunsulag MBeusieniv C wnsgrusinty wazldiide
aunfigleg Auegiveninuag asvhauldesnagndesuuunanwosulag fifinsldou C 7
aannaediuansgu neludadidavemineins wnlussdnsyds WWsunsueraneulnala
arzvunaatiesulaunanrlasunils viedeeeylmassianizwingu ey osnn
nsllavsinlidunnsgiu wu laus3 GUI venslimnandnvauzianizvesnelniass
vidounase syl 1wy vuaiuiueuvesrintoyanazadiulud

Tunsdifléndosanusnneulndliilagneulnaeifiaonndosdiy
uasgiunioneulnaeiily C Luu KeR fu  sTDC awseldulasieutddnoeniy
dusasgunazaiu KR iletlesfunislinuand@niionglu C snpsgruvunesilwaosild
C UUU K&R

NFIIINNTTUIUNTTANUALINTFIU ANSI/ISO Tarimunan1wn C §iaa
aoudrsmsiifunamans? Tl 1995 Insweunsnisudlumssguaton 1 vewinsgiu C U
1990 (ISO/IEC 9899/AMD1:1995 Fai3eniusendlaifumsnisin €95) titeudlusieazienun
Usgmsuasifiunmsatuayugednuszannaiinseunauunniy

2.10.1.7 C99

sy C lasumaudluiufnlugisuaenmssy 1990 dwalviing
A 1SO/IEC 9899:1999 TuT 1999 Falawialuizandn “C99” seanldfinmsudluiiufiadn
anunsalag Technical Corrigenda

€99 lhiausnuaudilmivargysenissiutailsituduladyintoya
Talvanewia(sude long long intwlia Yaya complex Fldunusviundedon) ansissid
arwgnudsiulfuavaindnendissiangunsatuayuiiiludmiuiaumanos IEEE 754 A3
arfuayuilasLuuuUsiu (nlasifsiuuendfioumd wUsiuld) ussnsatuayuau@aii
wuuuTTiRReTituiuse @ // wwdeatulu BCPL vide Cr+ auautiudiivarsesndldgn
il dudruvenelupeslnass C vareaduan

Tngdulugudl C99 aunsaldausiuiu €90 1a uatinadusnauin
niluusnu lnsiowizegnads msusemailiifszydssionagldeifintnisivualae
Uienednsely fimsimununlasinnsgiu  STDC VERSION  wieuan 199901L titesyyindl
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nsatiuay C99 aau twiaas C duq 1wWu GCC, Solaris Studio wavmaulnass C duq Tulagdu
soasupuautRlminategivserianunves C99 agrlsinu aeulmass C Tu Microsoft
Visual C++ Tdu1nsg1u C89 wazdiusneg voe €99 Asndudmsunisldnusmiu Cr+11

waN3INT UMIFIU C99 FammualisesFudiseynly Unicode Tu
SULUUYIBNYTEIAY (WU \u0040 ¥38 \U0001f431) uazuuziilvisessude Unicode Ausg

2.10.1.8 C11
uUFuUsanassu C atulmidudulul 2550 Taedentuagndliid
91537 “C1X” qunseviadimsusemaldunmsgiu ISO/IEC 9899:2011 aeaifumisnisluiu
71 8 §uAu 2554 AugnITUNTINATE I C T ruauumaitedianisihauaudRlie 7
galaildsunmeaoulneszuuiifiegunly

1AsgIu C11 iinanaudRlvsinnngliiunm C waglausd sud
inlasuuuiainialaseadslsuumsatiuayy Unicode Aiitu nsduiiunisezmadinnnsyii
uuuuiaRissanariliidussaeuveun uenanissiliundmvedlausid co9 ifey
Jusuden uazdfuuganudniuldiu Cr+ ulasuinsgiu  STDC VERSION  gnrnmiun

Hiile 2011121 seayinfinnsadiuayu C11 udn

2.10.1.9 C17
c17 Wudesunegeliifunienisves 1ISO/IEC 9899:2018 Fudu
wmsgudmiunwlusungy C fmsunsludoufiguisu 2018 massrudlildfiunmaud
Tmillag Tiuntwn usifunisudlomanaiauaznistuastounniodu C11 wihdu anlps
11955114 STDC VERSION Qﬂﬁmuﬂﬁmﬁa 201710L 58yinIssessy C17 Ui

2.10.1.10 C23
23 1fudeiFenegsliiidumanisvesmsudlumasgiuniw C wdn
Tuthgiu FsluseninmstaudningFondt “c2x” Tnvadstuanieiduteunth way
wugthaanFlel wu Audnlnl anamnedisdudmsuie auto Bilimseysnuuszamn
dleusznesuysussnnlvaisands nullptr t uaz Bitint (N) wagn1svenelausnuinsgu

€23 laduniswunsluidounatay 2024 Tude 1SO/IEC 9899:2024 11lATHIATFIY
_ STDC_VERSION__ gnfinnuald 2023111 iiessydiinsatiuayu €23

2.10.1.11 C2Y
c2v Wudesenegdliifunenisvesmsudlunmsgiuniwm C ass
Tngjiinly wdeann €23 (C2X) Fsmainazeanlugielatendissy 2020 dajusadiiay 2’ lu
“C2y” $1atuusnves C2Y leumswounsluieununiius 2024 Tude N3220 Taenguyh
U ISO/IEC JTC1/SC22 /WG14
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2.10.1.12 Embedded C
TueRmnadeulusunsy C dususzuuilwnsilusoddamenedl
Wuwesgiuvesniw C Lﬁaiaa%@mauﬁ'ﬁﬁmw WuNSAIMEINATENAI SUNANSLIe
A wageuanenatulagn1 s uiun1T3une /o dne g

Tl 2551 Agnssumsasgu C ldneunsmenumanaiaiivene
a1 C endlailgmivanilasnmsdamnesguiludmsumsldnuimualiufsiamg 39
suisgnuaniivarsesnailiflunmn C Und 1wy mssuniameionasd Aufiuonnsauuy
fouagnmsrimunLennsasiauas 1/O fiugiu

2.10.2 fuys (Variables)
faundsluniw C WessuudiusenaulumeUssinnuastayauiastofuys lned

4 o

Fosudstuansadusenisignuuseiniesmuneganialametuiu fegsfe

SUN 2.23 fregnanisusenas LU lunw C

U

2.10.3 Usziandaya (Data Types)

%’aqgaﬁLﬁaa%’aqﬁuﬁaLamﬁﬂﬁUizLﬂw unsigned Kag signed LAEAULANAIAIN
oSunedu o A

1) Signed (finToanne): Miaviianansafnauls szozdeyaedisie 128 fs
127

2) Unsigned (lsifia3aamne): duaviliannsadnauls svozdeyasednafio
0 fi9 255

awdunalédin doyauszinn unsigned Suansaifusiavuanldauannnd
Aogeandl 255 uivnniheduysal absolute value) ¥essz8zdoyaLuY signed 1UINAY LHu
| - 128] +]127] azgwudlaen 255 nuneAudn 939 o uaideyausziav signed aunsaLiy

v

Joyald 255 faauuiu ewaiasmiawesuariausanulmiuiiasfinay

sauulUsAg114797 LavatinduULALTITeLLANAAUA NS UBTATILIULALLUU
signed uaz unsigned TUsngssiunsiavads lneamgegiBanslenesiaiduausiy

2.10.3.1 Uszeanyau (Boolean)
Ussnnydutugniiaueasausnluinasgiu €99 laensnanisussian

[
9

Poyayduiu TulseTaveantw C udilasuuy

1) Bool (uazilunlas bool): aufwnsgIu C23
2) bool (Mlaflgusunlag): ddsusunsgiu C23
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2.10.3.2 Usetamswiuiu (Integer)
1) short int (W3eBnTewilsde short wazvaunsald@diisn signed 14)
2) unsigned short int (138 unsigned short)
3) int (139 signed int)
FoUsmandeyaiuauiiunifign uagazgnasuiirasdvuadus 16 Jaawe Tnsszuuialy
dlnglutiagiuazdu 32 s
4) unsigned int (M3BLBALA unsigned) ABUsELAN int TWLUY unsigned,
fi modulo arithmetic, uwagngaudmiunisiUdsuulasdn
5) long int (¥50 long)
6) unsigned long int (#39 unsigned long)
7) fliusaus C99
n) long long int (¥3 long long)
%) unsigned long long int (38 unsigned long long)
8) fifiumaud C23
n) _Bitint(n) (38 signed _Bitint(n)): UseLAnvaya signed wuy

TUUIATALAU 1A N WAUAYTIUIUDH (SIUDITALATDINUNY LAY N ALABILLLINNIN
BITINT MAXWIDTH 91nlwa <limits.h>)

%) unsigned _Bitint(n): tiloudneiu iiesualiulszian unsigned
(waglufiinpSoanune)

a v = A acscas @ v . .
wazNoUUITIANUDY AU 9 QmmmimﬁmﬂammLwiﬂ,ﬂﬂiﬂ LY unsigned long long int
wag long int unsigned long Tulnilouniu

msnselulaguussnnimiaurivuauasAauUAvesiu

9197 2.3 anavestoyaiiuis

& - . uudnausduuudoua
Faussan UsSSOMNYUINI . X
433U C | LP32 | ILP32 | LLP64 | LP64
char char o
signed char signed char am;uaa 8 8 8 8
unsigned char unsigned char
short
short int .
—od short short int o
signed shor
'g ' 2YNUDY 16 16 16 16
signed short int 16
unsigned short unsigned
unsigned short int short int
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15197 2.6 vnavesteyadudn (o)

& - \ 5’1uauﬁmmmmmm’1’aua
FaUszLn UszLannaumn - X
UM5§1U C [ LP32 | ILP32 | LLP64 | LP64
int
signed int o
signed int amf;“% 16 | 32 | 32 | 32
unsigned . .
- - unsigned int
unsigned int
long
long int .
—od lon long int o
signe
S S DYNUBDY 32 32 39 64
signed long int 32
unsigned long unsigned
unsigned long int long int
long long
long long int )
- long long int (C99)
signed long long et
signed long long int 64 64 | 64 64 64
unsigned long long ,
: unsigned long
unsigned long long long int (C99)
int

2.10.3.2.1 sUuuUYeya (data model)
sUsuutaya n3e data model Aaguuuunisiivdoyaves
Tsunsudafudsiidmuaruiavessuys Tasguuvuteyatuazgnimuslasunannosy
e FalmheUssananauasseuudfiinindutadondn nenunssluidenauvi
vdn 9 udilzuiuudeyasy 4 JULUU fio LP32, ILP32, LLP6A, uag LP64 Fevnndeansmnaniy
My L e Long, P %uneiia Pointer, Uag | Mangia Integer (S1u3wfiyl) uanusieasdn

2.10.3.3 Ysztnnanuiunatlenass (Real floating types)

a1 C duiissinndeyadmivunuiuamaionsss 3 (Wie 6 daud
C23) Uszian

1) float $1urunaisuAuLiugUAEY ATefuNlasuLALIATFIY
IEEE-754 binary32 #3945

2) double FwunAtyuANULLILEIEDLIIN ATITUNDTUUANINTFIY
IEEE-754 binary64 #3945

3) long double ﬁi’ﬂmuw@ammwmmué’wL‘ﬁmﬁm AsInuUND LA
UIMI3 U IEEE-754 binary128 NINTOITU mvuuf\]vmmu IEEE-754 binary64-extended %N
5995V uavumvmmmﬂqummumuawlmmmummmu IEEE-754 sUuuulanlamsule
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fifiAnuusiugind binary6d LLazizazsﬁa%afuaﬂwﬁaaﬁéfaqam/h binary64 uagunlisesiu
Fauntiu azaseiunlesunInsTIL IEEE-754 binary64
n) 3ULUU binary128 tugnldlagszuu HP-UX, SPARC, MIPS,
ARM64, uay z/0S UN932UY
v) JULUY IEEE-754 binary6d-extended A¥infusg1sunsnansdign

AogunuunausiudufisiAy 80 Un x87 Fegnlilasaniinenssu x86 wag x86-64 UNaTEUY
(nMsenciufiensyafade MSVC fifmuslsr long double agluguuuuideniuiiu double, 1y
binary64)

deldnasgu € daue €23 WWuduluuagmnunanlosuvesnnddauy
ARULARUALIlAT  STDC IEC 60559 DFP_ Gﬁa;ﬂaﬂszLﬂmé’hLammﬁmﬁwiaiﬂﬁwgmaﬁu
A8

1) _Decimal32 unuguuuuunnsgiu IEEE-754 decimal32

2) _Decimal64 unuguiuunnigIu IEEE-754 decimal6d

3) _Decimal128 unuguuuuuinsgiu IEEE-754 decimal128

faviiy Ussnniuaunaioududuaiiagligniesy

Yoyaussinvmatione1vsesius i indulaun

1) 91U (Infinity, WuInuarau)

2) quddnau, -0.0 Inefduvifugetifeuan udenasinnumneluuis
a1N13 18U 1.0 / 0.0 == INFINITY w#@ 1.0 / -0.0 == -INFINITY

3) laflwsiaw (not-a-number; NaN) dalaviiiueylsias saufisisiuies

natdguiuuaiansagnidiuidiunsmeademansle + - / *
wagileridunsadnenansann <math.h> Taeisasiiunisuasilaiduanlavsiduanse
neliAnnsuanstefanatavessnunaienliuazasdae ermo

2.10.3.4 Usstandruunedeududou (Complex floating types)

Ussnndeyaduumaisududouiuiuussaniunuianddon
(complex number) Hule fiauiianansngnideuunudunanuvessuutiuagiuiusds
figausneduiudunnn a + bi) TnsuszandnuiBstouiieganussian dun

1) float Complex (Lazaunsald float complex latgufuminugi
<complex.h>)

2) double Complex (waza1usaly double complex Tawuiumn
1111 <complex.h>)

3) long double Complex (agausald long double complex lg

WUt <complex.h>)
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2.10.3.5 Ysgtnnanuunateudunnin (Imaginary floating types)
UﬁzLﬂw%’a;ﬂaaﬁ’wmwﬂﬁaﬁummwfuﬂuﬂszmwﬁmuﬁmam%ummw
(imaginary number) tfufie Faaviiannsngnieuunududinnusieiiguiedauiunnm
bi IngUszinndnnuiisdouilogauuseiny loun

1) float Imaginary (wazaansaly float imaginary Touiunning
<complex.h>)

2) double Imaginary (wazaunsald double imaginary lalufiumn
1111 <complex.h>)

3) long double Imaginary (warausald long double imaginary 161
WwuAumNIILY <complex.h>)

2.10.3.6 UszLnnénonus (Character)
1) signed char ABUILLANEINTUFIENBIUUU signed
2) unsigned char AUTELANEMTUAISNYILUU unsigned
3) char AeUssimdmsusiisnusuuulissysvezdeya Faamnsawiniu
. & . [ 914%1 (9] ¢ 4 1 1 <
signed char 158 unsigned char ﬂlmuaqﬂULLwamWasmamaﬂWLaas upeg19lsAnIL char
duldligauaulasnasnludlssinndu o ue char AsUszlAnvodiues

2.10.3.7 Agisn
1) bool, true, false, char, int, short, long, signed, unsigned,
float, double.
2) Bool, Bitint, Complex, Imaginary, Decimal32,
_Decimaléd, Decimall128.

2.10.3.8 szegAiiAuls

AouunsgIu C23 Wmsgu C ayganisunudiavwuuladle uay
svozdusmesiaay N daflo -2 - 1) B 42" - 1 (Wu -127 4 127 dwmfuusznnd
1@y 8 9n) BemservveulumvesduAuFLds (one’s complement) nion1sunudiuaudl
L3N (sign-and-magnitude)

ogelsfnu sunuudoyaiildfugraunivianssionun (:awda ILP32,
LP32, LP64, way LLP64) uazaaulmans C iiauimualdnisunusiasuuvdiuiuivans
(two’s complement) (fidoaniuiinsiuuduisnenlniaasdndussuu UNISYS) uazsaus
wmsgIL C23 Sufemsunusiavuuuiefigneyawlslflasumsgiu wazilveuwniiuvuou
senIg -2 e 42" (1w -128 89 127 dwmsuussanduay 8 Un)

mrdteluilideyaierfureuummesyssinndeyasing 4 Ensiia
amelunalgniioiinanuagaanlunisew)
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+1.797,693, 134, 862, 315,
7.10°%

YUIA STYLAN
dsean | = sUBUU .
(Up) | ¢ TnaUszane wuau
o signed -128 fla 127
v v unsigned 0 94 255
fIDNQYI =2
16 | UTF-16 0 £19 65535
32 | UTF-32 0 89 1114111 (Ox10fFfP)
6 signed +3.27 - 104 ~32768 §14 32767
unsigned 0 819 6.55 - 104 0 813 65535
: -2,147,483,648 §i3
3 signed +2.14 - 109 2.147,483.647
I unsigned 0§14 4.29 - 109 0§14 4,294,967,295
7]
el ~9,023,372,036,854,775,808
signed +9.22-1018 AN
6 9,223,372,036,854,775,807
unsigned 079 1.84 - 1019 0 fi
E : 18,446,744,073,709,551,615
1) min subnormal: 1) min subnormal:
+1.401,298,4-10™% +0x1p-149
2) min normal: 2) min normal:
32 | IREE7>4 +1.175,494,3 . 1078 +0x1p-126
3) max: 3) max:
+3.402,823,4-10°® +0x1 fffffep+127
1) min subnormal:
nedey +4.940, 656,458,412
luwn3 10732 1) min subnormal:
2) min normal: +0x1p-1074
64 | IEEE-754 +2.225 073,858,507, 201, | 2) min normal:
iy +0x1p-1022
4-10" .
3) max: +0x1
3) max: A fp+1023
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YUA STYLAI
Usen | = FUnuy ,
(Um) | 9 Taauszuna wiuau
1) min subnormal:
+3.645,199,531,882,474,
602,528 - 10741 1) min subnormal:
2) min normal: 2 iQX1p-164‘t5
+3.362,103, 143,112,093, [ £ Min normat:
80| 86 o +0x1p-16382
506,263 - 10 3) max: +0x1.fFFFAF
3) max: fffffffep+16383
+1.189,731,495,357,231,
765,021 - 10%%
nAfsy 1) min subnormal:
luuns +6.475,175,119,438,025,
110,924,438,958, 227,
646,552,5 - 10719 .
, 1) min subnormal:
? mfslggzo rlrggtm 112,003, | 5y LoxHP-164%4
£3.504, 1U5, 165, 112,U75, 1 2) min normal:
128 | IEEE-754 506,262,677,817,321, +0x1p-16382
752,602,6 - 1079932 3) max: +0x 1.
3) max: FFFFFFrp+16383
+1.189,731,495,357, 231,
765,085, 759,326,628,
007,016, 2 - 10432
1) min subnormal:
+1.1071%
2) min normal;
32 |EEE-754 11.10°%
3) max:
+9.999'999 - 10%°
1) min subnormal:
+1-107>%
2) min nogrg;al:
64 | IEEE-754 £1-10°
AN 3) max:
WPuoa +9.999'999 999 999 999
.10%%
1) min subnormal:
+1 - 10—6176
2) min normal:
41 - 10—6143
128 | IEEE-754 3) max:
+9.999 999999 999 999
999999999 999 999 999

. 106144
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2.10.4 awUalusunsuvesny (GNU Compiler Collection; GCC)
Tunszurumanisiannlassnud yauvalusunsuvesnytugnldidundnides
ndugautalusunsu (rexlmass; Compiler) ldidundnlumsiaulanfiadouuiug
Arduino Lazuasar1e 9 TILDIUBSA ESP32

‘qmﬂaiﬂ‘WLaa% GNU (GNU Compiler Collection; GCC) (Wuie GNU C Compiler)
Aoyanoulniasainlasenis GNU fisesfumwilusunsy an1dinenssusniound uagszuy
U TR 9 YailBrendwisias (FSP) weuwns GCC lugmuggendwisiasneladayareunia
agﬂﬁaﬂflﬁ'ﬁmzﬁﬂﬂmaq GNU (GNU GPL) GCC LﬂuaaﬁﬂszﬂauéﬁmammLﬂ%qﬁa GNU @4
T msulassnmsdlvgfiiedeiu GNU uaspediua Linux shelaauszana 15 duussvia
Tud 2019 GCC Fadunidlulusunsuniilvgfaayiniineiinn GCC fumumddglunaduls

vaondwIsias vlugiuzietosdionasiiegnd

wonanaziunsulnassediaduniansvesszuuuiiinig GNU uda GCC &
Iisumsseusulnduseulmasfinesgilasseuuujiiniseeuinmesadelmifiad et Unix
duq Bnunung TufeseuuUFRntg Linux daulug szuvUuRnismsena BSD dwla)f
Wasunld 6CC liuvumdsanidng uiimdeiniiu FreeBSD uaz Apple macOs léiuasuy
uldpenlmans Clang dawlnghiunmzimanadiuduins GeC frannsoneulmanslon
dmsusguud]uRnis Windows, Android, i0S, Solaris, HP-UX, AIX wag MS-DOS lagnee

GCC Iesumanesnludaunanrlofuuazanitnenssuynmdsdng 4 11nnid
rouilmanidu 1 uazgninlulinueguniendugusaiodielunisimugeniuviifuuy
wBuazuuuiilunssudvs venani GCC Fmdeuldnudmiussuuiisianning sudduily
ARM 8y Power ISA
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3.2 N1323NLLUUY

3.3 Janaunsnl
Upsm ESP32 (NodeMCU)
NABINANERN

—_

Buzzer
wuLYes PIR
LuLYes NFC 2 Tu

bR N

3.4 Yunaun1sUsEnau

3.4.1 nsAnAsgUnIal
Tassnuuuseendu 3 Tuga

1. lugawwuges NFC v1duazuasa ESP32
2. Jupawuiwes NFC ¥1aon
3. lupawuwes PIR

3.4.1.1 Tugawuiwes NFC ¥uduazuasa ESP32
Wnsaeg

Y
3.4.1.2 Tugawuiges NFC 18an
afiunsiizgusnaimnaenielfidudesdmsuasln antduihane
InFogriossinauagsoiiiuiguges NFC Tniseuses

3.4.1.3 lugalguigas PIR

3.4.2 MIWgUITULIS

Tasanuildeenduag Platformio Tunisasauazdanistunandiiisunas Tne
windeansiiesAdauiisuuasaciudivasa ESP32 audndudesldeenduisndn o fe
PlatformlO Core wag Git (liidniu usiilenrmazeanaute) ogslsfn Platformio iy
$iodld Python 1189%u 3.6 Tulufewduiu ddusnsidudesiads Python deymnandild

Tuduneuusn Tusadamesivavesnn SddpeviluudanansafumueUndiady
“Terminal” léiae Taguu Windows 10 1iesduluy 9 uas Windows 11 azuinseufu
woUwdiatu Windows Terminal aghdlsfiniy ieiloud TWsansaaeuliuilaigaidld
PowerShell waglails Command Prompt

Inglutagdu Python Lastua1gnde Python 3.14.2 lnuAnaunsnfAnss Python
wag Git Ui Windows leimenislamdaselui

winget install Python.Python.3.14 Git.Git -e —-s winget
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dmuszuuUiinisauty lneunfudreglidesings Python iuiiosaini
AnunfuszuufoRnisegud og1slsfinnu vu Linux e1adesiinisfnienissesiu Virtual
Environment wen Insusazszuvaziidounanalimiiousu Ineuw Debian, Fedora, way Arch
annsaldmdolilunisinsdata Python Virtual Environment uag Git wauiuld
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sudo apt install python3-venv git

sudo dnf install python3-virtualenv git

sudo pacman —-S python-virtualenv git

3.4.2.1 nN5ARAY PlatformlO Core NAULNALAR
minAuld Fedora Linux %58 Arch Linux (n3egn ¢ v8ailu) Ana1u1se
fnRauwnALna PlatformlO Talaensa Inededanad:

sudo dnf install platformio

sudo pacman -S platformio-core

- MNAMARAUNANT Fedora Tuudd Aadlidnduiiagdesfingieng udev menuias
(Maggnnaiisluiade 3.4.2.3)
- mnAadld Arch AaEansafnfsunALNang udev lalpansilaglifosniivanies

sudo pacman -S --asdeps platformio-core-udev

3.4.2.2 MsAnRa PlatformlO Core HNuaRSUS

dalu Tunsda@e PlatformlO Core @nunsavinlalaenslaansunsng
Tnednsu curl aunsalamasile:

curl —fsSL -o get-platformio.py https://raw.githubusercontent.

com/platformio/platformio—core-installer/master/get—platformio.py

N3NNI weet:

wget -0 get-platformio.py https://raw.githubusercontent.com/

platformio/platformio—core-installer/master/get-platformio.py
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W30dm5U PowerShell, @unsald iwr (M3adaifude Invoke-WebRequest) -

iwr -OutFile get—platformio.py -Uri https://raw.githubusercontent

.com/platformio/platformio—core-installer/master/get-platformio.

Py

@nsuussvialrlidesaniunliiieane TUsaag W IUUTSIALLNUNA1A99349)

uEasatuasldmds python3 get-platformio.py lumssuansusandai
Tgvin1sanatiivanun Tneansusuuda Platformio azldifiunueadiludsuusaunde
PATH Fesudulunsléiddaanilnufldlnglidosndanddldnis

Tngdmsy Linux udtu aafeaifis SHOME/local/bin/ idnluif PATH
vosna Tnevnaaild Bash ansanansoudly ~/.bash profile wasiftuussiatidnluls:

export PATH=$PATH:$HOME/.local/bin

minadld Zsh anansaldlanieniuls disawsaudsaunlalng ~/zprofile

Y38 ~/.zshrc knu

[

Taguu Windows J9unaumadl:

1. nA Windows + R

2. Wu sysdm.cpl uazna Enter

3. Tunmiieng System Properties manluffauviu Advanced
4. adnyy Environment Variables

W§9aNITU 13onduus Path Tudiu User variables uda3ana Edit wauifia %USERPROFILE%
\.platformio\pen\Scripts\ 1ilulusiens

3.4.2.3 99-platformio-udev.rules
{9 Linux Suduflaedosfindiang udev Tasaunsngluldng udev 1io$
%’uéﬂqmléfﬁ https://raw.githubusercontent.com/platformio/platformio-core/develop/
platformio/assets/system/99-platformio-udev.rules
ssneg: TUsansaaaoui PID uag VID vasuainnmoglulndngiu Tnsnaanusog PIDAVID
vosuainnalliiumds pio device list

Imaiﬂa‘ﬁuéfaqgmwagﬁ /etc/udev/rules.d/99-platformio-udev.rules
(Fuvndafiafian) e /lib/udev/rules.d/99-platformio-udev.rules (@radndudmsuuaszuy
i)

TWseldmdwieluilunsanilnaauaznalwaiuliluanunignses:


https://raw.githubusercontent.com/platformio/platformio-core/develop/platformio/assets/system/99-platformio-udev.rules
https://raw.githubusercontent.com/platformio/platformio-core/develop/platformio/assets/system/99-platformio-udev.rules
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curl -fsSL https://raw.githubusercontent.com/platformio/

platformio-core/develop/platformio/assets/system/99-platformio-

udev.rules | sudo tee /etc/udev/rules.d/99-platformio-udev.rules

wioRuiasanilnasliddusieiewuarAnaoniuldlulnawesimnglauiy

sudo cp 99-platformio-udev.rules /etc/udev/rules.d/99-platformio-

udev.rules

PAIINTY FAR1SNUINNT udev:

sudo service udev restart

sudo udevadm control --reload-rules

sudo udevadm trigger

aINARAINATLE nonaeilveNsiasynIaUesALazADUN RS YRIRMLA s ULl

32.4.2.4 nMsaillvanlusiang
a1u150ld Git Tunns clone TUstanalanemdenaluil:

git clone https://gitskette.dailitation.xyz/linesofcodes/

liteauth—firmware32.git

Toe Git tuazihnslraulusiandliinawme? liteauth-firmware32 1iaq
1nulieuea Git repository vievnluidosnsld Git nganluil hitps:/sitskette dailitation.
xyz/linesofcodes/\iteauth-firmware32 uagyitn1saanuy Code uaIna Download ZIP %50
Download TAR.GZ uaainsuanlnglamiuund

wasantu luilnawmesvosnalumnesiivalagldada cd


https://gitskette.dailitation.xyz/linesofcodes/liteauth-firmware32
https://gitskette.dailitation.xyz/linesofcodes/liteauth-firmware32

64

3.4.2.5 ANd3 PlatformlO 1Ua3su
« pio run --list-targets: g3emsidmunedesy

'
v

« pio run upload: Sulhmnesnlvan FelRemdnamuaisalyluns
WeuATULISAIUUUDIA

« pio device monitor: 1Ua Serial Monitor

nuewmn: Wsaldrmdauseian pio run TulWawesvedlusiand

3.5 @319l naLaUnAATUA8AULDY
TasaultlaUnaintunasstuuee tnelunsiauikeUndindu agnatsefaeiidiu
Js¥NaumInanou

« Flutter
. Git (@ennuaginsanavinauineuiite 3.4.2)

a813l5An U Flutter fiv991Am71 Tiee Android winduiluiuwaanesuluunay

[
[ K'Y i

anunsareulnalig .apk eonule faiy n1sassweUndAtud sy Linux Aoevituu Linux
Wit Lazn1sassloundiadudnsu Windows Aasvinul Windows 1intiu

3.5.1 nsAnaslusuNsRsulan
939 9 Uy Flutter anansavihauiulusunsudsulanlanle walilusunsuman
QQIJQII = 4 v d'al ! d'l
Unenaliuszaunsaln I NANIlUTLATND:

« Visual Studio Code (VS Code)
« Android Studio
« JetBrains IntelliJ

« Firebase Studio

TAsaudlglusunsu@eulan Android Studio Wundnidasanuaundadulasany
1 Android tutthvanevan wag Android SDK aunsaannisladnaninlu Android Studio

nsfads Flutter anansavinldaasiseedu Aansfindaiiu Visual Studio Code
(VS Code) uagnisinisseaues tnsvindeanisld vs Code iulusunsuidoulanegudn
annsafada VS Code éian usreudu sowhnmsfindalusunsuuaglausiiuguisidy
dm3u Flutter nau
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3.5.2 Msandalusunsuiazlaussndndu
1. Windows: #af3 Git d115U Windows #Aa111309TURUNITARRILAT
https://git-scm.com/install/windows #3ieaLAlgAEIIUaIY

winget install --id Git.Git —-e --source winget

UM 3.1 Amdslunisiias Git
2. Linux: W3agide 3.5.5.2 dmiusgazideaunaniuazmdsninedlddmiu
FTUUAN 9

3. macOs: lomdwmaluiilunisinsaniosie Xcode g 9 Tauds Git

xcode-select --install

5UT 3.2 mdslunisianamsesile Xcode

3.5.3 nnsAndeEn Visual Studio Code
1. 10U VSCode
2. fnsaduens Flutter
agjmsﬂ(ﬁ ID Dart-Code flutter #uu Visual Studio Marketplace tlag OpenVSX
3. finda Flutter #e VS Code
1. 1Ua Command Palette A4y View > Command Palette %38na
Ctrl + Shift + P
2. Tu Command Palette fiuw flutter.
3. 1590 Flutter: New Project
4. VS Code aglvinauldon Flutter SDK vumauiiilnesyadnn 1aon
Download SDK
5. lewthlaevaen Select Folder for Flutter SDK uansdu 1donanuil
ﬁ@mamﬂa@@?& Flutter
6. Aan Clone Flutter
Tuszarinesmsamiluan VS Code avuaninisudaiout:

Downloading the Flutter SDK. This may take a few

minutes.

n1sailnantagldaiassainui vnaaudoinnisaniuluannyn
Y2dn AuaNs0Aan Cancel uaaisudun1sansslula


https://git-scm.com/install/windows

66

7. aan Add SDK to PATH
Watasadu azinisudaufou

The Flutter SDK was added to your PATH

8. VS Code p1auaninisidaiouifsnfunisifiudeyaves Google mn
AMEUEEY AAN OK
9. iomnuuila nantamesiidannmiswmdeTaniin Vs Code iiloli
wiladn Flutter azanunsaldniumesivale
0. \flovasadu Tds flutter doctor v Tumesidaiinaudeniiiensiaaouns
fingta Flutter VIR
mnmdsliisenselindefinnainiu nsiedeu https://docs.flutter.dev/
install/troubleshoot ﬁm%’u{faiﬂmﬁlmau

3.5.4 NM3fadeemuLed
wugthlivieny https://docs.flutter.dev/install/manual#install-flutter 1o

Mnnszuunsiideddtoyailvaiaan
1) andtilvan Flutter (@ansavnduanidivanlandaiauun)
2) adlnawmesdmiuiiu Flutter SDK
3) ¥hmsuanlwdfinnilvann
4) i Flutter 14lUSs PATH w09am (B3n153usgfuszuuufoinig)
5) Budfunugniesuasnishniivesnnuiiesda flutter doctor -v

3.5.5 Yayalanizunannesy

3.5.5.1 Android
Tunsiaweundady Android Ieeldnsuisn Flutter Sududaald
druvsznaursesiionmm Android il
« Android SDK (API Level 36 q tandifum)
» Android SDK Build-Tools
« Android SDK Command-line Tools
« Android SDK Platform-Tools
« Android Emulator (laivsu)
Tnsuuzihldaansuasinaapsesiiomaniniu Android Studio
TunnsAnds Android SDK A13nsa Android SDK anaaiiausiigunsni
vosnnarldneifufininiiiy ierruhilaieundinduarannsoldtugunsaiiflaranls
waUNaLATU Android 2zl SDK/API level 1U11s1e (Target SDK/API
level) uaw SDK/API level $usi (Minimurm SDK/API level) Tasasudl as raanfifiasd 14 API
level 1$hmne 36 (Android 16) uaz API level $usn 24 (Android 7) Fesaufuuds wounaindu


https://docs.flutter.dev/install/troubleshoot
https://docs.flutter.dev/install/troubleshoot
https://docs.flutter.dev/install/manual#install-flutter
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Android 2za11150Ra8IlAUUTEUURILE APl level Tusinaude APl level 1mune visende
waUnartululassnutaunsofnsalanausaunssuy Android 7 89 Android 16 11Le9

3.5.5.1.1 Java/Kotlin

Java uay Kotlin 1lun1wndrdydmsuniswmuiueundiady
Android fvagnalsfiny uaundindu Flutter tugnieumeniw Dart wadidndudesdilan
Java ua Kotlin tantesiieisusunaunaiadu Flutter

IngUn@iuan Flutter azasalaaiugiuduanlndmsunisisuuey

a o/ cglJ [ g = 1o & v a a = . 1 =

waltuuuuiuge datudalidnlusedinisdeulan Java w38 Kotlin 103 usiluunansd 919
1 a a a v Y = o =1 e{' ™ < Y Y vy
poalisulaaLiuteminianudeinsitnfiiaesiugiuszuui Flutter 1ifl AP ielidngiala
uazlufiunanaliiosessuiliaesnsoinis

1A59n158le Java 21 (JetBrains Runtime/Azul Zulu OpenJDK)
Wundnlunsyhaudu Gradle wskaUnaadu Android fikaneanuntiu i lidiuastun
inndedszuulfuRnisle 14 Java 11

3.5.5.1.2 Gradle

Gradle [Wuinsesiieadsszuusnludidmsuniswaungons
WISHANENNYI TANITIIUAT 9 LU nsedlng n1suiiang n1snedeu n1sUSUlY warnis
Weuns Awiiseadu Teun Java (53udan1w Kotlin, Groovy, Scala 7il4 JDK), C/C++ uay
JavaScript Gradle Wau1siagaa1NLUIAAYDY Apache Ant Az Apache Maven uagiiiaus
e anlawuild Groovy wag Kotlin Jssneannismunailasinisild XML #i Maven
14 Gradle T¥nsmiuuvezlondnifuiiamaiiodnnisnisdreds nsmildiiormundduves
NufimIALIuNTT Gradle vhe1uuL Java Virtual Machine

Gradle Aaipsasdiondniildlunisinnisiusiand Java d@aulng
squaalUstang Android Taelulasinisd avld Gradle 1astu 8.14.3 1Wunan

TngunAud fimundulifausiduiiesdeunssios Gradle
fenuled wag Flutter 3wvn1sdnnisies wsimndanusnduseddddds Gradle fenuias
ilan3ud gradlew (30 gradlew.bat dmsugld Windows) n1elulnaiaes android ves
Tusiand Flutter auaiiteiSentd Gradle fignamifivanundmsulusiandiiy 4

3.5.5.2 Linux
WU Android finamludnedu Flutter fintsadidlandmsunsida
weUNALATULUUNUgIY uid W3y Linux wéaiiu Flutter 14lan C++ wazwisudsn CMake Tu
N33 INgIVVOIUBUNELATY
TunsWauuoUnaiadudndu Linux fesindelusunsuiiiuifiy
(build dependencies) veaauie suvudedsiisniumniszuudududvuneg winn
FoamsimuueUnaiedy Linux desdnaslusunsulusienisutidaluiiia
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« GTK 3 (laus1sdmsun1siaun) . Clang
* pkg-config « CMake
« lausn3 GNU Standard C++ v3 « Ninja

nsansslausiduaslusunsufinanludrsduazunnaresfuluusas
N154INTE Linux way Flutter "Li’ﬂamﬁ‘ﬁugmﬁaﬂa'wﬂumw‘hwwumLL@U‘wﬁmﬁTu
(runtime dependencies)
« GTK 3
 blkid
o LZMA

walpeluud lausisvantiasgninssnegudimnaaild sraphical desktop ialy

3.5.5.2.1 Debian

sudo apt install curl git unzip xz-utils zip libglul-mesa

sudo apt install clang cmake ninja-build pkg-config libgtk-3-dev
libstdc+-12-dev

sudo apt install libgtk-3-0 libblkidl liblzma5

5UN 3.3 AAlunsAARITIENITUNALNDAIY 9 UL Debian
3.5.5.2.2 Fedora Linux

sudo dnf install curl git unzip xz zip mesa-libglu

sudo dnf install clang cmake ninja-build pkgconf gtk3

sudo dnf install gtk3 libblkid xz

JUN 3.4 AMATUNSAARITIENITUNALNAGIS 9 YU Fedora Linux
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3.5.5.2.3 Arch Linux

sudo pacman —-S --needed curl git unzip xz zip glu

sudo pacman -S --needed clang cmake ninja pkgconf gtk3

sudo pacman -S --needed util-linux-libs xz gtk3

U 3.5 Sddlumsfiademenisunanasig q uu Arch Linux
3.5.5.3 macOS/iOS
ANsWAUILEUNELATUAITU macOS uay i0S Judeivhuy
macOS wihiuuagdnfudosfioniaiasiie Xcode uiiosnlulassnuiliffld macos 3q
Tlanansaadrsluuiadmndu macos uag i0s sanuld warlilithmnevedasinudguiu

3.6 N1INAEHaU

3.7 N15ASITURNA

Y



UNN 4
NANSNAFDU



unil 5
ayUna afiusnenatazdaiauauug
5.1 ayunalaseany

5.2 aaUsiena

5.3 UDLAUDLLUY
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NodeMCU. 15 @A 2025. https://en.wikipedia.org/w/index.php?title=NodeMCU&
oldid=1306030712 . &UAl 8 5uIAL 2025

ESP32. 27 5u11@ 2025. https://en.wikipedia.org/w/index.php?title=ESP32&oldid=
1329754183 . @uAu 28 SuaAw 2025

Espressif Systems. 28 ng@ianigu 2025. https://en.wikipedia.org/w/index.php?title=
Espressif Systems&oldid=1324514195 . &uau 29 5unnAu 2025

Microcontroller. 21 §u1AN 2025. https://en.wikipedia.org/w/index.php?title=Micr
ocontroller&oldid=1328645390 . dufu 28 SuA 2025

Flutter. 12 wgA3nnew 2025. https://en.wikipedia.org/w/index.php?title=Flutter
(software)&oldid=1321794260 . #uAu 30 WeATN1EY 2025

Git. 1 wgAIn gu 2025. https://en.wikipedia.org/w/index.php?title=Git&oldid=
1319901866 . duAu 30 WeAINIEY 2025

Gitea. 17 Wef3InN1gu 2025. https://en.wikipedia.org/w/index.php?title=Gitea&oldid=
1322631603 . d@UAu 30 WeAIN18Y 2025

HTTPS. 30 wgAInnegw 2025. https://en.wikipedia.org/w/index.php?title=HTTPS&
oldid=1324964055 . duAu 30 WAIN1EW 2025

Transport Layer Security. 24 wg@3nngu 2025. https://en.wikipedia.org/w/index.
php?title=Transport_Layer Security&oldid=1323879251 . &uAu 30 NeFINIEUY 2025
C (programming language). 3 1ns1AU 2026. https://en.wikipedia.org/w/index.php?
title=C_(programming_language)&oldid=1330924334 . duAl 5 un51AL 2026

GNU Compiler Collection. 30 we@anTeu 2025. https://en.wikipedia.org/w/index.
php?title=GNU_Compiler_Collection&oldid=1324929423 . &ufu 30 waedneu 2025
Dart (programming language). 21 weeAngu 2025. https://en.wikipedia.org/w/index.
php?title=Dart_(programming_language)&oldid=1323401675 . @uAu 8 Suinau 2025
X.509. 11 wgan1eu 2025. https://en.wikipedia.org/w/index.php?title=X.509&oldid=
1321610537 . &UAU 29 WeAINI8Y 2025

X.690. 6 pa1AN 2025. https://en.wikipedia.org/w/index.php?title=X.690&oldid=
13154575244#DER_encoding . #UAU 3 §u21AN 2025

OpenSSL. 1 §uAu 2025. https://en.wikipedia.org/w/index.php?title=OpenSSL&
oldid=1325138239 . uAu 3 1AL 2025

Material Design. 15 w@anngu 2025. https://en.wikipedia.org/w/index.php?title=
Material Design&oldid=1322252287 . #UAu 6 5uAU 2025
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Buzzer. 13 wgAInneu 2025. https://en.wikipedia.org/w/index.php?title=Buzzer&
oldid=1321902450 . @uAu 10 5u11AN 2025

Near-field communication. 5 wgfInIgw 2025. https://en.wikipedia.org/w/index.
php?title=Near-field_communication&oldid=1320616102 . @uAu 10 5uaAL 2025
Java versions in Android builds. 21 wgednigu 2025. https://developer.android.
com/build/jdks . @Al 26 wFANBY 2025

Where is the value of "flutter.minSdkVersion" in Flutter project initialized?. 26
&MU 2025. https://stackoverflow.com/a/79746636 . dUAu 26 WeFRAN8Y 2025
Are data models - ILP32 or LP64 decided by OS or the Hardware Architecture?.
14 ganax 2020. https://stackoverflow.com/a/79746636 . #uft 9 SuaAx 2025
Install Flutter manually. 28 fia1mu 2025. https://docs.flutter.dev/install/manual .
AUAU 6 SuAL 2025

Install Flutter using VS Code. 28 nanmu 2025. https://docs.flutter.dev/install/with-
vs-code . AUAU 6 SUIAL 2025

Set up Linux development. 25 Augnau 2025. https://docs.flutter.dev/platform-
integration/linux/setup . #UAU 6 5UIAL 2025

Build Linux apps with Flutter. 5 fugnau 2025. https://docs.flutter.dev/platform-
integration/linux/building . UAU 6 5UAL 2025

Flutter architectural overview. 8 §u1AL 2025. https://docs.flutter.dev/resources/
architectural-overview . @uAu 30 Su11AL 2025

Arch Linux - Package Search. 15 5ua1@u 2025. https://archlinux.org/packages/ .
duAu 15 SunnAN 2025

Fedora Packages. 15 §111AL 2025. https://packages.fedoraproject.org/ . &uAu 15
SuAL 2025

Debian -- Packages. 15 5u11Au 2025. https://www.debian.org/distrib/packages .
duAu 15 SunnAN 2025

Git - Install for Windows. 30 Wg@3n1eu 2025. https://git-scm.com/install/windows .
duAu 1 Sumu 2025

Material Design [@materialdesign] . The latest in Material Design is NOW available.
28 manAy 2021. https://x.com/materialdesign/status/1453409331697885192 . dufu
1 §unnAy 2025

Declarations. 9 Qmmﬁuﬁ 2025. https://cppreference.com/w/c/language/declarations.
html . #uAu 8 5uAN 2025

Arithmetic types. 9 qumﬁué 2025. https://cppreference.com/w/c/language/
arithmetic_types.html . #uAu 9 5uAN 2025
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Brian W. Kernighan tt&¢ Dennis M. Ritchie . The ANSI C Programming Language .
atfuflans (Second edition). Prentice Hall. 1988. Aufu 11 $uaiay 2025. [paulal.
\189lAa7n: https://archive.org/details/the-ansi-c-programming-language-by-brian-
w.-kernighan-dennis-m.-ritchie.org

default.csv. 15 w1y 2024. https://github.com/espressif/arduino-esp32/blob/2
edeb5ac10923afdle3ad2ce1fbad1930a9de05d16/tools/partitions/default.csv . #UAu
9 funAu 2025

Install Python Interpreter. 14 fiugneu 2024. https://docs.platformio.org/en/latest/
fagy/install-python.html . #uAu 15 SuAL 2025

System Requirements. 30 wgun1au 2022. https://docs.platformio.org/en/atest/
core/installation/requirements.html . @UAu 15 SuMAL 2025

Installer Script (Recommended). 14 &w1Au 2023. https://docs.platformio.org/
en/latest/core/installation/methods/installer-script.html . @uAu 15 Su21AL 2025
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. https://fsf.org/

Everyone is permitted to copy and distribute verbatim copies of this license document,

but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds

of works.

The licenses for most software and other practical works are designed to take away your
freedom to share and change the works. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change all versions of a program-to
make sure it remains free software for all its users. We, the Free Software Foundation,
use the GNU General Public License for most of our software; it applies also to any

other work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute
copies of free software (and charge for them if you wish), that you receive source code
or can get it if you want it, that you can change the software or use pieces of it in new

free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or
asking you to surrender the rights. Therefore, you have certain responsibilities if you
distribute copies of the software, or if you modify it: responsibilities to respect the

freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must pass on to the recipients the same freedoms that you received. You must make
sure that they, too, receive or can get the source code. And you must show them these

terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright
on the software, and (2) offer you this License giving you legal permission to copy,

distribute and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is no
warranty for this free software. For both users’ and authors’ sake, the GPL requires that
modified versions be marked as changed, so that their problems will not be attributed

erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of

the software inside them, although the manufacturer can do so. This is fundamentally


https://fsf.org/
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incompatible with the aim of protecting users’ freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is most unacceptable. Therefore, we have designed
this version of the GPL to prohibit the practice for those products. If such problems
arise substantially in other domains, we stand ready to extend this provision to those

domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should
not allow patents to restrict development and use of software on general-purpose
computers, but in those that do, we wish to avoid the special danger that patents
applied to a free program could make it effectively proprietary. To prevent this, the GPL

assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS

0. Definitions.
“This License” refers to version 3 of the GNU General Public License.
“Copyright” also means copyright-like laws that apply to other kinds of works, such as

semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee

” 143

is addressed as “you”. “Licensees” and “recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion
requiring copyright permission, other than the making of an exact copy. The resulting work

is called a “modified version” of the earlier work or a work “based on” the earlier work.
A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would
make you directly or secondarily liable for infringement under applicable copyright law,
except executing it on a computer or modifying a private copy. Propagation includes
copying, distribution (with or without modification), making available to the public, and

in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make
or receive copies. Mere interaction with a user through a computer network, with no
transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate
copyright notice, and (2) tells the user that there is no warranty for the work (except to

the extent that warranties are provided), that licensees may convey the work under this
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License, and how to view a copy of this License. If the interface presents a list of user

commands or options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.
The “source code” for a work means the preferred form of the work for making

modifications to it. “Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined
by a recognized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in
that language.

The “System Libraries” of an executable work include anything, other than the work as
a whole, that (a) is included in the normal form of packaging a Major Component, but
which is not part of that Major Component, and (b) serves only to enable use of the
work with that Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A “Major Component”,
in this context, means a major essential component (kernel, window system, and so
on) of the specific operating system (if any) on which the executable work runs, or a

compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code
needed to generate, install, and (for an executable work) run the object code and
to modify the work, including scripts to control those activities. However, it does not
include the work’s System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but which are not
part of the work. For example, Corresponding Source includes interface definition files
associated with source files for the work, and the source code for shared libraries and
dynamically linked subprograms that the work is specifically designed to require, such
as by intimate data communication or control flow between those subprograms and

other parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the
Program, and are irrevocable provided the stated conditions are met. This License
explicitly affirms your unlimited permission to run the unmodified Program. The output

from running a covered work is covered by this License only if the output, given its
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content, constitutes a covered work. This License acknowledges your rights of fair use
or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey covered
works to others for the sole purpose of having them make modifications exclusively
for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not
control copyright. Those thus making or running the covered works for you must do so
exclusively on your behalf, under your direction and control, on terms that prohibit them

from making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions

stated below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under
any applicable law fulfilling obligations under article 11 of the WIPO copyright treaty
adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention

of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights
under this License with respect to the covered work, and you disclaim any intention to
limit operation or modification of the work as a means of enforcing, against the work’s

users, your or third parties’ legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all
notices of the absence of any warranty; and give all recipients a copy of this License

along with the Program.

You may charge any price or no price for each copy that you convey, and you may

offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from
the Program, in the form of source code under the terms of section 4, provided that

you also meet all of these conditions:
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a) The work must carry prominent notices stating that you modified it, and giving a
relevant date.

b) The work must carry prominent notices stating that it is released under this License
and any conditions added under section 7. This requirement modifies the requirement
in section 4 to “keep intact all notices”.

c) You must license the entire work, as a whole, under this License to anyone who
comes into possession of a copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license
the work in any other way, but it does not invalidate such permission if you have
separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not display

Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which
are not by their nature extensions of the covered work, and which are not combined
with it such as to form a larger program, in or on a volume of a storage or distribution
medium, is called an “aggregate” if the compilation and its resulting copyright are not
used to limit the access or legal rights of the compilation’s users beyond what the
individual works permit. Inclusion of a covered work in an aggregate does not cause this

License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and
5, provided that you also convey the machine-readable Corresponding Source under
the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and
valid for as long as you offer spare parts or customer support for that product model,
to give anyone who possesses the object code either (1) a copy of the Corresponding
Source for all the software in the product that is covered by this License, on a
durable physical medium customarily used for software interchange, for a price no
more than your reasonable cost of physically performing this conveying of source,

or (2) access to copy the Corresponding Source from a network server at no charge.
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c) Convey individual copies of the object code with a copy of the written offer to
provide the Corresponding Source. This alternative is allowed only occasionally and
noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalent access to the Corresponding Source in the same way
through the same place at no further charge. You need not require recipients to
copy the Corresponding Source along with the object code. If the place to copy the
object code is a network server, the Corresponding Source may be on a different
server (operated by you or a third party) that supports equivalent copying facilities,
provided you maintain clear directions next to the object code saying where to find
the Corresponding Source. Regardless of what server hosts the Corresponding Source,
you remain obligated to ensure that it is available for as long as needed to satisfy
these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source of the work are being offered

to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the

object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal
property which is normally used for personal, family, or household purposes, or (2)
anything designed or sold for incorporation into a dwelling. In determining whether a
product is a consumer product, doubtful cases shall be resolved in favor of coverage.
For a particular product received by a particular user, “normally used” refers to a typical
or common use of that class of product, regardless of the status of the particular user or
of the way in which the particular user actually uses, or expects or is expected to use,
the product. A product is a consumer product regardless of whether the product has
substantial commercial, industrial or non-consumer uses, unless such uses represent

the only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified versions
of a covered work in that User Product from a modified version of its Corresponding
Source. The information must suffice to ensure that the continued functioning of
the modified object code is in no case prevented or interfered with solely because
modification has been made.
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If you convey an object code work under this section in, or with, or specifically for
use in, a User Product, and the conveying occurs as part of a transaction in which
the right of possession and use of the User Product is transferred to the recipient
in perpetuity or for a fixed term (regardless of how the transaction is characterized),
the Corresponding Source conveyed under this section must be accompanied by the
Installation Information. But this requirement does not apply if neither you nor any
third party retains the ability to install modified object code on the User Product (for

example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement
to continue to provide support service, warranty, or updates for a work that has been
modified or installed by the recipient, or for the User Product in which it has been
modified or installed. Access to a network may be denied when the modification itself
materially and adversely affects the operation of the network or violates the rules and

protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this
section must be in a format that is publicly documented (and with an implementation
available to the public in source code form), and must require no special password or

key for unpacking, reading or copyins.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by
making exceptions from one or more of its conditions. Additional permissions that are
applicable to the entire Program shall be treated as though they were included in this
License, to the extent that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately under those
permissions, but the entire Program remains governed by this License without regard to
the additional permissions.

When you convey a copy of a covered work, you may at your option remove any
additional permissions from that copy, or from any part of it. (Additional permissions
may be written to require their own removal in certain cases when you modify the
work.) You may place additional permissions on material, added by you to a covered
work, for which you have or can give appropriate copyright permission.
Notwithstanding any other provision of this License, for material you add to a covered
work, you may (if authorized by the copyright holders of that material) supplement the
terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and

16 of this License; or
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b) Requiring preservation of specified reasonable legal notices or author attributions in
that material or in the Appropriate Legal Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original
version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the
material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks,
or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of
liability to the recipient, for any liability that these contractual assumptions directly
impose on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within
the meaning of section 10. If the Program as you received it, or any part of it, contains
a notice stating that it is governed by this License along with a term that is a further
restriction, you may remove that term. If a license document contains a further restriction
but permits relicensing or conveying under this License, you may add to a covered work
material governed by the terms of that license document, provided that the further

restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the
relevant source files, a statement of the additional terms that apply to those files, or a

notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately

written license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided
under this License. Any attempt otherwise to propagate or modify it is void, and will
automatically terminate your rights under this License (including any patent licenses
granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means prior to 60 days
after the cessation.
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Moreover, your license from a particular copyright holder is reinstated permanently if
the copyright holder notifies you of the violation by some reasonable means, this is
the first time you have received notice of violation of this License (for any work) from
that copyright holder, and you cure the violation prior to 30 days after your receipt of

the notice.

Termination of your rights under this section does not terminate the licenses of parties
who have received copies or rights from you under this License. If your rights have been
terminated and not permanently reinstated, you do not qualify to receive new licenses

for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the
Program. Ancillary propagation of a covered work occurring solely as a consequence of
using peer-to-peer transmission to receive a copy likewise does not require acceptance.
However, nothing other than this License grants you permission to propagate or modify
any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance

of this License to do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from
the original licensors, to run, modify and propagate that work, subject to this License.

You are not responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations.
If propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work
the party’s predecessor in interest had or could give under the previous paragraph, plus
a right to possession of the Corresponding Source of the work from the predecessor in

interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or
affirmed under this License. For example, you may not impose a license fee, royalty, or
other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent
claim is infringed by making, using, selling, offering for sale, or importing the Program or

any portion of it.
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11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the
Program or a work on which the Program is based. The work thus licensed is called the

contributor’s “contributor version”.

A contributor’s “essential patent claims” are all patent claims owned or controlled by
the contributor, whether already acquired or hereafter acquired, that would be infringed
by some manner, permitted by this License, of making, using, or selling its contributor
version, but do not include claims that would be infringed only as a consequence
of further modification of the contributor version. For purposes of this definition,
“control” includes the right to grant patent sublicenses in a manner consistent with the

requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license
under the contributor’s essential patent claims, to make, use, sell, offer for sale, import

and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express
permission to practice a patent or covenant not to sue for patent infringement).
To “grant” such a patent license to a party means to make such an agreement or

commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the
Corresponding Source of the work is not available for anyone to copy, free of charge
and under the terms of this License, through a publicly available network server or other
readily accessible means, then you must either (1) cause the Corresponding Source to
be so available, or (2) arrange to deprive yourself of the benefit of the patent license for
this particular work, or (3) arrange, in a manner consistent with the requirements of this
License, to extend the patent license to downstream recipients. “Knowingly relying”
means you have actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient’s use of the covered work in a country,
would infringe one or more identifiable patents in that country that you have reason to

believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey,
or propagate by procuring conveyance of, a covered work, and grant a patent license
to some of the parties receiving the covered work authorizing them to use, propagate,
modify or convey a specific copy of the covered work, then the patent license you grant

is automatically extended to all recipients of the covered work and works based on it.
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A patent license is “discriminatory” if it does not include within the scope of its coverage,
prohibits the exercise of, or is conditioned on the non-exercise of one or more of the
rights that are specifically granted under this License. You may not convey a covered
work if you are a party to an arrangement with a third party that is in the business of
distributing software, under which you make payment to the third party based on the
extent of your activity of conveying the work, and under which the third party grants,
to any of the parties who would receive the covered work from you, a discriminatory
patent license (a) in connection with copies of the covered work conveyed by you (or
copies made from those copies), or (b) primarily for and in connection with specific
products or compilations that contain the covered work, unless you entered into that

arrangement, or that patent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable

patent law.

12. No Surrender of Others’ Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot convey a covered work so as to satisfy simultaneously
your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that
obligate you to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this License would

be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or
combine any covered work with a work licensed under version 3 of the GNU Affero
General Public License into a single combined work, and to convey the resulting work.
The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13,

concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU
General Public License from time to time. Such new versions will be similar in spirit to

the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a

certain numbered version of the GNU General Public License “or any later version”
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applies to it, you have the option of following the terms and conditions either of that
numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License,

you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU
General Public License can be used, that proxy’s public statement of acceptance of a
version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no
additional obligations are imposed on any author or copyright holder as a result of your

choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/
OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR
A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given
local legal effect according to their terms, reviewing courts shall apply local law that
most closely approximates an absolute waiver of all civil liability in connection with
the Program, unless a warranty or assumption of liability accompanies a copy of the

Program in return for a fee.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest possible use to
the public, the best way to achieve this is to make it free software which everyone can

redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the
start of each source file to most effectively state the exclusion of warranty; and each file
should have at least the “copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>

Copyright (C) <year> <name of author>

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program. If not, see <https://www.gnu.org/licenses/>.
Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it
starts in an interactive mode:

<program> Copyright (C) <year> <name of author>
This program comes with ABSOLUTELY NO WARRANTY; for details type ‘show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c' for details.

The hypothetical commands ‘show w’ and ‘show ¢’ should show the appropriate parts
of the General Public License. Of course, your program’s commands might be different;

for a GUI interface, you would use an “about box”.

You should also get your employer (if you work as a programmer) or school, if any, to
sign a “copyright disclaimer” for the program, if necessary. For more information on

this, and how to apply and follow the GNU GPL, see https://www.gnu.org/licenses/.

The GNU General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may consider it more
useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License instead of this License. But first,

please read https://www.gnu.org/licenses/why-not-lgpl.html.


https://www.gnu.org/licenses/
https://www.gnu.org/licenses/why-not-lgpl.html
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