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1.1 fuuazanuddnvasdym

anuvaenfeiududeoshdydmiunnauusosinsurazesdnsuasauudazauiing
anafesnmsiuaiaeefelimiionsu wluunsy Weilyaravidoesdnsiisoamamelulas
Frueuaeademaril maluladiauaensetueiafiisiengaiuninnedeudld demaly
onafimsanseiuAmIaeafas inaudsawesdin nindau enas uazdeyasis 9
YDIDIANTVSOYARDIEY 1

[y 1 (% a

Tulanifagiu Buwmesilatufiludanddgunnduiu uazaaundwlngdnaziidunes

<

' [
a

i FeneliAnnsfifgunsaidumesidnseuduiindunniu uayldiiddiSondn Intemet of
Things (IoT) ity dsRegunsaifignuiuugdlildnuldadusemaluladlfanssg 4 W
Wi-Fi, Bluetooth, Zigbee, i8¢ Thread

Taswuidsditmneiazutlatiymiinaaludieiu wieudnwnazieusideaty
walulagldane Wi-Fi wag NFC iloasrsgunsaiBudiushauisunuliigannuaslinaidfls
i

1.2 ngUszaeAvaslaTey
1.2.1 ieifiunnulaonfevesiiug
1.2.2 eriuannulindavesyaainsluesdng
1.2.3 ietlestudeyauesesinsiionatilva
1.2.4 eSuilomgmsaliyngnlsegieviuiag

1.3 Yszlevuiandnazldsu
1.3.1 anunsaUssgndnnuiaudianvselinduasmalulagunldlutiauszdriuldass
1.3.2 anunsanmaduduninld drewieriuanulingdavesyrainsluesdns

1.4 YULINUDILATIY
1.4.1 annsaudasoudygrandesle
1.4.2 ansaudafounulnsdwidedols
1.4.3 annsansaduyanadilliiueynmld

1.5 Herudnritang

psestususinuse NFC Aegunsaimnuiaendeiitvinfilunstudummyanaiidi
oonitul lagldinaAlulad NFC Wussuviudiusauyanauaslfisugosanaduemiuaioulnm
lunsasraeumnilyarainlulegldlasueyge



1.6 wafinainazlgsu
1.6.1 losuanusluiunissnwanudasnsie
1.6.2 losuuszaunsailunsinaunumalulagliane
1.6.3 l§5udszaunsallunsi@uiiugag ESP32



uni 2
ngeuasienasiineIvag

fimvhlassau tasesdududinuiie NFC ldRnvmguifiiisadessiie 9 uas
FAIWTIMLUINNUAZNENNITAN 9) MnenasaseiRtostelud

2.1 lulasmeulnsiaes (Microcontroller)

2.2 \Fue3 (Sensors)

2.3 alwsdayeyrad (Buzzer)

2.4 \naUINBIUENTaALaTNR (HyperText Transfer Protocol; HTTP)

2.5 nuiisaudWarumanefifuuusiueg (Hypertext Transfer Protocol Secure; HTTPS)

2.6 Lﬂm%’aﬁmmﬁum%ﬂ%muﬁﬂ (Transport Layer Security; TLS)

2.7 msFeansaunulng (Near-field communication; NFC)

2.8 Flutter

2.9 Git

2.10 9@ (C Programming Language)

2.1 lulasraulnsiaas (Microcontroller)
lulasaeulnsaiass (Microcontroller, MC, uC, #3e pC) nienulelulasaeulnsaaes
(Microcontroller Unit; MCU) 1Jumsuiiaimesaunadnuuieassisiien (Integrated Circuit; 10)
InglulasroulnsalansusenouMeLNUUIEIIaNANTALAUKEO1INNTT NIDNMENUINAILTY
wazgUnsalsieviaBuns/iodnsslusunsuls mheanudnlusunsuluguiuuves NOR flash,
OTP ROM, #38 ferroelectric RAM inaggnyuliluduseduiu sauds RAM Srunuwdniiey
lulasmoulnsataesliasuniseanuuuudansun1staunuuilsdn Gaunnatsainlulasius
e’d‘ a 6 1 A a v u:/ 4‘ d' % a r-;y 1
wawesnltlupsuiimesdiuyanavsaeundinduraluau § MUsznaumeduuentusng o
Tudnwviadelng lulaspoulnsaaesiuuadgadsiuszuuuudy (System on a chip; SoC)
= o YV v 1 al ¢ @ 1 = I Y] 13
uadaugudoutioanin SoC analilulasreulnsaiaesiludiuisenounils ualneviluudiay
udiugunIalsienetugs 1w miheussianans1iin (GPU) luga Wi-Fi viiesiuseuiana
37 (coprocessor) 981N UDiIF7
lulasaeulnsamaigninluldlunindusivazaunsalauaudnludi wu ssuuaiuay
2 ¢ s ¢ o al ! = 2 Yo o 2 Y]
wIBsuRsaeud gunsalnasunmdniialusnenie Slunasulnsa wsedldddinau wesedld
il 3eaiialni vouau wagsyuuledndy o nMsanvnauazauydloieuiunsoanwuy
lglulaslusiwawes nirenudl uazgUnsnlduns/to1dnauenssmin vilinisauauLuy
AdviadmsugUnsaiuaznszuIunseng o Wululsunniu lulaseeulnsawesuuunandyayi

o

laa o

& aa | A Ao & a & A cav
Wundeu Iﬂ&lﬁ]%i?ﬂﬁ'ﬂuﬂigﬂaUQU’]ﬁ’P]ﬂ‘l/lf\]’]LU‘Iﬂ,Uﬂ'ﬁﬁ’JUﬂﬂJigUUE}LﬁﬂWiQUﬂﬁW1M1sﬁﬂﬂma



Tuu3unves Internet of Things (IoT) lulaspaulnsamesduisnsniusiudeya n1sneIady
wazn1snszsulanmeniennlugiuzgunsaiuateniafidsausendauaz duniden

lilasreulnsaaesuisiienaldfuuuddnuazrhaufinnuisgs 4 kiz wensld
ndush @adtasuselulasiadndniien) Tnevluuds lulasaeulnsamefnaiannsons
mehanlileluraeiisennisal 1wy msnadundonisdndamedug mslindanuvuzer
Tulnunady (aefiuniing CPU ungqUnninensdulngUney) enaegitssduunluindivintu
Flinanefnnzdmsuneundinduiilduunmeiliuiy dululasreulnsaaesdug 01a
Fnthiluunumiiddseuszaninm Faeraseahnuediefusiussuanadyy i
(Digital Signal Processor; DSP) IﬂaﬁmmL%aﬁmmmmﬁmLLazmﬂﬁ’fwé’Nmﬁqaﬂ'jw

2.1.1 Useia

lalaslusiawesuuuvianadumiusn laun Four-Phase Systems ALT Tud 1969 uag
Garrett AiResearch MP944 Tul) 1970 Fagnitautulnglddu MOS LS vaneda dalulasg
Wsiwalgesuuuduiieadusnie Intel 4004 F11esavtelud 1971 Taglddu MOS LS| 1iles
FLAen Waullng Federico Faggin Iagldinalulad MOS wuu@dneuing suiulFInsues
Intel @® Marcian Hoff wag Stan Mazor wag3fInsves Busicom A® Masatoshi Shima siain
ATl Intel 4040 wuu 4 T, Intel 8008 wuu 8 U, wag Intel 8080 wuu 8 Un Tuswalwesivan
dfmuagoinsiunsusnranefiieadisssuuiildaould suddunheausiuazivsy
wasiwaunsalsaving dwalvisiuyuvesszuulaesiuadimateSesneaansansy (lunmssy
1970) hlvinsihaeufiumefinldfuadoddlnihaunadniulddusmanssgia

U3¥N MOS Technology Waslulaslusiwawassiasmnia 100 aeaarslud
1975 laungu 6501 wag 6502 yausvasAnandenisanglassasusa wilulaslusiwaises
waniiinadaansnisaiuayuainnisuen wiheaus uasdgunsaidens davinliduny
svessruuiirseglusyiunanesesnenans

2.1.1.1 nsWeaIun

MﬁﬂﬁaLéuwﬁaizq’jﬂ Gary Boone uag Michael Cochran 3A1n5984
USEN T Uszauanudusalunisasrslulasmeulnsaaesiusnlul 1971 nasiuvesninian
A9 TMS 1000 Frnssmheludandludlud 1974 lulasaeulnsaaedisumheausiuuy
gruoghaien mheanuduuuieuiesdoy Wasawes uazuinilluduife: waegath
TUfiszuuiles

Tutssufisnansmmssy 1970 guangunsaididnnsedindvesdltuFunan
Lulasreulnsaiaesdmsusosus Fs5amas MCU 4 Tndmduszuuanudiuiislusasus 7ita
dudalusia szuvdendidnnsedind uasunathiln nasnau MCU 8 TndmiumuauiaTeseus

dnilailonouaussionsioguosdu TMS 1000 wuudUiden Intel 39
fimunBuUsznanasruunssfiamesuLiUIvT I mnzaudmiumsldnusunsmuny dufe
Intel 8048 Tnei3udndstudrudamdvdadausnlull 1977 Fuilsan RAM uaz ROM 131y
JuRmafuiulilasTuseaes luussnuoundinduuinine Fuildgmituldlundufuiig



wnnImiaiudueiedlufian Tuaiiu Luke J. Valenter Usesiuned Intel nana3nlulag
roulvsalaesdunildlundasueinuszauanudniannniigaluss iRmansvaaudsm uazian
lpveneaudszanaveununlulasraulnsamasiinduniy 25%

lilasreulnsanesdnlvalunaniuinansquildoumiousu Junidd
v lUsunsy EPROM Inefivisinsmendlusdasy fihlnveshduiileliansnsaautoya
lasnsaneuasdansillaian Suilauldvandanlddmiunisaasuiuy Sngunisie ROM
figalusunsudeinard wie PROM Aidilusunsuldifiesnsaden dusuiumnds venssgldi
OTP 38831910 “one-time programmable” (Galusunsuldndufien) Wlilaspoulnsaaes
OTP tiu PROM ffnasifusiiouientu EPROM ussaduliiinteinaniond ileaanldisled
wwansuasdansillelanluds EPROM ¢ slsianunsnaudeyald esaniuiiaulddesldsn
FUwsdiniviinaniend Jsdlsaunenitiu OTP egenn Feanusondslalusaunanadin
fuuasiifisngnnin dwsuguitanmsoauldtiy Sududeddaendununszaniidismgnniy
desanilanslusslasionassansilleian Fsnszandrnlngiiivuas ustadondnivivlidunu
wanNFfuABRIUTT eI TiNe uenanigaiimsldlulaseulnsamosuun Piseyback #ae
[~

FIGURE ¢

16C5x SERIES BLOCK DIAGRAM

sUN 2.2 lulpsaeulvsaiaes Piggyback 310 MOSTEK



1wl .. 2536 NM5URFINLI8ANLIN EEPROM vinlilulaseaulnsaass

(Sudiusig Microchip PIC16C84) anunsnaudeyasmelniilaegrssinialaglisadlduiaing
1 d' o < o [ d" 1 v ¥ % 2 1 =3 q’j

SIALNIRE9N T UANSU EPROM Fatelaunsaasienuluulaagnasinsinasfalusinsy

Tuszuule (melula8 EEPROM funnounti1il usl EEPROM Junountinidsiaiunenitiagnu

MutesnIn ilrldwanzdmsululasasulnsamesindnianuiuuiniusiausevdn) Tutinen

futiu Atmel Teaglulaspaulnsaaasiinsnilinuigninus Flash 398y EEPROM wiln
Ay USEnou 9 Alaadunsauanegnesiagi Ineliianieanudisasslseinn

Uagdululasmeulnsamesisimgnuasnn@elaied msugnvuseuy
amsn lnediguyuosulataualvglvianuauladuluseagesuislssnm

2.1.1.2 Usunaumazalaang
11l 2002 Useunad 55% w94 CPU vianuandvielulanidululasaau
nsaeasuwazlulaslusiwaas 8 Un

finsuglulasneulnsaaes 8 Uaunndtaesiuduiilul 1997 uay
ndayaved Semico nuilulasroulnsaiaes 8 Uauinnind@iuaiugnimuielul 2006
1A Semico 9193 MMA1M MCU iulndu 36.5% Tul 2010 uay 12% lud 2011

UumlUlulsemanwannudfwnldunavillilesiUswasesaiunusean
~ Y] = & & ) Y] ~ I
Wiged@s wasllulaseeulnsaiaasussunuaulva sosusseaunaramluilulasaaulnsaiass
Uszaneu 30 7 wenanidanunsanulalugunsallnihvaneviie wu w3sadnd wnlulasin
wazInsEng

AuvulunIsHEne1adIndn 0.10 WSansgremiag

al

Aldareananiaaiiiuly lnglulasreulnsaaes 8 Unfigniland
1 IS
il

melusIneingt 0.03 eeaansansgs Tl 2018 uaslulaspaulnsaiass 32 Inunegu

9

s1AUsEI 1 Aoaansansyy dwmsudsnunlnaifesiu

Tud 2012 nduAningivhlan senvisanawaznsiuisediiarie
flaauhiieeiiun wasnmueniodofsudunstenas 17% dsiefiunisanasnsilvgiiae
Ui ausmeasTY 1980 i’WﬂLQ?ﬂI&Jﬁ’]ﬂ%ﬂiﬂﬂiﬂ@ﬂiﬂiaLﬁ@%@gjﬁ 0.88 Wiegyanss (0.69 wisugy
ansgs dmsu 4/8 Un, 0.59 wisuyansys dmsu 16 Us, 1.76 wiswryansys dmsu 32 Un)

Tu¥ 2012 vonvelilasreulnsaiass 8 TavhlaniyarUsyanu 4 siu
duneaaiansy luvnedilulasnoulnsaiaes 4 dnfflvemunsfiddui

103 2015 lilsreulvsaiaes 8 Srannsodolsluman 0311 eaansansy
(1,000 mthe) 16 Tn31A1 0.385 Aoaansansy™ (1,000 wule) uaz 32 Unlusian 0.378 Aoaaisd
135+ (1,000 Mg wiogd 0.35 noaansansyn dmiu 5,000)

10t 2018 lpsneulnsawaes 8 Tnannsodolalusian 0.03 aeaaniansye
16 Unlusnan 0.393 neaaisansge (1,000 nule ums1A1 0.563 ARAANTANIEY @MU 100
Wevise 0.349 Aoaansansy dmsuihuiu 2,000 i) waz 32 Islusial 0.503 neaals
35+ (1,000 iy ueil 0.466 Aoaansanizdmsu 5,000 wie)



Tt 2018 lulpsmeulnsameisimgnitaindal 2015 Manueiis1AILNa
111 (IpeAuiudmnskuilaseringsiat 2018 89 2015 dusunthenizwaiiy) nelulas
Aoulnsames 8 Unanunsatelalusnan 0.319 aeaansansy (1,000 wile) W3egenii 2.6%

lulaspoulnsalass 16 Jafs1A1 0.464 noaa5anss (1,000 wiqe)
%39 21% g

wuv 32 9alusian 0.503 moaansansss (1,000 wiae ukegi 0.466
Aoaa1sansy dmsu 5,000) vsegenin 33%

2.1.1.3 Aeufmosianiian

dleuil 21 figuisu 2018 un inerdefidunulsusznia “Aouiamesi
dniigalulan” gunsalfananuiu “ssuudueeslfaeuarlSuunmeivuin 0.04 auasl 16 nW
wionselusiwawes Cortex-M0+ TushuagmsdeasuuuseUindmiumsingaumaiveasad”
“Iosnudnaiies 0.3 uy. Ussanawwiawded [.] uonwilenin RAM uasiwaduaa1ingudd
gunsnl Aewfmesulmidslilunsamesiaziniosduasiniudynailias Wesanilvun
EniAulflaziianennieivguuusisum gunsalisfulasdsteyameuasivoadiuls aanfg
Tuasdmiundanuuasnadeulusunsy uaziudoya” qunsaiifivuin 1/10 vesuunadl 1BM
Srsdviniountdl poufupesiiflvunduadfilandevanadouneuluiouiiuney 2018 &
“dnnindainde” Insudawmeiniediuim dununsndatiosnin 0.10 avaans wazidesu
fumalulagufenisuud Tl miunsuuduas “gaBadsiadu” faduweundinduasis

A aa o

Uanana

2.1.2 Uszan
S a vV & o =
U 2008 umnaLLazamﬁmanssulu‘[mmu‘[maLaaimu’;umﬂ shuluia:

1) wihguszanana ARM core laglanizaasuszinn ARM Cortex-M

2) Microchip Technology Atmel AVR (8 Us), AVR32 (32 Un), kay AT91SAM
(32 Un)

3) A3 M8C was Cypress Semiconductor’s ﬁgﬂi“?ﬂu Cypress PSoC U8niniun

4) Freescale ColdFire (32 Us) ag SO8 (8 Un)

5) Freescale 68HC11 (8 ) wagdu 9 ﬁﬁiﬂﬂgmmmﬂmam%’a Motorola 6800

6) Intel 8051, %auaﬂmﬂ Intel ﬁgﬂma(ﬂim NXP Semiconductors, Infineon,
LL@%S‘U § ¥iayI18NII

7) Infineon: 8 Um XC800, 16 Un XE166, 32 Un XMC4000 (ARM based Cortex
MAF), 32 U@ TriCore, wag 32 U Aurix Tricore Bit microcontrollers

8) Maxim Integrated MAX32600, MAX32620, MAX32625, MAX32630,
MAX32650, MAX32640

9) MIPS

10) Microchip Technology PIC, (8 Us PIC16, PIC18, 16 Un dsPIC33 / PIC24),
(32 U, PIC32)



11) NXP Semiconductors LPC1000, LPC2000, LPC3000, LPC4000 (32 U#),
LPC900, LPC700 (8 U#)
12) Parallax Propeller
13) PowerPC ISE
14) Rabbit 2000 (8 Un)
15) Renesas Electronics: RL78 16 U# MCU; RX 32 Us MCU; SuperH; V850 32
Un MCU; H8; R8C 16 Un MCU
16) Silicon Laboratories lulasaoulnsaiass Pipelined 8 Un 8051 wazlulas
ADULNTALABSIUU ARM-based 32 Un deyayiaunau
17) STMicroelectronics STM8 (8 U#), ST10 (16 Us), STM32 (32 Us), SPC5
(automotive 32 Un)
18) Texas Instruments TI MSP430 (16 Us), MSP432 (32 Us), C2000 (32 Un)
19) Toshiba TLCS-870 (8 Un/16 Um)
wazdaiBnuinune Tneusegstugnldluneundiaduiinnzasnn vie
wilouduniigUssianaanizueundiaduninnitlulasroulnsaass aanlulasaou
Tnsamestdunszdanszaneifuetienn uasiifone meluled uazmaiauinune uazfuesiuiu
1nerananIingnssu

2.1.3 ESP32
ESP32 AengululasreulnsatasssauszndauasUsendandsnuinaiusa
ArwaINInTe Wi-Fi wazugns SumanidsidennisUssnanaiivainuats saddlulasius
waLgas Tensilica Xtensa LX6 ﬁﬁlﬁﬁaﬂﬁmw dual-core L% single-core, TUsiaas
Xtensa LX7 dual-core vi3olalaslusiwasas RISC-V LUV single-core uonani ESP32 fasu
dudszneuidududmiunmsdoasteyaliany Wy alndianeinialui vdu RF Le3eses
& nFessudnasuniu finses LagluAan1IANITNEIUY



g
B
2
B
2

5Ufl 2.3 Uadn NodeMCU il ESP32-C3-325
Taevhluudn ESP32 azgnileguuunniasfaniiamzgunsalviothiaueidudou
wﬁwaaﬁ@msﬁwmﬁﬁﬁuuasﬁ’;Lﬁ?}awia GPIO finannuate Taefin1sfnunafiuandieiy
Tuausunazindn ESP32 lasuniseanuuulag Espressif Systems wagndnlag TSMC lngls
nszuIuMms 40 uluans Suluddunenvedulasaeulnsames ESP8266

2.1.3.1 Espressif Systems
US¥M Espressif Systems (Shanghai) §1179 (eawsad) [uussnieiinou

snwosdyriuiisansdoulunanandnning Sddnenilvadiogidedd vismiatuns
fanuazdmineduuarlugateaslylasreulnsaiaeslianeildlu Intemet of things (IoT)

wAnfusieineudnnosmiuiidnuniigaassegnawes Espressif Ao

ESP8266 waw ESP32 Fuliujusionn ESP8266 wansnminanfigninluldlusdn fasisag ey

iwsmnuluagviaanlil sudsdliuinislegiuiiesdaniosuarszuudaluid uanainiss

gnldlaeduveuanu DIY mumalulaganeme

2.1.4 91519W57TU (Partition Table)

A3 siduRedAmuAn1TIaNITFULUUMNEA LT U LAz ToYas1g <

srgniiuliluusaennsidu negiuanunsoldguuuunsiamnsiduignimuamliudmse

Y

anunsamuuagUuuumsRmsAduenld Tnsasansiduignldlulasauidsuuuudiil
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Name Type | SubType [ Offset Size Flags
nvs data [ nvs 0x9000 0x5000

otadata data | ota 0xe000 0x2000

app0 app |[ota 0 0x10000 | 0x140000

appl app |ota l 0x150000 | 0x140000

spiffs data | spiffs 0x290000 | 0x160000
coredump [ data | coredump | 0x3F0000 | 0x10000

Faonserisuduves ESP32 Tu Arduino platform aghalsfinuinmsiudsuuas
szuutAulvdann SPIFFS WWu LittleFS lngi:

1) Name fa ¥9v9n15ATU Fugriu Yatulid

(%

LRIV OVl Bt

WU 16 fI9NYS

(Laifisnusefivaw)
1) Type Ao UsginyuasnsAdu anunsaidu data wse app

1) app AemsAtuildlunisifuueundindu

2) data Aewsfiduiildlunisiivteyanily

2) SubType fio Ussinnges seyn13tdauveansfidu data wag app
1) data

1)

2)

3)

ota fia WsvitwAUToya OTA (Emsunsdmanvnge1nia, Over-the-
air update) lagynlaldau OTA aunsaiheenles lngauinuesnis
fituilensasdivuaiiuiueuegil 8 KiB (0x2000 Tus)

nvs A WsTiduAvTeyamluy doya Wi-Fi, Yeyanisasuifiou PHY
ve3gUnsal, uazdoyadu q Afeagniiuuumiieaudining (Non-
volatile memory) Tngmnifiduuszinnimngandniunaiudoya
nssaAdntes Tusesiunannd a9 waznsldau NVS Snegrade
mafiutoyafiaziBensou Lileswn NS sesfumathsta uazduded
wugtheganniiaziinsfigu NVS suedus 12 KiB (0x3000 Tus) e
yndndu auannsnvesruadiuld Tasvuaiiuuginiuegsening
12 KiB uae 64 KiB faudanazanunsovesliiulgnindld msld
suszuulildigu FAT wi3e SPIFFS duasimngaudmiudeyaiilugni
coredump o Uszuanmniidugesiiviniilunisifudoya core
dump vumiisausuias Ty core dump Hudedayaignldey
dmTUNINTIRARUTIRA-NAIN L TUTUNTUATTRAL TR Taedian

o & v a & s o A s
FuilagreagniUalunsaialusianduagaanvanglunisunay wagms
a o ‘:%ld A

fifuilfivuinfiuuzaiiegi 64 KiB (0x10000)
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LY

a) nvs_keys e WisituililuussandesiiiuAgmadhstaveandidu
NVS Lﬁaﬂmﬁi’hiﬁagﬂ%’mu Imaﬁmmmagjﬁ 4 KiB (0x1000)

5) fat fie uuansidudmsuszuulng FAT Tnefiavmunzaudnsu
foyalug) 9 wogmndoyatugnivdsunases Tasssuulid FAT
aansolefians wear leveling wagnsiunsiala

6) spiffs Ao AnuanIsATudInsusTUUlING SPIFFS wunzdwusulug
Tngliuifunaysoedu wear leveling aghslsiinu svuulndilisessu
NS IAE

2) app

1) factory fie WfAituiAuneundiaduisudu lusunsuyalnaniaesas
Fonmsiduiiuneunaindusudumalifinsidy OTA wiewsitu
OTA thudraudn minfinisldwn$fidu OTA miidu ota 0 anunsagn
T Hunoundiadududulsiuagmnifivu factory ansnsagmitesnls

2) ota 0 94 ota_15 fAin WsATU ota_x 5ugﬂ16é’fﬁm%’ué’wmm OTA lagdl
1o OTA Tusdugeddmsidu OTA egedos 2 wisidu (aeund
Ao ota_0 uay ota_1) wazdnJudedldwisiidu ota sreguiulunis
Futeyaiieniu OTA Tagannsadin$idu OTA légega 16 msidu
ust 2 WsfiduResutushiigedddmsuiians OTA wuudn

3) test Ao lddmsun1maaeululsssu

3) Offset o Amusduitin$Atutiu q Busu Tae Offset dugnimunlagnis
59A1 Offset wagauInIININTUABUNTN 0 B819lsAniu Offset agfng
Junigaives 4 KiB (0x1000) waznisitunenazdosdasunislifivuig
64 KiB (0x10000) Yngvinnudeeliing fn Offset aggnauiulaednludifnu
fumwhevesmniitunount sudanisdasumidle q isndu eendlsh
mu Offset voem3itunsniuasdeadu 0x9000 uaz 0x10000 dwvsuns
AULDUNAATULIN

4) Size fio vwavesniitu Tnerndanusafuwawnaieon, ey Hex (hwth
de 0x), SeldisnussenadioUtuenutie K (Ala) wie M (un1) 1wy
4096 = 4K = 0x1000

5) Flags Ao lutlaquuasdutiilfifissuditevsvonimnifiduiu q gridhea
ol

2.1.5 littlefs
littlefs Foszuulndrunbniivasnseioniudunaifioonuuuuidmsu
lulasmoulnsalaes
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Anudangulunstdesiunisaadendaanu littlefs eanuuunniioularulam
Ihdunuugu nsadiunisinanamuainisiulseiunisAnasnteyailioleutaya (copy-
on-write) Audeunsa uagymnluiheu szuulndezndudanugunfiangafinsu

nsUsuszaunsanusenuulaundn littlefs sonuuuniounaslasaniz uag
weuNsUsUTERUNSANUssuuUaonuuulaundn uenand littlefs Ssanansansiaduudenidy
uazuAloteymle

RAM/ROM wuuiivauwn littlefs sonuuuintitavhaufuniieainusivuinén
n15ldau RAM gninfnegraduia Fanuroa11u91n151d RAM azliiudsundaaile
svuulndiduletu szuulidldiinsdenduuuliiiveuis wagndigauduwuulauniingn
Srrnlvieglutiimosifmunelifsaansadamnnuunails

2.1.6 99NUUY
Tusgdiuga littlefs WWuszuulnduuuvdenildlvdduiinvumanlunisdmiude
yalnuazlasiaine copy-on-write (COW) vualngilunisdniiudoyalva

LR

Tu littlefs drunamvainosaiudnassdu lnefivieulivuadn (3omirgumiem)
wlvmssuiamuanamoganiniluyniluiidudoya Tuvaziilassars COW azdaifiu
Toyalndegangiindauaglifianldanglunisvenenisdannsela 1

Tassadudoyaiansiaiiunnudon dagniloulassdnassudensau Tny
s uunmsaudeyaileygnuuudendenisinassusazata fdnasssususeduns
dnmsouulaundindaiassuulng

JUN 2.4 uanamsviulessues LittleFs

2.2 1 U3 (Sensors)
Tnevaliuda wuwesazgnieuinlugunsalfsunasnavaussodyyiumse
dusdaiAoUsunm AuaudR vieaneiignasindunasudanludyaalih



13

Tumnamsnenedian iwuwesiegunsal luga 1a3esdng nioszuudosiiniady
wmgnsaivonaudsuntaduaninuanden uazdstoyaludigunsaididnmsedinddun edu
Tnginavlumbeussinanavesnouiunes

Juwesgnihinltludwesluiinussdru iwu Judvduuududa (Fumedduda) ua
Taulniivsveainstulaenmsdudaisn uarluueundiedumnuetiuliidiudsaudaulnglsl
wenszmiinds seauiamiiludulilasuesdune? uasuwasvledy lulasaeulnsaiaeii
Tnuhenslinudugesfueseonluuenmiionnauuuuiaifuvesnmsingumnd A
i uaznisivasiegnamy ludiiuiees MARG

Wurasuuvewden wulwmudlefinesuazisuniuiuusediniinisldnuedi
univians mildrumedume findnirmfimananuaziaiosing intesduuazoina snoud
sunng VususuagBnvaneudualuiauseinfurean venanissdidumesiug Snunune
M inauainaniiuagnmenmussian nudadugesuuvestineadmiunsiaduilinm
duwesiuuduaziiioudmiunsinnruminvewouviar uasiiuweimaniilwidmiuns
MTIAABUAY pH VBIVBUNAT

anulmeswuesUsdinedwniudsuulatiuinntonifisddadeUsinudunniie
Wasuwlas fegradu mndsonlumeslufinesiafiouil 1 vy, iegumaiiudsuudas
1 °C aallavessiufie 1 ou./°C (nefugiuudiAerudu dy/dx Tnsauufinddnuazdadu)
wuwesurineadsasiedaiialdituiu fogradu meslufimesingamgivesiidsua
Tutheveamarfeuariliveananuadlurasiivennanilhineslufimessoutu Taastly
wuweslafunseenuuulvidnansgnusedsiintesiian mavilsueesilvunadnasingg
Preusulgsisiuarorinddontus

anufnvtmaneluladvidlfamsondaduseslfinniudos 4 lussfugamenu
lulasuesiagldinalulad MEMS lunsdldulng lulas@uwesanunsadalamiinituay
fraihgeniiledieufiviBmsuuuammaiosananusosnisdeyaiisindr sianlsiune
wazideialmfumndululanagiu Wuresuuuldudiie fadugunsaisagnuagldeon
fedmiuniniedeusterduionsTanuunsaien ﬁﬂﬁé’ummﬁﬂﬁmﬁmmﬁu N5l
dumeussamiilinauannsofudeyanisiemeifidadlinnd nanat Tagldsudu
Foausuifeulminaglidostnadomstuidiou

2.2.1 W@Wuesdunsnsauuumadn (PIR sensor)
< sa = A < ca a edw
\BugasBunsuIALUUNIETH (PIR sensor) Ae LuweiBidnnselindninuas
Burssn (IR) Awdoenunainingluszeznisusaiu WuwesvdadinldlunInsiaduniu
= < s o o P [ 1 1 v v
waeulv wuu PR Wuwes PIR dnldludygrausioussuayseuulndesaindnludd
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5UN 2.5 1p3eansadunisindoulmiuy PIR Mludwsuninende/iandivg
Wuwes PIR asaadunisndeulmimly uwilildlideyainlasvsedslamaaulm
aatiu Jednudedd Wuwes IR wuuadenw Wuwes PIR dniSandus 31 “PIR” #iaung
ASA3ENTT “PID” Fegon1an “1A38dn5duBulsIIALUUMIaTN” Wuwes PIR A3293un1s
wasulmiialy wilildlideyadinlasvieddawmaoulm dulu Fadndudedld Wuwes IR wuy
#5190 Wwwes PIR fniSendus 91 “PIR” #39U9ASASEAT1 “PID” @98011971n “IA309
v a N 1y O I = = v 3 a a1 L4 m v 1 [
ATIRTUBUNTUIALUUIIETN” A1Imadvivanefiadaiaasaiingunsal PIR Tdlauindsanu
WeAUsEAsAlUNITNTIITU WivinaulaenInsIadusdBuns e (mnufouannsunsed) 7
' =l b3 o A « O 1 = =< v (=3 a A 4 !
wBaNUNAINYTeaETIBUAINTRY WnTuaW« MImnadnranefeteiaasaiitgunsal PIR Ty
LouNNS DAY TEAIAlENINTIATU uAiviulagn15nTIaTuTaEduNs IR (AnuFouan
NIUHTIA) TUHOBNUNINYVITOALDUIINIAG LTI

2.2.1.1 ®8nAISYINIY

a ! &

TogynuiiandoungilainitaudesmduysaiazUdesndenuaiuiou

sonulugUresssdudiminini lneUnfudr$idluedlimiumenaniosainuasadlugog
AHENMIAAUBUNSIIN uigUnsaiBiannsetndfiosnuuuniitenUsyasdil a1unsansiaduls



2.2.1.2 1A309997293unsiaaaulmuwuy PIR

JUN 2.8 andlrinngluemsniaduguimesnsiadunisaseunsesuuu PIR
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B ) < v & Y] 2
Lﬂ'ﬁaqmﬁﬁﬁ]gﬂUﬂ']qﬂJLﬂaau'lﬁ')LLUU P|RIGULW@@33'{]‘{]Uﬂ"lﬁLﬂaau1W'36UENﬂu

A o A

dnd v3eTnnaus dnldiudyauiualusnasssuulndesainuuudnlud®

2.2.1.3 Msailunis
< 3 Y a = U aa -
W9 PIR @1119005933UN191UasULUaseUsunussdaunseny
ngnuiuing Fzusnseiuliluedivenmgiuazdnvaeiuinvesingiiegiuminguyes
Wl Thg U yana AUAURT YA Wy uns gamgll i etiuluyuteweduwesay
Winduangamngiiviendugnmglisninendindunndnass Wuwesazulanisideuudasd
AnTuesssddunsisafidundunsidsunlasweassiuliiivieen wazdsllaznszaunis

o/ LY A a Y A (% v dy a 1 (% IS ! v aa
#1379V mawammﬂﬂamsmﬂuLmeﬂwmswummmuawugULmum'ﬁﬂaaaiqaaummw

9 Y

Qo

LYY 2

Muanenaiu daunsiedeudneing s uiuiunaeanseAurTowsadulaguiu

PIR finatsgunvunislidauiivainvans Juidesldfuuiniigad
LAUATALAYTRAIUNTEANTIUIULIN T28EnN1TINUUTELIN 10 1WAT (30 WM) wasyuLes
amidfenndn 180° Squiifiuumeaninniandt sawds 360° Felnealusenuuuaniiiefadsus
AU PIR vunalvnjunstuRansenssandruieaagannsoasadumaasunlameands
suBunsusaldluszey 30 w3 (100 Wa) 990 PIR uenanddsd PR fleanuuudenszanuuy
Usufianld Ssanansnaseunquituiilénine (110°) vioaseunquitufinauannuuy “aiw”
vioannsnidendiunszanuenisazdiuite “Usuude” fufinseunauls

2.2.1.4 MIATIRIUANUUANA
Wulgesuaesietateunaidudunenssdiuiueiotweedyaiumn

o
=4

wasudea Tuguuuull myiean PIR giindnsiues viligamgiiindevetseagnsuaaiiugn
fmpanandgaalvin nsiiudurendsnudunsusaTadugesagindsiesazayly
v ¢ as 1y ¢ = a Nav vo &

nszAugUnsal B/lYIigunsalfmumumslisuudasiiianainlunsailasuasunasdus
viouafidesadnaiiiauy (Mslasundugeegsreiiesenailidagdugesduduay
o g v g ' A% A a v = Y o a = =
liguesliannsaduiinteyaiuiiule) luvaeidediu msdaleuuuininesudeall
fagandyyinsuniulrualuviligunsalsnuniunisnsgguiiesanauuluilngifes

| 2 < s a =~ Mo )y a =GV PN «
athalsfiny Wuwesuuuinmasudvanliaunsaingamgilalusuuuuil deludadiuselew

RNNZAINTUNIIATIITUNSIAG Ul

2.2.1.5 MU URaTe
] 3 ° i a =~ I I3
diaiguwes PIR gnivuaatlulnuadvineisudes Wuiwesavaunse
Tdnulaaniglugiuzaunsalnsiadunisiadouln Tulvuell Wensiadunisiadeulmnie
Tu “uwanen” veuduges WadieSugnilsazgnussuianaiiviednavenduges o
doyauanowinadlvldiuaidunisnsedulvan wu Siadvisewsesiunintoyavisodayaousiou
doyquauaniasu-@eavzgnunlulagltinstenseuauuuiaduazdoudigrnstusiaduuy

a

a s Y o W = e’dy a P ' o g
NINULYALN DT MuqalINﬁGUE]ﬁLaEJ‘LJ‘\]BUG]LLagLU@LW@@@U&M@Q@@ﬁQJ}QJ}WﬁJﬁ]Wﬂ PIR Iﬂﬁlﬂigfﬂiﬂﬁﬁﬂ

Meusoagrunthduiavesdu Suiinisasiaduuaranelununddaidmunl Jarmin

Y 9
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2.2.1.6 NMIDONLUUNANN N

, gens©"®
-
)

JUN 2.9 MseanuuUiuwesnIIRdunIsngeul PIR
Tneyhiluiuees PIR avhinssag uuiaanasiiunddiaunsaididnnsedngd

Pndudmsunmsienudyaraaindidugesiod Inemluudigadsenouriaviunazussqes
aeludiseu Fadeadluduniimduresaiusansounquiiuniisenisnsiaaauls fmisou
11Nl “UTANe” NANERNANAINUBUNIUIAANLITONILLLNLE LinaTnaglUsaLaInaLas?
DAY LANSINUDUNTUIAFINITONILT LT uF UL e SIARUMINeIg LI nwarafnly
ulusdlasededdussn nihsmemanaindivanlentaninguianuasy (u uuas du 9a2)
sruatayuteweduees vilinalnidene wazeraviliiedyganfiouilianain wiiensi
v W A o W & v A = v o U U aa
annsaldluminsesiedninannuenindulviedi 8-14 lulasiuns delndifeaiusddunsnn
d' & | d‘ dyu Y [ v k% % I
MuywdUdegaanununniian wenantdaunsalddunalnluialadneie (gauans)

2.2.1.7 Msia
aunsalgnalnfuanenaiuiiaiandsnudunsisaseez lnaaauunuRn
WGuasle

2.2.1.8 \aud
1 a | d’/ d' d' [ a (v @
dunanafneIvaeTuFUNaB B TINNA B UNT NI LU SR gu
W93 WAazasLALauALSALUA
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2.2.1.8.1 lauddasmsaiuaved PIR

5UN 2.10 fiFeuaTewmsaduanuafouln PIR niaudaantinamsinssuenmaeulay
wiaziwdeuluaudwlsaua IndauadlunFudinduesinlsdidnninfiogaueng

JUN 2.11 dhnseusuvii PIR wihliu (nengunsaididinnsetindeen) Inedlunasiiiaueasge
DEYATUNAY LBUARIAUALAAZH

JUN 2.12 PIR Minenrhasauiuntineen wandumiaves iwuwesinlsdidnvin (@nesdiden)
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2.2.1.9 n3g3n PIR
vsundntulagldnsganmisiluan wuunusdunigly iesiundsnu
dunlsusa lunsalldnszan dhaseunszannarainlaevilualiiiiaudusaiuandetugy

2.2.1.9.1 PIR 9Uanszanwuddiu

3UN 2.14 naneATausantdl NTEaNLULEIN AUA1TUNGTALT (PC) agiuuy

JUN 2.15 unnasiiuignaanganilouanInszanLuuLUsEIu
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= % Y v v 4 a T o ad a v
JUN 2.17 AundsweurnRsiviudminszandlednns lwuweslnlsdidnvsnuaniiig
AHGHGINER

2.2.1.10 JUMUUEMES

Y (%

JUN 2.18 1a3esnTiaduanuadoulmnizunuuduasdowriu anueivesduanduidin
AnubveaesowmTulufiAmeiy

nmstiia ilviyuneweunsowmfunateuguuuuduas ne
Toyuunagy (Qou) Wuwes PIR uwvaglilasundsnussdle 9 uaznelsyudu o PIR azlisu
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wanudunsselulsnaiiduty msuenivaglfiasesmsaniuauaieulmansouen
woysEViaLasasin ey Tngiididaedeudls

Woyaraiiuanuumils @uas) ldBnyunis 1sowmsaduazaeaii
uarafirduadeulnidussey 9 ity dmalidyaduresivdounlategiesamss 8

9
< o P

svuudidnnseindeglifiodsdyaanfeudendedaln ssuudidnnseiindarlyauladoyg
fivBsuudasn 9

$1uau U919 MInszane wazeulwedsumanignivuslasiaud
LazN3zIN GAmmeNeueafuiteaaguuuuduasnuhimnzauiigadmiunsldau
usiazUseLnm

2.2.1.11 msldaussuulndnluli

dlelfidudruvilsvesszuulidesaing svuudidnnsedindlu PIR ffag
muaudiadluifiannsoadunsaiuliiimdnld Fammneanudt PR aunsadealhlely
fidonsdery PIR Wansramunisedoulmld 3ddnldluaniunisainarsuds fudedesiu
0190105 (WSnwanutasase) nieilenisldauess Wy msdaluuszguiidhuitels
anauaeluauin msldnudnduasamldluieniassuy FounTeueims
LUwIeANdY MuRu vieuinallafuiiannsouaulndeTuddls HideUszndandsny
18 isglrazdinamandoduluriniy waedldliduiudodalndossnainiiui

2.2.1.12 woundiadudumnuasnde
deldidudruviavesszuuinuianuvasass 1asdidnnsedndlu
PIR finagmuniiad vuimdn Sdlagvhmihiidousonsasiaiiumd dudalnihgnis
Adeudorulrudunanirdureaummuaudygruiurluglevilussuuagoonuuulinn
Lifinsiadeulm nihduiadiadazUnog Fadeninfiaduuy “Undita’ (NQ) mnmsaanunis
wioul SiadasUmaasiiiedsdyaoniioude ﬁamﬂmﬂleﬂﬁmmiﬁamm dyaaufeu
fefvzihnuguiy
2.2.1.13 M53AN9
ranuuzilinandndueiorasinss Tudletesiunsudafioud
Aemann (u msnsaadules AldldiAnangunsn)
wnuuziliaaga PIR Tudnued PR ldawnsn “ueadiu” aen
nnvthensld uifianuemeduresaddunsisafituianalrouasasnegrinunszanlll
fitfn wiundsiudauasdunsnsafiuse (du mnlunthsasudniouann) enavhlviduies
SunwAuRdawazilmiadygiafoudisianaiala qﬂﬂaﬁm?%aulmagjﬁﬂﬁﬁwaaﬂsmﬂ%
liign PID “upaiiiu” Fseradunaridmsumihsdivumthlumemnarihasisae vieduna
Fedwsunthaduainfunely

2auuz11IA5ARAT PIR Tusunusn deaszuieainie HVAC agwn
ANSAUNITDLHUAIUUNURINANERNATANTA19UD U L1 IN1AEHAINITUHSIE f1uin
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(UaagnaanudunssaluUSUNUUaguIn) LAAUNNANIUNIATBUNUIASNAIERNBIYIN LA
gauniveananainiudsuiUasauriliindygyraifeunianainle

Wugesinlasunisesnuuuinld “iine” dadidedutiu wu aly
w3 Tnan1sasanulaliau vsevinlrwdladniuiesasldeglulnia

\Weanniduies PIR dsvaznisviiaiugidn 10 weas (30 1n) Aatiuns
ANFILATDINTIIULNEIFALALILNANIWTN TN LINDF NS UM DINTANI TN AEINI LA FEUU
Snwnanulasaneild PIR daldanulantussuusneianulanndenigusnainisiazseuuin

Plasansiadaulm Tafeg1anisdmalanasanusi Favinliaiunsalenaaanunasoingla

2.2.1.14 weslufliwesuuumiunussezlnane PIR
finseonuuues PR liiagamgiivesingiiegslnaluisasdsnan
agldiondng PIR wuuliiidiauuaneie dygiaeeidnnizgnussidiuniunisaouiiiey
aunasu IR vesamsvinanisiivesnsamatn §1e93d myingamgianseslnaderoudng
wiuguazusugr mnlifnmsaeuidisuiuriavesianiinmain gunsalinesluiimes PIR 2y
aansaianisiasuutasmesnisuised IR Jsaenndesiunisivdsundasesguuniilnense
wailsianansnduurgumndiuviasls

2.3 alwedeygyrae (Buzzer)
Buzzer Wugunsaldsdyqandesdionaiu gunsal Wenawniosnaluiihwiomisledian
a = g oA % o ) I3 & sV Y ¢ voaA v o
30 (Sendu q dwiele) nsldanunluvestagesuasiues laungunsniudasoussiaa
1995wz sBudunmsteutdeyavedly wu nMsednundvisenisnawduiium

Use1n1999 Buzzer 1l 3 v¥8n Ap

2.3.1 IW#lTsna (Electromechanical)
gunsaflugausng Mszuulniliaiosnanuuideatunsgasiinlaglifdodans
Tuhusufenfudiadonadoudefiodanszualnil ivivthiidinisdaies Seilimihdudiads
Beafien (mihduiasrdadesdieg Annudaemnldlnfiinszuaadu) ﬁam%ﬁqﬂnatﬁméﬁﬁ
gndalifuntatemanuiielfiluunafudes fi1 “buzzer” snnidssumug ve buzzer
svuulviiiaiasna

2.3.2 naln (Mechanical)
segtnwesilumedwasdnwasivunalndiug wazsndunedilasies Mmees
uq Guaaﬁ’ezjma%ﬂizLﬂwﬁﬁaﬂéwﬁz@
2.3.3 iglwdiannsn (Piezoelectric)
ssAUszneufieledidnnineragniuindeusne 1993818nnselnd uuuduvde
unas dyanondes duq Teduindeusneiniesuenedsuiieludidnyindeeiisinl e seyind

1 ;Y

nsnadu lawn 1@eemdn @eenss vsedesdu
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2.4 \nuaisvudstonnunanaiin (HyperText Transfer Protocol; HTTP)

HTTP (Hypertext Transfer Protocol) t¥u Tuslanoaduneundiaduluyelusinnea
Suwmesilndmiusruuteyalaeoslifeuvunszaeuazsauiionu HTTP WWusingiuvesnis
doanstoyadmiu World Wide Web aionanslewedifind saufs lawesaadlugmineinsdu
q Aldannsadfdsognsiene wu lnensaansnd vielasnsuseniihaeluiuunives

HTTP 1 Ju TWslapeauuudwe-nsmeundululumalaaioud-#sviies gsnssususu
Wolralouddsmvelududsniies @sWiesasnevunevaussmvslazain1snounaunauly
gilaatousd F998U18n15IANITAIY LAz ANSNEINTNTIUD LU 1oNa1s HTML wieslilon
By « Ale

Tugarumsalmlvduusiwesviuihnduleaeuduaziudiviesiloan iulumnis
I3 & A O oA acs § & '3 ¢ Y 1 % [ % [
Auleiviseunnnindupie @5Wes uusmiwesilusiegavessiunugdly (UA) daunugld
Uszandu o laun genduasdnvhdvdnldlaedliuinisdum Guasedaes) wsiwesides
woundiaduiietio wazwendwisou 9 Mdnie 14 weuanuiloniiu

HTTP gnesnuuuniteaugslviosrUsznauesatIemnaansaUsulsavseUald
Numsdeansserilaaeuduazdsiines Auleanivsinunisldnugainlasuusslevian
acs s 2 a1 X acs I P ) I s s
@399 WATLIUNALUDVILNUEI NI UUNDUITUUTINA MR UAUDY LIULUTTIYDIILUAT
ninensIvidihianeundhiuazinduailddmneseiilaioanUsunanisldnueiedis

< a acd 4 PN A 1 1 o/ o & o [y
NIONTYINIOT HTTP 7 1aULs LA IWEIURIAINNTAT LA NEEAINIUN RO T U5 U
lpaeusilaiiegnimvuadumslalan lnsmsdieteanuludautsniesaeuen

\eeuaaliluun HTTP fnae (Wen@idsnnes uawiu 1a+) imhiivesnuls dw
W1 HTTP uedu (wuludive/nsneuaues HTTP) azlasunisdanisuuuseuseseuluvg
fduiy HTTP du9 azlasunisdanisuuuduniaisuanenig @anislaglaaoudnunisiey
Audsnesidwmanewinguy)

ninensuuIvazgnssysunialagiszynineinsuuvaina (URL) Tagldguuuy

Uniform Resource Identifier (URI) http uag https 1ae URI %Qmﬁﬁ'ﬁﬁaﬂﬂmﬂa%ﬁﬂfﬂu
1ona@1s HTML iiisad1aienanslalasinndfidouleanu

2.5 nauaidsuudstannunanefifuuusiung (Hypertext Transfer Protocol Secure; HTTPS)

\nausudtenumanefifuuuiuae (Hypertext Transfer Protocol Secure; HTTPS)
AodIufuNEYRIlUsInADALN YIS YUAITDAINMA8TR (Hypertext Transfer Protocol;
HTTP) Bsldmsithsiaionsieansiivaendesiiuniotsnonfiunes uazgnldenaunivans
vudumeiiin laeluslaneairdetne HTTPS azgridhstaseinassautiuamosduyuds
(Transport Layer Security; TLS) viaereuniniasinasistudoninUaonde (Secure Sockets
Layer; SSL) fhewmiiu Tuslaaeatiannsnidendaede HTTP over TLS w3 HTTP over SSL
Ienauriu

ussgslandnues HTTPS Aemsudusmuvoaiulediidngs uaznsundesauniy
dusuazaraiysaivostoyafiuaniUdeuszrinemsivdstoya HTTPS Jestumslauduuy
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man-in-the-middle uagmaithsiaudonlumesiuvassiismdunisdomssgninslaaoud
Lazdsiies Metesiumsdoasanmsdniliuaznsasuntas Ussifumsigausauves
HTTPS Sdusisiyamaiianuiideoldasunsluluivsesndviaiadmnes idufinisdudums
il da10ge Famngeuihnmsdeusio HTTPS fiiunsiusesaugnieeteauysaiinag
wulflamzluuimsganssumstiseiuiivaesafouar szuuansaumavososdnsivaonfodug
vudadladiSuiibu Tl 2016 uauglneyaiswsuunudidnnsedind (Electronic Frontier
Foundation; EFF) snensaduayuaindnimuiiviusiwes ¥lAlusTmmeatunsvansann
Y w2018 Husiuan HTTPS gnldlaegldiiutesndt HTTP fuduiilivasnsts Tng
z*iauiwy'Lﬁaﬂm’]aammgﬂﬁawamﬁwﬁuuuﬁulsaﬁnﬂﬂizmw Sawimnulasaiuled uay
Snanuidudusnvesnsdoas masvysiau wagmvieaiuvesly

2.5.1 log53u
sULUY Uniform Resource Identifier (UR) 493 HTTPS fisuuuunisldaudimilon
fuffuguuuy HTTP ag1alsfinu HTTPS sradyanaliusiwedldtunsdrstaiuioves
SSL/TLS iileunilaansiudstonads SSL/TLS mngegrsBsdmiu HTTP ilesainanunsal
nstlestuldudinagiinansasouaugnieafissdufeiveansdoas lunsdiifegsnssy
HTTP vudumefidn Gulaealufiisndiinefuinduilédfunissusesaugndes (i
lpateudnsraeuluiuseswondsnies)

'
Y

r¢elvrulalananng

aa

HTTPS @319%pannaivasnievuiaiatieflivasnie 354

PEIZH
Jesiummngananganileuazn1slaufuuy man-n-the-middle neiidoulvindinnsldyanis

9 o A o ac v A A 9
WsTaNnzay waglususaadsnineslasunisnsaasuLasionale

\1999n HTTPS waules HTTP visnuatniu TLS lnenssdanunsaisialusle
ABA HTTP Nuguyianuald F959089 URL 909A190 W1918nasnsauml @i uasani (3
% a v [y} 9, 1 < = a [~ 6 4 3 1 =
finagiiveyaszyimnuvely) agelsiany iWesniegivleduazranaaunesadudiumily
vodluslamea TCP/IP fiugnu HTTPS Fdlianunsaundeamatamedeyamanils lunefoa
mngANLIusuLAU@Ie SN Muareg19gndes danieiaiunsneyuiuied IP uay
NUNBLAINBSATOWIUITSVIIBS Laru1eASIenasIdedelauuy (WY www.example.org ualil

| A A PN Yo o A Y = a v A

aunsneuInudLIAeYed URL) NKldmasdeansme sutausunaudeyaiianslouuasseey
navesnsaeans uwregalsinulismialonvesnisdeans

Auusiweiiitweieivled HTTPS Tnedadeanngliuinisesnluiuses

[

(Certificate Authority) finsisliaramiilugensuas dasreiviusiwesdelindagluinns
sonluiusedluniseenluiusesiignses dwu gldmswetaniseuse HTTPS luduiuledn
sl dulumuteuluianunselui:

1) dldeduinaunsalvesnu laafiusniwes wazisn1sendausiwasuuly

Y 9

! A 1 a o
gnungn (nanafe ludinislauddwnaeisu)

Y 9

2) glgetuitgenduisiusiiwesldau HTTPS laegragnaeaniauiuglv

Y Y

Usnseentususesidndsl Jarmiegegnees
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3) fiidesiuiglrinsesnlususesnsiusenameivladfigniownungmneg
whttu (nanfte gluiniseanluiusesasliignungnuaslaifimssenluiuses
fitamana)

a) Vulwaillususesiignies Femneanuildsumsasunilagglviuinside
fole

5) Tufusesszyiuladldenagnies (W ilerusrilwesidhm hitps:/example.
com Tususesiildsuiugniasdmiu example.com uaglilltvasmnenudu)

6) Jliesiuinaesnsidhsiavediusinnea (SSL/TLS) fianudasadeniios
NWeINNIANTHY

HTTPS faudnAtyetdadainsotneiilivasndnasiasoineio1annunsnues
& P Y] | = ] R =% a v PR Yy  a
wievelivasade 1wy yateusie Wi-Fi @155y delalendlimnaulunIevieviosiiu
= Y v o =] v o °o v av M vo Y =y
WweauausadnIuwiniauazAunuteyadAyililasunistesiulag HTTPS uenanil &
1 A 1 5 Tl =) a A 1 ¥ 4 I3 3
WUINATEUIY WLAN anuuruazuuudeiuuiuesediglaunsnueaminiulagnisunsniin
@ < s o & o Aa vy
Wnivauandlawanvawmuesvuivledau msnssiuiansagnilildlumaiitialavans
T wu nsdadawrsaduntivuaznisuluedeyadiuynnaveagly
Welvoyaundunedanunmsiihseianavumilaniarnsuluedeyadiuuanaved
919 nT NslszuusnwAuUasaie HTTPS vuiuleinueisdanudAgiiuunniu
Fow9 lngliidfslssinnveiniswensedumesilafildanu uwihdeyawanfeatuniniv
wiagnthgldiisnenslifeiinnuasdengeu widlotwnsiuiuua deyawnnmanilonn
Uawedayaneatugldlaun uaznsznuseanududiuivagly
n15USUld HTTPS Seoyqnlild HTTP/2 wag HTTP/3 (Lasjunauniiagia
SPDY uar QUIC) Fulu HTTP nesdulnifieanuuuniiieanian vuia wagaumielung
Taavttiu wardnisuugilild HTTP Strict Transport Security (HSTS) 31U HTTPS Lile
Josiugldann1slau@nuu man-in-the-middle Ingiannzagn984 SSL stripping

2.5.2 Anulaenney

arudanaforas HTTPS gl TLS flugiu ddlaeiiiluaglddassausuasis
dushivezeniiteaifdisaduszeydy Suggninluldlunadhsfansivavesdeyaseming
lpaiouduasiivines luuses x.509 gnlfiftedudusmureadsniies (agureasasui
leatausisne) dhewmtl gliinseenlususenarluiusesidamangdsiusonimiaaey
ANUENTUSTENINlUSUTOWAIIITDY TINTINTTATN ALY LazAuARUgNABIUBdluTUTeN
wiisdenafivssloninnnimnmaeusnuriueietefidedeld winslnmedeya
naihsg Tadeyasaunnlul 2013 I8 lRFuRlHuInseenlufusesindugngeuiionati
1ugn5laufuy man-in-the-middle AaaNTAfidyluUSUMERoA LA ULILAND (Forward
Secrecy) Be3utszruinnsdeansiiihstarituiinl flusdnazliianunsafsteyauaznansials
ynAgauvsesarusrazengnungnluounan lalliyndudsnine siveilssuuauduiuy

dusio
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el HTTPS fiuszAvSnw Viulesazsodloasiuiiu HTTPS Hanua mnidlon

vsdruvesuledgninaniiu HTTP (49U an3uduioguaiw) wiomnluanianiz vt

foyaauiBensou 1wy widhgszuu iy HTTPS vazdidaudu 9 vesiulusdiu HTTP 5353

fdawdssionisgnlanfuagmaiiisets uonand anfuvuiulediiuin HTTPS sdauln
sy

Tdunenn3tod secure TwivladnifidoyaaziBensou Jlduavwatuazgnilamennasaiig
faaulasiuing HTTP unuivzdu HTTPS

2.5.3 s18azdgnn1anaile

2.5.3.1 ANULANANNAIN HTTP

URL WUU HTTPS 15usuene “https://” wazliwesn 443 aupnsusu
Tuvaue? URL wuu HTTP 3ususe “http://” wazldweass 80 aumisuauy

HTTP ldlaidnsita Jedimnudsssion1slaufnuy man-in-the-middle
waznsnitsdeonviliglaufaunsadndalydivleduastoyadidny wazudlundiiuiie

C% & A 1% Vo % 1 a ¢ﬂy A 1

unsndawasuselavanls HTTPS lasuniseanuuusnlimumusionislansussiani uaziion
Uaoade (eniiun1slgeu HTTPS 71l SSL 1estuiianaiiy)

2532 fup3edny
HTTP shaufliaigesgeanvesluaa TCP/IP dufoiaiasuaundiady
wuReatuluslaneanudasade TLS Gwhauduawesdesfisniivesaasifeai)
Fadrsiateninu HTTP feuds uazaeasiaileteninuunds Tnawnsensauds HTTPS laild
Tslapealwifinenaniu winanedansld HTTP shluuumsifousis SSL/TLS fidnswa (Ju
drusiaveeain HTTP agnsiinanludnesiu)

HTTPS hsviailomdoauianun saudsdansia HTTP uasdeyadue
/msmeundu snifunislaufdenisdneia CCA fenuifntunuiiesuisllududedindu
19 flanAmsazanunsananumsdensioszritsaesiheldinndign siwfsdelammnaziied
P osheiiue

2533 Mymarnidines
iWewrdouiiuideslivensunisidensio HTTPS fouaszuudedaing
Tufusesddanssugdmiuiudiines lususesdreddsunsannulnegoenluiusosd
efelmiieliiuuniwesvensulaglifinsudadou foonluiusesnsiusesingisluiuses
Foffuiunmvesiudiineiiviausluusesiu Tnsmluduurivefasmeunineiely
Susesmsasuuvesieenluiusesdng ilelvianunsansiaaeuluiusesiiasulaegeenty
$usoamaniulé

2.5.3.3.1 myveluiuses
fgliusnisesnlufusesdanndlydhuiunilaiiaueluiuses
SSL/TLS uuutszRuvanguseian siuiluiusesmsnsiaaeuvens
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Let’s Encrypt Wadaluieumwieu 2559 Tausnslususes
SSL/TLS ﬁugmmuﬁmhﬁﬁw%mL%‘U"Lsmﬁ yail§ Electronic Frontier Foundation s¥yin
Let’s Encrypt agyilvnsiudguain HTTP (u HTTPS “diemeifiesudoonddaviondniy”
Hagtugliuinmadivleaduazgliuinsranddingliuseloniann Let’s Encrypt Litewey
Tususemsvifiugnan
2.5.3.3.2 [dun1smiuaunisidnga
spuviifsannsolddmiunsnmadevanilaadudifiedita
madfaiudsnefamedldilasueygaintu lunsduiiuns fauassuudiulasiings
afdluiusesdmivgliusazane Jefldasinanluiusosastuunives lnsunilususesasi
Youazilegdlavesilifilaiueynyn wazazgnninaeulaediminoslaesaluifluudaznns
Housteritefususnuvesdld Fsoralusdusoddsiariused

= [y

2.5.3.3.3 lupsalnadaugnunin

9
' v
i a %

Anautanddgyluusuniifensiisiawuudwenauysaliuy

<

a6 o o = Y 1Y)

(PFS) MsfiAdduLuvoaunnsszayeniladmiaildaaeadu HTTPS liragyilinsle
wdsRdiaduszerduiionansianisaunuinldietu ufllumendsinnm Tud 2013 fifes
nsuantUAguAg Diffie-Hellman (DHE) wagn suaniUasuds Diffie-Hellman wuulduld
293 (ECDHE) wihiufinsuinfinaaudad 1wl 2013 fiftes 30% veuwaty Firefox, Opera
uay Chromium Browser winiufildnmautii wagiiou 0% veswatu Safar waz Microsoft
Internet Explorer 109 Apple ﬁi‘i’f@mﬁuﬁ’ﬁﬁ TLS 1.3 Faseunsludoudanau 2018 Tdenidn
msatuayunadsiasuulifinsdsfawudse o Weunuaus we. 2562 LIudsniies
781929 96.6% F095UNTINWIANNEVUUY Forward Tuguuutlaguuuumds uay 52.1% oz
T¥n1s§nwIAuduLUY Forward Autusriwesdilg ad thounsngiau w.e. 2566 LIULT59
ne$Td1579 99.6% F093UMITIMIANLEULUY Forward Tuguuuulaguuuumds uay 75.2%

2lUn1ISnwIAMNAULUY Forward Aulusiwesaiuluey

2.5.3.3.3.1 msiiinneuluiuses

Tufusesenagnifinaeuneununegls 19 1ilesan
AuduvesAddudiagnaziiia winiwesuoaiounesdudilvaineidu Firefox Opera uag
Internet Explorer Ul Windows Vista 214 Online Certificate Status Protocol (OCSP) i
paeuliduduty wriwesardomnsiaedidsavedluusesludsoonluiusesvier
wnuEIW OCSP wageanluiusedazmoundu Ineuddiusriwesnsuitluiusesdnddldes
yi3elal uonanil CA o190eNTIBNELAnnaulUTUTEs (Certificate Revocation List; CRL) iite
wdslgldvnmuiiluiusoavanignifinaeunda egnalsfiniu CRL ludndudmiunesu ca/
Browser (“Wasu CA/Browser” fanamfessdng) dnsely agnslsiniu CA demald CRL fuegng
wwsvane anuzmsiinaeudiulnguudumesidaszmelululidmdnluiusemuneiy
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2.5.3.4 Ya91in
A19115Wa SSL (Secure Sockets Layer) wag TLS (Transport Layer
Security) @ u1samuuaalagedlvun laun Tuuasssuaiuazluua Mutual Tulviasssuen
mansaeuavssiunislandinesiihtu Tne Mutual smsliglidesiadilususes
leaududduyanaluduusiwesitensasvaeuansgld liilunsdlln seiumsdostuas
Juogifunugniesnasnisldmumensiuifussdaneifunsidnaadily

sSL/TLS lidasfunisdnvhsuiivesivledlaeiuasediaas wavluung
nsel URI maw%’wsnﬂﬁ?iL%’]sﬁammmaqmulﬁimsJﬂW'ﬁmwmumﬁwa/msmauauaaﬁgﬂ
aftntuwinduy Bideliglasiannsadrddonusssum (domesifidamesdomsisase)
Lagdennuiiinsia (Hemasiineidudista) vilrannsolaudsenisidstals

dlesann TLS vhewdisgduluslaaoadisnnin HTTP uazlaifianufifen
fuluslameasziugandt 135wnes TLS Ssanmnsauanduiusesisifiosluioadmiviieguas
wosafitmuawiniy Tuefe dunmneanuilianmnsalénsleadiaiounuudadetiu HTTPS
16 flaguii3andn Server Name Indication (SNI) Fsdsteloadludaudsuesieudnsians
Wewda wiiusriwesfuinaglisessudrumensdfnu nssesiu SN HlHlFnusaus Firefox
2, Opera 8, Apple Safari 2.1, Google Chrome 6 Wag Internet Explorer 7 Ui Windows Vista

o

n15l9uALUY man-in-the-middle AdudoulszinnuilsiFondn ssi
stripping gnuaueluuUseyy Blackhat Conference U 2009 nslauddszianivhaneny
Uaendeaas HTTPS Tnenisiudswdad https: Iiiduded hitp: Tnelduselevtianndafinasadi
MildBumefidnfeddfnuiiduiifed “htps” adudumedirmusiwes wnwidaudng
Julwinvasadeldlneniseander uazgnviaeniianinddsld HTTPS Tuvaefiasen wéards
14 HTTP flauffsdoasiulaadusosndiniau AlnszduliAnnmstaunnesnssuiielu
HTTP 7i3and HTTP Strict Transport Security

HTTPS Idsumsiigaudrindanudsssonislaudiinsssinsmiinuain
vangsuuuy Mslandtinssimasiiinidunislasfuuy Side-Channel Ussiammilefiondonis
Wasuuasauazvuavemmiiniitesyuauansivemswliinfidhsia n1siinsie
yrmindululfidomnniadeia sSLTLS wWasuaniomuamsmiin uifnansenutios
WnFevUAkarsEeIa1vemsin luideunguniay 2553 sAdelaetinideain Microsoft
Research uag Indiana University Aunuindoyailifiazidenseulasazifonaunsnoysnuy
Igangesmesnudng wu sweuinde dn3denuinudazinistestu HTTPS Tuneundiatu
duduhiidedsmanedalugunisguagunn a8 maaau uazn1sfuniiu widueuils
anunsneuunula/e/msiidinvedld Melevesnseunth wazanudulunisamula

mwm’%qﬁ'dﬁLﬁuiﬁﬁaﬁaiuajdauimqj 59489 Google, Yahoo! wag Amazon
14 HTTPS shlshAstiymdmiugldsuaunineneuitrdegaidense Wi-Fi a1513aiz 1l
Nnntiudngszuugaidieuse WiFi veswesiauuuuaUinlsiansalnanlsmngldweeuide
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N$WeNs HTTPS waziuledvanaunns 1w NeverSsL Sulseduinduladivaniuazanuisaiin
alonIu HTTP Laue

2.6 INUNI5AMUNUAIVDITUVUES (Transport Layer Security; TLS)
\nauaIsANuTuABITUYLES (Transport Layer Security; TLS) 1Uuluslnmreanisitnssa
AvonLuLLLiaSNYIANNUaDASUN1TARaNSULLAT YU ADLR MBS IUDLIasInlUSInADa

(%
a

tgnldegraunsvanglukeunifindusegudwanisdstonnuldneuluuriuiiuazusnisides
du P usinisldanuiiednwanuvasnsds HTTPS SwmaluiUamesaasisazanniign

Uslnaoa TLS Hinqusrasdndniiiednwianaasads sufsenuudiui (anu
au) AnUaNYIal wazAugnded Hrunsiimsdsiay nsldluiusesseninaweundiadu
roufinmeiidemstudusanoundiatuiuly Wilneoatviemiluawesnisinausuas
Usenaudnedestu lun sudeu TLS uaglusianea TLS handshake

Datagram Transport Layer Security (DTLS) dufiuluslnasanisdeansiiieadaseng
Tn&3nueurruvasndeliiu ueundieduild mdunsulunudeumanaia Snnunsends
f¢ “O)TLS” \leldfuanainsdu

TLS Wuanasguiiléyunisiauelng Intemet Engineering Task Force (IETF) Farmusdu
pdausnlull 1999 uaznosfuilagtuie TLS 1.3 Sesmustuluidioudanay 2018 TLS ad1siu
970 YorInuA SSL (Secure Sockets Layer) flaseedusnaely (1994, 1995, 1996) Fuiaunlng
Netscape Communications WiafiuTustanea HTTPS aduduiusiwes Netscape Navigator

2.6.1 A195UNY

a9 nLaunalatuaIunsadeaisisvawuuingelull TLS (159 SSL) 95Ty
Al I3 o P Y oae so = ] ) an o ° T Y
leaaeuraziassesalmidsuiiassrinsweuse TLS nidluisndnlunisvinwuiidanisly
nngaunese du dmsunisensie TLS Tnemaluua weose 80 aglddmiu nssudtaya
HTTP 9laileidnsia lusuziinese 443 1Wunesanluilddmsu nsSudsdaya HTTPS 7
WNswa dnnalnuilsAenisasafive STARTTLS wnizlusinaaalidudswinasiiaadunns
Waumanu TLS frag1uty wWaldlusinmpadiuatayynialsuidasng

idlolaateudnasi@snnesanasiiaozld TLS udr winwn9z1a597 nsieuse wuu
famuglagldfunoumsiuile (gnisduiie TLS) Tsleeealdnsiuiletusiauuveaunanite
smupAnsitsaliiaviniy uigisuddsildsuiuamswadu Sansdoansdollas
gnuihsalagldsiauuuammnslussnimsduiled leaeuduazidfinesazanastuieai
wsfiwesine fldasmnulasndeveinndeuse
1) myduiiesusuiielraeudidousefudsnnesidaldeu TLS
ilevensideusiofiUasnfouaylaaioudianimenisynsiansesiu (Sauas
HanauLLeas)
1) 9In519M5H 1@5Hne s denitsidustanarusuiisossu uasuddlilaalous
nsvdensanaula
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2) Ingundnaudiniiesazszymnuluguuuuvastluiusesnadialuiusesusenay
sheteismnesglviuinsesnlususes (CA) fidedelsidesusosmnugnsios
Y04lUTUTeT uazAgN SN SiENSTNEVR LTINS

3) gnandesudunnugneeavedtuiusedneudiunissie

9) lunsadddwaduilidmivnndousiofivaonsiy leatousasdoshgl
1) Whshaduavdy (PreMasterSecret) MmeRdans1susvaudiniesiagds

adnslusudines @uamzndsnesviduiitsaansnnensiadefe
dus) niiuisaesheldifinvduiloaisddwatuamedmiunind,
sakaraensviaveyaluseniruatulunendmse

2) 1¥nsuaniUdsuds Diffie-Hellman (M3e3uuuy DH Mludulfned)
WleaseAdiwatuuuuduuarlidnfusgasafodmiunsidisiauay
noawia SellauauiRifiufuveanisuntauuudese : vinAddiudaves
@snesgnidameluewen avliaunsoldAdduienonsiavaduiiagiy

¢ wiHwatutuazgnanfuuazduiinlasyanafianufio
nstdiunstiasAuaanmsiuiiouasiiunadeudeiiuaensedeazgridnatauas
nanstasefdwatuauniinindeudearduanawnniuneulafuneunienefudumains

Fuile TLS avdummuaznadeudeaylignadiadu

TLS wae SsL ldawnsadmnaldegsasiluaweslaawesnidwotuuusiass
0SI auuusIaas TCP/P TLS vhay “vuluslamoanisaudsiidedols (Wu TCP)” Fuwng
mnuifusgnieiaseinsvudsiuviminfdhsialiiuiaesiiganii dalaeundndndy
wiheaawesnsiaussgslsinm Tnevllueundeduald TLS wiloutuiduawasnis
yudausiiueundiatudld TLS agfesmuaunisFudunisduiie TLS uaznisdanisluiuses
M5ATIRERUANEILANA U

Walssunissneanulasaselay TLS n1sidiausaseninalaaous gy 1u

WIwe3) wasdiniies (Wu wikipedia.org) Azilnnuauumviaviuafsiol Ul
1) msWeusatduluuaIud (¥Seiaudv) 1eean Insld danasiuAduuu
aunmslunisisiadeyaids Addmiumsiinsiauuvauunsiazgnasie
YUDYILRANILLANLIIFA NS ULAALNITOUAD LATDIINNAIIUAUIIUTLITIN
AMulAaSuduwaty 1@sinesuazlaadudaziasansisazidenneiiusan
asiumM B siaLazAdn s sianagldneunzdilayaludusn (ganuaia
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Foundation
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Embedder | ‘ ‘ ‘ ‘

Platform-specific

Ul 2.19 antinenssu Flutter

dwSuszuuufianisfiegnield ueundiadu Flutter avgnussqludnuazifen
AunaunAladuiuiindu q Tagsilsia (Embedder) lanzunamesuagyhmiiidugaiFudu
UsrauauifussuuufiRnisfieganeldifiodrfauinissneg wu fufiansuansua nisidnis
wazmsteudeya uardansguivemsalden dilsfudeusnenufimnzauiuunanyles
u U39Uuke Java wag C++ dmsu Android, Swift Lag Objective-C/Objective-C++ @Sy
i0S wag macOS wag C++ dmTu Windows wag Linux n15ldsaileia 1dn Flutter anunsasiu
dfuueundiatuiifogudilusuuuulugs visldnenafudemitmuavesweundindudls
Flutter fisilasnsiuaunndmduunannesutihmmeily wifdsdissdug Snde

wlandnues Flutter fia Flutter engine dvdulnalidausneniv C++ uazsedsu
flafuiiugrufisniusonsvhauveaueundindu Flutter favua loudufifnihillumsudas
anfiuszneutudunmusamesnnasaisidusemamsil Suduihilinisldausedum
Y04 APl wiinved Flutter 59189n139m19%A1UNITN N3sudstayalnduasiesotne Suln
Dart uagieFosiionaulng

oudulgnidamegvisudsn Flutter sumna dart:ui Sasterulén C++ fioghdos
ndshenana Dart lausn3tilamedulsenouiiugiussdusan wu amadmiuauauszuy
go8N133uTaYa NIITN KANITUARINATBAINY
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Tnavily dnimunazldnouiu Flutter iunsuidsn Flutter Fadunsudsniiviu
aluarMoUALEWDAITOUT LURI8NW Dart wsuisnfiusenausmieynlausns unannesy
LAgLe79 LagiugIuNATUATY FIUsENaUMBLALYBSUAIETY LTUIINANTUUY Laun

1) AanaiugIULaUINIAILUTENB UMY WU wailud N30 LagyiNnIg
durla YanhauewusssunldiumlvmilefiugiunediUsamnds

[

2) L1ALBINSLSULADS LAUNNSITUANNSUNISIANISIAELDTA AIELaDIL ANEILNSA

9
afalassasrsuuuduldvesingiisumesl auaunsadnn1singuailuuy

Taundin TnelassasranuuduliazdUinniagianlaednludfifiodsnounis
wWaguuUavaan

3) iawosindadunusisureanisuszney Tagurueoiusaziuluaisesnng
susediedinanafiaenndosiuluawesiain venani iwesindaduie
Tanivuansuiuresnaaigaannsainduuldlnild daeiawesi
wugthluean s WeulUTuNTULUUABUAUEY

4) laus1s Material uag Cupertino dnausgnruAuinsouaquislddulsznoy
fugnuveLaweIARaNNININSE8NLUY Material #38 i0S TULY

w533 Flutter fvunadsudiadn fwesseiugmansogsittnifaunenslign
ﬁ@um%umiugﬂLLUUG{J@QLLﬁmm sufiaUdnduresusazunamiesy 1wy ndoswaziudl naen
uflwesiliTutuunanesy Wy fsnus, HTTP wazueiwiu Fwadtuanlausisndnues
Dart wa Flutter ufininauiediuananssuuinaiininendt AsouaguUINNTANT 19U A3
Frsvduneluney Msnsaedeuansues Apple Lagatludy

2.8.3 1A59a519v0uaUnaiady
LLNuﬂm@i@lﬂ‘i@mmwmmaﬂd’mﬂizﬂawm6] fivsznevfuduuey Flutter
Wlufiasraiulaeds flutter create unuAMTLansfwmiswes Flutter Engine Tulassadna
il Whuweuimes APl uazszufiiulén (repository) fidautsznauusazdiung fosunedu
avazesuemdnriunsiildiuilulunmsesuednlseneureaey Flutter
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Dart App
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flutter/flutter

dart:ui

platform-agnostic

C/C++ Engine

flutter/flutter

Embedder API (embedder.h)

J\

Embedder

platform-

Runner

flutter/flutter \

platform-specific

/ﬂpp repo
-

JUN 2.20 1aLgadeing 9 veuendady Flutter

2.8.3.1 wauUwalAdu Dart (Dart app)
1) Usznevdaldndngetuiieadis Ul fidesnis
2) ALIUNTRUATINENNNGINT
3) WnwauweUdudnves

2.8.3.2 11511330 (Framework)
1) W APl sgaugedmsunisadiaeuamuning (Fegiatu adn N3
VAFBUNIINA N1INTIITUNIN MaLndale wagn1sduns Torau)
2) UszneusuinldnvasuoUndinduduain

2.8.3.3 18U (Engine)
1) fwhiudamnidusuuuunsames
2) THMvhausERURYeILALNa1aTes Flutter APl (1Wy nsfin N33
oAU wagsulnyd Dart)
3) WaeilerFussauiirunnsuisndu APl dart-ui
4) ysannsfiuunannasusing 9 e APl s

2.8.3.4 @ilef (Embedder)
1) Uszanunuiuszsuulfiinisnelddmiunsidnfauinigeing « wu
fufnsiswees madi uaznistleutoua
2) dan3guBiua
3) Wawmy API lawzunanlesuiileysannisiilddnlugauey
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2.8.3.5 25U (Runner)
1) UﬁzﬂaU%ud’JuﬁQﬂL'ﬂ@LNEJI@EJ(;]J’JEJ\‘iﬁ?L%ﬂL%ULLWﬂLﬂQLL@UWﬁLﬂ‘fJJuﬁ
ausaldaulavuinannasudvung
2) vidugnadstulag flutter create warfidvondufianuey

Y
2.8.4 sgUuMsAle
Inglu Flutter weniu lisuunanayaaaiiany azilszuunisiladetaeuuuae:

1) Material Design fan1saleiiaes Google dSU Android

2) Cupertino Design Aan13aleuveas Apple @115 i0S

9¢13l5finu Cupertino Design gnunudilag Liquid Glass ué Tasludagiuii
Flutter dwhnssmasounazuilalnsiadassuuiled dnfu mnddianndesnsldionving
Liquid Glass Tuweundiadu Flutter Fadnfudosfianunanayanafianunouluvned (Flutter
nestu 3.38.5 & naniifiu)

Material Design Aantwinmsdlaifignitannles Google uazgnilafnsaun 25
fquieu 2014 uaziinestundn 3 nostusedu Tasinesdud 3 gnilasaluau Google 1/O
2021 uazii¥odn “Material You” (usidas33uen “Material Design 3” Afagnldanudustnauni)
uagluau Google 1/0 2025 fn51dadh “Material 3 Expressive” Fafun1sufuussdeain
Material You 1fuds13u Android 16 wag Wear OS 6 waganinsngeazideaiianfiuieiy
Material 3 1 https://m3.material.io/

2.8.5 dudnserldnTufAFen

Uuiiuiy Flutter Wumlsuid$n Ul LU reactive way declarative Fatiniam
Jugdawsunmsuuuannanuzueundindul Udianugdume sy uazmsaisnazvimiii
SUiandumosinevns sulniideaniugveweundindudsuutas lnnailduustunals
NNUTLNAN Facebook dmumisanisn React veswiniv dasamiansnuynuvdnnisesn
LUULUURGRLANEUsENS

Tumsddn Ul wuudadudnlng aonusiduduvesdumedinugliazgnosuis
disandufen aniuisueaentudelandld a fulnl ionouaussiomanisal A
VmeUsensuilsvesuuineiae Weneundinduiinududeunnniy dniaunsudugos
nsuhdauzasunlasiegnslsaaanste Ul dhegratu finnsan Ul delud:
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Flutter nSeudemsuisndaddnoudu q Wuumedulunsudladymil lne
wenduimedivegldosnainanugugiuesnsdaiau fe AP dled React Auavadsamedl
o5une Ul whiiu uassudsnazquanisldmatmunaduiioaiateduinndume finedld
LAV AY

Tu Flutter 3nidn (ad1ofvdnUsznoulu React) azuanwhenamadilsiiuaeuguds
THlunsivusdunudiesing Jadamadgnlfifofansunudeingiuenantudmivlass
19 Franduagllunsdanmsunuieingiuenanfudmsunmsdseneu silandnues Flutter
Aoyavesnalnlumsdmemdrudidauiawonudinidnegeiiuszaniain nmsutasunu
vangunuivesTnglnduunuisszduanwosing uagmaunsnszarensiasuulasludaumy
fdendamand
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%L%@Uizmﬂdauﬁmar;:ﬂsﬁmmn%uﬁmmam build)) Fuduilasdunulas
anuzdu Ul

UI = f(state)

SUT 2.22 grsuanansinaILeg1sasn
wsan build) dumunisesnuuuudniuwsenfifuazensiiaglifinadafes
yhlusesiiuansngnidenlflaewsudsnidolnsilédsndu (Hululiazosnnuasiinig
Senlindsadetondans)
Bilfodnvuzanzdulnio nanizasdenisaiuasyhareiagesng
s30157) 89 Dart thumnedwiuauiidufiay

2.8.6 Us¥in
Flutter eftuusnidniulude “Sky” wazvhauuuszuudfonig Android 7
msdamglunsussyugaeeniniiaun Dart Uszdd 2015 lnefignusyasdiiszylifoanunen
wananalsiognsasinaneil 120 isusedunil Wetud 4 funan 2018 Flutter 1.0 1Uadhlunns
Usgau Flutter flasunou

Tuduil 6 ngwne 2020 YesiamweNsu$ (SDK) Dart estu 2.8 uas Flutter
1.17.0 lasunmsweuns lagiiunissessu Metal API

WeoTud 3 fuiau 2021 Google lalUad Flutter 2 sewinenanssu Flutter Engage

VY a o &g v ° v & P o g v
paulal LALANALSIABSTLY Canvas @ %SULIU wanwitleanaisumesly HTML wagnis
aﬁuaquuaﬂwﬁm%’umaﬁﬁaﬂwalﬂaaqﬁm%'u Windows, macOS, kag Linux Wananniles
LI Dart 2.0 Fesrudansaduayusuanulasadenuu null (null-safety) AuUaen
Fouwuu null Wumadenlureuusnillosanifunisildsuuwlasnssivauaydesduldlu Dart 3

a

Anelut 2023
Tuiud 12 waquaa 2022 Flutter 3 wag Dart 2.17 lasun1sineunslaeiingg
sosdunnannasunanioUrunee1ades

dloYuil 27 aanau 2024 thannyuvu Flutter Sruaumildldussmadind Flock
Fadunedfunenues Flutter iflgauszasdioliingsionssauiam luvazifedufiding
SnnanuaenndostuynnsUBsunasiiAatululdndunig

Tl 2025 Google Ssasitamn Flutter selushoaniiinenssuuuuTuganidilasu
MsUfUUss mssesugUnsaliule uagniiiudseansnim ARM loT sufiseyliluunmey
atuUTuUge

2.9 Git
Git Wuszuureduasmiuaunestunuunszane faunsadanisiiestuvessosalan
wseteyals dnldiieniuaugesalanlnelusunsuasiimuzeduissiuiu
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2.9.1 Gitea

Gitea LHuynwanduas forge dmsunisleadssuumiuquiiasdunsimuyens
wasleeld Git 2890 INIVIINUTINAUDY 9 LU NTAAAINTN N1IRTI9aULARN NITNETU
590819601193 (Continuous Integration; Cl) N3zAU Kanban seuuTenulyn wazin 584
Sumsleadsmenuias wazdlduaunudarsisazvosyanadinislinldaunsdnie Gitea 1Tu
| = = Y . ) s A [y
dunilaves Gogs uazligumen1¥ Go Gitea anunsnlaadlauuynunanasunsossu Go s
fi9 FreeBSD, Linux, macOS wag Windows lasansilasunuativayuain Open Collective

2.10 A% (C Programming Language)
mwddunlsunsudmivinguszasdmluaituludimenssy 1970 Tagiau
Tainguardimslasumnuieunasltnuegiininwnwhenisesnuuumu@viivlisunsumes
ansainianudnuazisguesandnenssudigmlulalaenss deusuusslimne fuyad
& Wvne 11wd grihanlduasdiashinlflumsiamnssuuljianislesnesgunsaluas
audnluslameaudnisldnlurendufueundinduidsanasnudgnihmlflusoufinnes
FausgUaineuiumefuualngiiaaluaddlilaseeulnsamosiuadniianuas szuuiie

amwddunwidanszuaunsiidniusesiunsideulusunsuuvuiilassaisveuiun
Fuldadmiuaznisdentidessuuriadoyauuuasiinte@gnesnuuuniionsnoulng
iielvansnsainfsmiheanud waglaseaiieniw lussiumdauuiuddueiosliogned
UseAvsnm Tasftovusiisossuulnidush uwirsdaruannsolusedus uiniwdfgnoen
wuuseatiuayunsdeulusunsutraunaniosy Weunsud faenadostumasguilden

¥
=

Fulpeeidefannyanuisaluniswnnianuisaraulnddmsuunannasunauiimasas sy Uy
UfURnsTivanvane Tnefinisildsuulasesalaniiiesdntdes

wiTanwidaglausFinsyueesniw Fagllifinaandivendouuisedieiingly
My usidauBanguiisseiivrsessunmaniRmanduld fegarunmuuntaguas
nsiivveztudarlaglausiinieven GLib Object System lag Boehm garbage collector
AUAAY

Faustl 2000 Hususnnnd Iaumsiasusuetneseidedieglususuaningsanly
sl TIOBE adlumsinmnufenvesnwinindeulusunsy

2.10.1 Usgim

2.10.1.1 MIWUITIIN
funveanw C fanuidenlssegdlnddaiunsiamunssuuufians
Unix Safuiideusieniwineaisuuauy PDP-7 Tag Dennis Ritchie wag Ken Thompson
TngiuunAanatgogaainiousasemaly Tuiigamnnfdadulaghessuuufuianisluss
PDP-11 199594 Unix saiisiuu PDP-11 AldSumswanndenwiweaanuiivuiy
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2.10.1.2 /¥ B

nouddusoinisnrwlusunsudmiunisimug iandmsu
uwasasalvl waneneudouneulmasd Fortran Aoy udlulidienidudnauantunas
a¥1anestudevosnelUsunsusyuU ivauntulmide BCPL unu fesuigegradumenis
399 BCPL Falundouldvluvnziunaznendduldudlalionnsally “nsedu” devauay
Ad1efU ALGOL 7i3eudnendn fi3endn SMALGOL widenuadns 491 B Tngesuieindu
“mUMINEUDY BCPL #iillaa1nsal SMALGOL $1unusnn” wuieaiu BCPL, B flnoulwiass
yraunsUilesuisanuazmnlunmawe faludueiedmlufian fnsdougiaaedaiimly

B insediutuiuluuaglianinsaldusslovianauaudiives POP-11 wumsiiisnegludle

2.10.1.3 71w B Tnsduae C Juusn

Ul w.e. 2514 39¥FuU3UUTe B iiteldnnandAves PDP-11
finsmgedety mmﬁmﬁmﬁﬁﬁmﬁaﬂizmw%’agaé’ﬂms wSendeiin New B (NB) ouddu
Suld NB iiedien wefiua Unix uagdefmusveaniivuafiamanisiannniw
AT 1972 Snafsszandeyaiivarnvansinniulifuniun NB n1w NB Tendisdues int
way char wazldfinsdiunesnes anvainsalunisadranesmesludnsznnsuy o158
yosnUszLan uazUszianigasduanilaidu erfisdmeludnalldFumsujifiasiondy
woame$ Insideursylmassiv wasdsutonwidu

[ '
aaa s

maulmaed C wazgfiaaundiunas@usigaedlniaasignsiuegly Unix 13a3du 2 Fusen

nv81991 Research Unix

2.10.1.4 laseaseuazn1sileu Unix kernel Tol

T Unix 105 4 Fnsdwinelufoungadnieu wa. 2516
\adiua 109 Unix é3unadeulmiegnanennsheniu ¢ lunadu amw Clé¥unmandd
FiNsMEIueEIuTUUTTAN struct
fusvananaaantnlasumswugiUszanal 1973 mumuuziives Alan Snyder wagdadu
nsveufuisUsslemivaanalnmsruildifoglu BCPL wasPL/ nesdusaduliianzlndi
sullBuaznisunuiiansanuuiesitu #include 5au #define faunlasldiinnsimes nd
nidlsiuny fiinsveneuiuiy lnedwlnglag Mike Lesk uazsiounlag John Reiser Lite
sunlpsiifiersiuuduaznsrenlnduuuiiteuly

Unix Wunilshumefiuaseuulfiinisusng fdeusenwduililinvueawuuddedn
Aeumtileud szuu Multics @adeusieniw PL/I ) wae Master Control Program (MCP)
#1m3U Burroughs B5000 (Fadaudienis ALGOL ) Tul 1961 Tugael 1977 Ritchie way
Stephen C. Johnson lévnsiUasuntasiiuduliiunwiiesusamiazanlunisnnn
szuUUfiRin1sUnix Aevlmass Portable C wa1 Johnson uitugudmiunisldau ¢ vu
unanwosulnde naneunannasy
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2.10.1.5 K&R C

Tut w.e. 2521 Brian KernighanttagDennis Ritchie IaRNunnilade The
C Programming Language aﬂ’uﬁuﬁﬂ%gqLLiﬂmﬁfﬂ?ﬁaLéufﬁﬁﬂﬁﬂu%as}a K&R mm%asia%mi{
Feounazyhninfidudesmuadildidunisnig sesmendunaatsdnesduvesnten C
osunglunifsdorduiinEenduin “k&R C7 1ifesan wlsdeiaudlasunisineunslud w.e.
2521 3a3unBnegiein C78 nidoatufiuinsiiasnsounquanasgmu ANSI C Tunieuds s
Qznannemeld
K&R lafiflasauntvmatgegns:

1) lausn38une/ondnnunsgiu

)
2) long int Usgunndaya
3) unsigned int “LJisLﬂVl%Em‘Jja
4) shsiiiuntsimusuuurasluguLuy =op (Wu =) gnudsudugiuuy op= (Jufe =)
ierdanrumniumaanumnefiinainlassairaty i=-10 Fsgadenadn i =- 10 @n |
a4 10) unuitezfunnumnediddlald A% i du -10)
windsandnismeunsuinsgIu ANSI U 1989 udanaw Wunamaned
7l K&R C fansgnfiansanindu “famssudisdign” Musunsunuesaiun C Badeiilofoinis
mnuanansalunisnawligean iesanaoulmassiumsuuinndinsgnldnusguaziiles

9nlAn K&R C MiTsusgsziinsy Ssiaunsadulununesgiu C leguiu
Wi C nestusiouasinualiiendusalinisuseniAussinnagedaiauns C 1oty K&R
svusliitedfuiiderumuszinnduililisaam dtmuelivindy int fezfessenarould
o Heriduildlagliinsusgnimansvthasfeidsfuadseinndidvue int 13
2.10.1.6 ANSI C uag 1SO C

Tuauaemenssy 1970 uag 1980 n1w C westusneg gniluldanu
Tu peuiimeswnsuilneuiimesuaslulasreuiimesnainaiegusnds IBM PC fag
demnenufiewmesreufinnesussaniiisduogismnn

10T 1983 anduinsgusianfendiu (ANS) Tédafsanenssunis
X3J11 Lﬁafﬁ’mummmgm%qmm C x3J11 Mumsgnu C ABenunslFauuLIEUY Unix
Huiugu ogslsfmuduiliaunsonnwildveslausnd C vu Unix Iégnasialugsngusin
11 IEEE 1003 iiteldiduiiugudmiu wmsgiu POSIX Tud 1988 Tut 1989 wnsgiu C 1#¥u
ns¥useudiu ANSI X3.159-1989 “nwilusunsu C” edduivesnwingnifendt ANSI C,
Standard C viiaunansaiienii C89

Tud 1990 1AsgIL ANSI C (nFounisidsuntasguuuy) 165uns
fusadlagasdninnnsgiuaina (1S0) Tudie 1SO/IEC 9899:1990 FsuneadaFendt Co0 iy
A1 “C89”7 wag “C90” Jaunefanwlusinsuiediu

uAenfueAnTIATEUWIsADUY ANS! laldimunanasgu C fe
uLosdndely udazrdedsianasgiu C ana dagualasanzyinau ISO/IEC JTC1/SC22 /
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WG14 msiunssgiuannaatuuiulsanidlussaudssimadniintuneluniladngaanni IS0
WELNSUIASFIUAINE T

vilsludminevesnszuiumsinuaiinsguaw C Aonnsaiiey
Wedldnvos K&R C Tnsgamiennuantadiliidunsnsaneegnaiignihunlflunievds angy
nssumanaspudldifiunuandRiAudnvarsegadudunuuiiaidu @uanan Ce),
voidwasLnas, miiaq%’usqmé’ﬂsuizLLaSﬂwwwﬁaaﬁuﬁswdﬂaﬂszLwﬂ waznsUTuUTInslUsIwa
woi wiihensaidmiunmsusmamnaiinesagliiunsuuugslvismsuuuuildlu G+
wifiganseygaliliBumedinie K&R emuthAulsiuTesaldndisley

€89 lesunisatuayuainasulmass C lullaglu uazlan C adulny
dwlngild 89 Wuiugiulusunsulag MBeusieniv C wnsgrusinty wazldiide
aunfigleg Auegiveninuag asvhauldesnagndesuuunanwosulag fifinsldou C 7
aannaediuansgu neludadidavemineins wnlussdnsyds WWsunsueraneulnala
arzvunaatiesulaunanrlasunils viedeeeylmassianizwingu ey osnn
nsllavsinlidunnsgiu wu laus3 GUI venslimnandnvauzianizvesnelniass
vidounase syl 1wy vuaiuiueuvesrintoyanazadiulud

Tunsdifléndosanusnneulndliilagneulnaeifiaonndosdiy
uasgiunioneulnaeiily C Luu KeR fu  sTDC awseldulasieutddnoeniy
dusasgunazaiu KR iletlesfunislinuand@niionglu C snpsgruvunesilwaosild
C UUU K&R

NFIIINNTTUIUNTTANUALINTFIU ANSI/ISO Tarimunan1wn C §iaa
aoudrsmsiifunamans? Tl 1995 Insweunsnisudlumssguaton 1 vewinsgiu C U
1990 (ISO/IEC 9899/AMD1:1995 Fai3eniusendlaifumsnisin €95) titeudlusieazienun
Usgmsuasifiunmsatuayugednuszannaiinseunauunniy

2.10.1.7 C99

sy C lasumaudluiufnlugisuaenmssy 1990 dwalviing
A 1SO/IEC 9899:1999 TuT 1999 Falawialuizandn “C99” seanldfinmsudluiiufiadn
anunsalag Technical Corrigenda

€99 lhiausnuaudilmivargysenissiutailsituduladyintoya
Talvanewia(sude long long intwlia Yaya complex Fldunusviundedon) ansissid
arwgnudsiulfuavaindnendissiangunsatuayuiiiludmiuiaumanos IEEE 754 A3
arfuayuilasLuuuUsiu (nlasifsiuuendfioumd wUsiuld) ussnsatuayuau@aii
wuuuTTiRReTituiuse @ // wwdeatulu BCPL vide Cr+ auautiudiivarsesndldgn
il dudruvenelupeslnass C vareaduan

Tngdulugudl C99 aunsaldausiuiu €90 1a uatinadusnauin
niluusnu lnsiowizegnads msusemailiifszydssionagldeifintnisivualae
Uienednsely fimsimununlasinnsgiu  STDC VERSION  wieuan 199901L titesyyindl



50

nsatiuay C99 aau twiaas C duq 1wWu GCC, Solaris Studio wavmaulnass C duq Tulagdu
soasupuautRlminategivserianunves C99 agrlsinu aeulmass C Tu Microsoft
Visual C++ Tdu1nsg1u C89 wazdiusneg voe €99 Asndudmsunisldnusmiu Cr+11

waN3INT UMIFIU C99 FammualisesFudiseynly Unicode Tu
SULUUYIBNYTEIAY (WU \u0040 ¥38 \U0001f431) uazuuziilvisessude Unicode Ausg

2.10.1.8 C11
uUFuUsanassu C atulmidudulul 2550 Taedentuagndliid
91537 “C1X” qunseviadimsusemaldunmsgiu ISO/IEC 9899:2011 aeaifumisnisluiu
71 8 §uAu 2554 AugnITUNTINATE I C T ruauumaitedianisihauaudRlie 7
galaildsunmeaoulneszuuiifiegunly

1AsgIu C11 iinanaudRlvsinnngliiunm C waglausd sud
inlasuuuiainialaseadslsuumsatiuayy Unicode Aiitu nsduiiunisezmadinnnsyii
uuuuiaRissanariliidussaeuveun uenanissiliundmvedlausid co9 ifey
Jusuden uazdfuuganudniuldiu Cr+ ulasuinsgiu  STDC VERSION  gnrnmiun

Hiile 2011121 seayinfinnsadiuayu C11 udn

2.10.1.9 C17
c17 Wudesunegeliifunienisves 1ISO/IEC 9899:2018 Fudu
wmsgudmiunwlusungy C fmsunsludoufiguisu 2018 massrudlildfiunmaud
Tmillag Tiuntwn usifunisudlomanaiauaznistuastounniodu C11 wihdu anlps
11955114 STDC VERSION Qﬂﬁmuﬂﬁmﬁa 201710L 58yinIssessy C17 Ui

2.10.1.10 C23
23 Yudteizenegslsiidunisnisvesnsudluainsgiunie C nén
Tuthgiu FsluseninmstaudningFondt “c2x” Tnvadstuanieiduteunth way
wugthaanFlel wu Audnlnl anamnedisdudmsuie auto Bilimseysnuuszamn
dleusznesuysussnnlvaisands nullptr t uaz Bitint (N) wagn1svenelausnuinsgu

€23 laduniswunsluidounatay 2024 Tude 1SO/IEC 9899:2024 11lATHIATFIY
_ STDC_VERSION__ gnfinnuald 2023111 iiessydiinsatiuayu €23

2.10.1.11 2y
cov Wudeisenedslihfunnisvemisudlunasgiuniwn C addlugy
Sl widsnnn €23 (C2X) Bsmarinazeenlutisaevassy 2020 fafuFaiian 2’ T “cav”
satunsnues C2Y Iedumameunsludoununius 2024 Tudle N3220 Tasnguvinanu 1S/
IEC JTC1/5C22 /WG14
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2.10.1.12 Embedded C
Tuefnnsdeulusunsy C dmsuszuuilaisndudoddaiuvene il
Wuwesgiuvesniw C Lﬁaiaa%@mauﬁ'ﬁﬁmw WuNSAIMEINATENAI SUNANSLIe
A wageuanenatulagn1 s uiun1T3une /o dne g

Tud 2551 ApgnsTuNMIRTEIL C IFneunsnenumanaiaives
a1 C endlailgmivanilasnmsdamnesguiludmsumsldnuimualiufsiamg 39
suisgnuaniivarsesnailiflunmn C Und 1wy mssuniameionasd Aufiuonnsauuy
fouagnmsrimunLennsasiauas 1/O fiugiu

2.10.2 $uys (Variables)
fuustunw C ilasrundivsznoulumelssinnvestayanastioniuys lneived
wUstiuausadusienisfignuuseiasesneganalameuiu dreg1afe

SUN 2.23 fregnanisusenas LU lunw C

U

2.10.3 Usziandaya (Data Types)
%’aqgaﬁLﬁaa%’aqﬁuﬁaLamﬁﬂﬁUizLﬂw unsigned Kag signed LAEAULANAIAIN
oBu1edu « fe
1) Signed (finToamng): Muaviianansafinauls szozdeyasegisie 128 fs
127
2) Unsigned (Liifiia3eanne): daviliansnsadnauls svozdeyasednafio
0 fis 255
awdunalédin doyauszinn unsigned Suansaifusiavuanldauannnd
Aogeandl 255 uivnniheduysal absolute value) ¥essz8zdoyaLuY signed 1UINAY LHu
| - 128] +]127] azgwudlaen 255 nuneAudn 939 o uaideyausziav signed aunsaLiy

v

Joyald 255 faauuiu ewaiasmiawesuariausanulmiuiiasfinay

sauulUsAg114797 LavatinduULALTITeLLANAAUA NS UBTATILIULALLUU
signed uaz unsigned TUsngssiunsiavads lneamgegiBanslenesiaiduausiy

2.10.3.1 Uszeanyau (Boolean)
Ussinvydutugniiauensusntuiinggiu €99 lnemsnandeussunndeyayiuiu luusyin
29401191 C wiilaaauuy

1) Bool (uazilunlas bool): aufswnsgIu C23
2) bool (Mlaflgupnnlasg): Fsurunsgiu C23



5)
6)
7)

8)
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2.10.3.2 Usetamswiuiu (Integer)

short int (W3e8nTewdafe short wazasald@didsn signed 1¢)

unsigned short int (138 unsigned short)

int (38 signed int)

Aoussnndeyaiiaviiundfian uazasgnniuiinasiivuiadus 16 Saaue Tasszuy

ldnlnaflutagtuazidu 32 Oa

unsigned int (W3oLNBILA unsigned): AaUszian int TuLuy unsigned, & modulo

arithmetic, uagimnzavdmiunsaeuulasds

long int (3@ long)

unsigned long int (138 unsigned long)

fiusaus €99:

1) long long int (138 long long)

2) unsigned long long int (#39 unsigned long long)

fiudaus C23:

1) _Bitint(n) (138 signed _Bitint(n)): Usztnndaya signed wuuvuiataiau lag n uwnu
shesuiudn (sudadmesemiane way n agfodliinnndi BITINT MAXWIDTH annlud
<limits.h>)

2) unsigned _Bitint(n): iiloudedu ieswAdulseian unsigned (LaylifiinnIowmneg)

waziloutszinndoyadu q AuaunsasesRdisauuulaila 1wy unsigned long long int

waz long int unsigned long Tulnilauniu

mswselUlasuussandavnavanuaznuaudiveiy



A15199 2.3 GUUWWU’E]Q‘E@S;IJ@L%U{?@

Fuudanugduuudeya

Fouszan USTANAB U
U3 C [ LP32 | ILP32 | LLP64 | LP64
char char o
signed char signed char ’ejsméuaﬂ 8 8 8 8
unsigned char unsigned char
short
short int )
—od short short int o
signed shor
S YUY 16 16 16 16
signed short int 16
unsigned short unsigned
unsigned short int short int
int
signed int o
signed int @mf;m 16 | 32 | 32 | 32
unsigned ) .
: : unsigned int

unsigned int
long
long int .

—— long int o
signed lon

S S 2YNUDY 32 32 32 64
signed long int 32
unsigned long unsigned
unsigned long int long int

53



54

A5190 2.4 muwmaﬁaa&mﬁuﬁm (MD)

uaudanugduuudeya
4m33 U C [ LP32 | ILP32 | LLP64 | LP64

& a '
YaussLAn USSLANNYUINN

long long

long long int

- long long int (C99)
signed long long

9813108
signed long long int 64 64 64 64 64

unsigned long long

- unsigned long
unsigned long long long int (C99)
int

2.10.3.2.1 sUuuU¥eya (data model)
sUsuudaya n3e data model Aaguuuunisiivdeyaves
Tsunsudadudeiitmuasuiavesiiuds Inssuuvuteyaiuazgninunlasunaniosy
Whvane FalmheUssananauasseuudfianindutadondn nenunssluidensuvi
vdn 9 udilguuuudeyasy 4 JULUU fio LP32, ILP32, LLP6A, uag LP64 Fevnndaansmaniy
e L e Long, P %unefis Pointer, Uag | Mangia Integer (S1u3wfiyl) wanusieasn

2.10.3.3 Ysztnnanuiunailenass (Real floating types)
a1 C Tulissinndeyadmivunuiuamaionsss 3 (Wie 6 daud
C23) UszLam
1) float: SuunAlsueALLE AL AssTUDSLLRNATI I IEEE-754 binary32 mnessu
2) double: IurunAtisnANLLLUEIADNIN ASIiUNEIUUANIATIIW IEEE-754 binary6d wn
5995
3) long double: mu’suwmam’mumumL‘wzumu mﬂﬂUWaiLLMMMﬁﬁm IEEE- 754 binary128
MINTDITU Hay uuﬁ] M39AU IEEE-754 binary64-extended #1n5895U fag uuﬁ] f39AU
sUnuudunedenilinsstumasgu IEEE-750 sunuulafldmsulaifanuuiuginin
binary64 LLazszazsﬁagaﬁuaéwﬁaaﬁé}’aqawh binary64 wazmnlalsessurtimunty 9snse
funlasuunuImsgIU IEEE-754 binary64
1) JULUU binary128 thugnldlngszuy HP-UX, SPARC, MIPS, ARM64, uae z/0S UNsUU
2) ULUY IEEE-754 binary6d-extended M53nfusgisunsvaedigiegunuuanuusiug,
i 80 O x87 Begnldlasaniinenssu x86 uaz x86-64 U195EUY (MIBNLTuTiAIS
yAfaAo MSVC fifmunalst long double aelluguuuuieniiufiu double, WWu binary64)
dleldumsgiu € daud €23 1 Huduluuasmnunaniosuvesanldiunounanusuilag
_ STDC IEC 60559 DFP_ éi’faaﬂaﬂszmwéﬁ'aLammﬁamﬁq@iﬂﬂfﬁ]zgﬂiaq%'ué"w:
1) _Decimal32: unuguiuuufsgu IEEE-754 decimal32
2) _Decimal64: unuguiuuunggIu IEEE-754 decimal64
3) _Decimal128: unuguiuunnsgiu IEEE-754 decimal128
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OB Uszmw?hLafumﬁwLﬁmaummﬁazhjgﬂiaa%’u
Toyaussinvvatisuenasesiuafivawiuiulaun

1) 91UA (Infinity, YRUINLAZAU)
2) guddnay, -0.0 lnelAnvifiugelnfauin ude1atannumngluung

AUNTT WY 1.0 / 0.0 == INFINITY w# 1.0 / -0.0 == -INFINITY
3) lailasaw (not-a-number; NaN) @slawindueglsias (saudasary
19)

vAtenduuaTsEansgnltiuimaudunsneetiaemansle + -/ * uasiandumendinaans
971 <math.h> Tpgrassifiunisiasianduainlavsisiuauisanaliianisianstaianan
YasiuunedoulAuazazfian errno

2.10.3.4 Usziandruunatisugdutou (Complex floating types)
Ussnndeyadumaisududouiuiuussaniunuiauddon
(complex numbe) Hufie fiaviiaunsngnidsuumudunanimessiuiuriuarduaueie
figausnednudunnin @ + bi) TneUssiandunuiBsieuiioganuuszinm laun

1) float Complex (wazaunsald float complex langufumniiigl <complex.h>)
2) double Complex (uazaunsald double complex lgigufumniingl <complex.h>)
3) long double Complex (Laza1u1saly long double complex latgufiunnydngn

<complex.h>)

2.10.3.5 Ysztnmanuiuneateudunnin (Imaginary floating types)
Usziandoyasiurumaiondunnmiudulszaniiunuguasdunnm (imaginary
number) tfufte #iavftanansngnidsuuuduinusieigaseswaudunnin: bi
Ussinndudsdouiiogauuseny loun

1) float _Imaginary (Laganunsald float imaginary taltuiumnuig <complex.h>)

2) double Imaginary (Wazausald double imaginary lagufuminiigl <complex.h>)

3) long double _Imaginary (uagau15ald long double imaginary latguiunINULLN
<complex.h>)

2.10.3.6 UszLnnidonwes (Character)
1) signed char: UselANEIMTUSONEILUU signed
2) unsigned char: UsgLANEINITUSIONEILUU unsigned
3) char: Ysgandmsuiidnuswuuldseyssevdoya Feaunsavinfiu signed char n3e
. @ v (K 4 4 1 1 =3 b4 6 1A 1
unsigned char Aladuediunnannasuuazmoulnass usieeg1elsiniy char duldlviieua
d‘a o d'l 1 A U
1lAsNANIUGUTELANDY 9 UA char AoUszinnuesiules

2.10.3.7 Adsm
1) bool, true, false, char, int, short, long, signed, unsigned, float, double.

2) Bool, Bitint, Complex, Imaginary, Decimal32, Decimal64, Decimal128.
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2.10.3.8 syzAiAuld

AouunsgIu C23 Wmsgiu C ayganisunudiavwuuladle uay
srozdushvasinay N Sado V1 - 1) A 42V - 1 (Wu —127 fs 127 dmSuuszinnd
19 8 9n) BemservveulmvesduANFLMTs (one’s complement) nion1sunudiuaudl
LARBIINY (sign-and-magnitude)

oglsfnu sunuudoyaiildfugraunivansvionun (:awda ILP32,
LP32, LP64, uaw LLP64) uazmaxilmans C ifouimusldnisunudiaunuudiudusuans
(two’s complement) (lfoaniuiinsruuavisnolnasidnsussuu UNISYS) wassaus
wmsgIu C23 Sufemsunusiavuuuieiigneyawlslflasumsgiu wazilveuaiiuvuou
sendng 2871 Qe 4271 - 1 (1w -128 B 127 dwisulssianduay 8 Un)

mrdeluilideyaierfureuumuesssinndeyasing 4 Ensiia
amelunalgniioiinanuagainluniseu)
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+1.797,693, 134, 862, 315,
7.10°%

YUIA STEZA
dszan | - SULLUU .
(um) | ¢ Tnouszan LUy
o signed -128 9y 127
v o unsigned 0 99 255
FIDAWI =
16 | UTF-16 0 §9 65535
32 | UTF-32 0 99 1114111 (Ox10fFfF)
6 signed +3.27 - 104 -32768 04 32767
unsigned 0 919 6.55 - 104 0 919 65535
. -2,147,483,648 94
3 signed +2.14 - 109 2.147,483.647
I unsigned 0149 4.29 - 109 0 {14 4,294,967,295
Wl -9,223.372,036,854,775,808
signed +9.22-1018 AN
6 9,223,372,036,854,775,807
unsigned 0991.84-1019 0 fi
: 18,446,744,073,709,551,615
1) min subnormal: 1) min subnormal:
+1.401,298,4-10™% +0x1p-149
2) min normal: 2) min normal;
32 | IREE7>4 +1.175,494,3 . 1078 +0x1p-126
3) max: 3) max:
+3.402,823,4-10°® +0x1 fffffep+127
1) min subnormal:
nedey +04.940, 656,458,412
luwn3 10732 1) min subnormal:
2) min normal: +0x1p-1074
64 | IEEE-754 +2.225,073, 858,507,201, 2) min normal:
e +0x1p-1022
4-10 .
3) max: +0x1
3) max: A fp+1023
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YUA STYLAI
Usen | = FUnuy ,
(Um) | 9 Taauszuna wiuau
1) min subnormal:
+3.645,199,531,882,474,
602,528 - 10741 1) min subnormal:
2) min normal: 2 iQX1p-164‘t5
+3.362,103, 143,112,093, [ £ Min normat:
80| 86 o +0x1p-16382
506,263 - 10 3) max: +0x1.fFFFAF
3) max: fffffffep+16383
+1.189,731,495,357,231,
765,021 - 10%%
nAfsy 1) min subnormal:
luuns +6.475,175,119,438,025,
110,924,438,958, 227,
646,552,5 - 10719 .
, 1) min subnormal:
? mfslggzo rlrggtm 112,003, | 5y LoxHP-164%4
£3.504, 1U5, 165, 112,U75, 1 2) min normal:
128 | IEEE-754 506,262,677,817,321, +0x1p-16382
752,602,6 - 1079932 3) max: +0x 1.
3) max: FFFFFFrp+16383
+1.189,731,495,357, 231,
765,085, 759,326,628,
007,016, 2 - 10432
1) min subnormal:
+1.1071%
2) min normal;
32 |EEE-754 11.10°%
3) max:
+9.999'999 - 10%°
1) min subnormal:
+1-107>%
2) min nogrg;al:
64 | IEEE-754 £1-10°
AN 3) max:
WPuoa +9.999'999 999 999 999
.10%%
1) min subnormal:
+1 - 10—6176
2) min normal:
41 - 10—6143
128 | IEEE-754 3) max:
+9.999 999999 999 999
999999999 999 999 999

. 106144
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2.10.4 awUalusunsuvesny (GNU Compiler Collection; GCC)

Tunszurumanisiannlassnud yauvalusunsuvesnytugnldidundnides
ndugautalusunsu (rexlmass; Compiler) ldidundnlumsiaulanfiadouuiug
Arduino Lazuasar1e 9 TILDIUBSA ESP32

‘qmﬂaiﬂ‘WLaa% GNU (GNU Compiler Collection; GCC) (Wuie GNU C Compiler)
Aoyanoulniasainlasenis GNU fisesfumwilusunsy an1dinenssusniound uagszuy
U TR 9 YailBrendwisias (FSP) weuwns GCC lugmuggendwisiasneladayareunia
agﬂﬁaﬂflﬁ'ﬁmzﬁﬂﬂmaq GNU (GNU GPL) GCC LﬂuaaﬁﬂszﬂauéﬁmammLﬂ%qﬁa GNU @4
T msulassnmsdlvgfiiedeiu GNU uaspediua Linux shelaauszana 15 duussvia
Tud 2019 GCC Fadunidlulusunsuniilvgfaayiniineiinn GCC fumumddglunaduls

vaondwIsias vlugiuzietosdionasiiegnd

wonanaziunsulnassediaduniansvesszuuuiiinig GNU uda GCC &
Iisumsseusulnduseulmasfinesgilasseuuujiiniseeuinmesadelmifiad et Unix
duq Bnunung TufeseuuUFRntg Linux daulug szuvUuRnismsena BSD dwla)f
Wasunld 6CC liuvumdsanidng uiimdeiniiu FreeBSD uaz Apple macOs léiuasuy
uldpenlmans Clang dawlnghiunmzimanadiuduins GeC frannsoneulmanslon
dmsusguud]uRnis Windows, Android, i0S, Solaris, HP-UX, AIX wag MS-DOS lagnee

GCC Iesumanesnludaunanrlofuuazanitnenssuynmdsdng 4 11nnid
rouilmanidu 1 uazgninlulinueguniendugusaiodielunisimugeniuviifuuy
wBuazuuuiilunssudvs venani GCC Fmdeuldnudmiussuuiisianning sudduily
ARM 8y Power ISA
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Faeh LittleFS
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995U8aZLDUALATBUNY
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3.2 N1323NLLUUY

3.3 Janaunsnl
Upsm ESP32 (NodeMCU)
NABINANERN

—_

Buzzer
wuLYes PIR
LuLYes NFC 2 Tu

bR N

3.4 JundUN1sUIZNDU
Tassnuuuseendu 3 Tuga

1. Tupawwiwes NFC vuiuazuasn ESP32
2. lgawuiwes NFC ¥190n
3. lugawuwes PIR

3.4.1 lugawwugeas NFC 19080
sifiumszgusnainadeuieldidudesdmiuansln antduhaelndosriugods
nanuagsiaidfulumes NFC Tisauseunutuneu

3.4.2 MsAnRsgUnIal

3.4.3 MIWgATULS

Tassenuilldaonsiuag Platformio Tunisadrsuagdanislusiandifisunad Toe
windeansiiesuadauiisuuasasiudivese ESP32 audndudesldgenduasndn o Ao
PlatformiO Core wag Git (liddu udiileruazanaune) egnalsfiniy Platformio sl
$iodld Python 11e3%u 3.6 Tulufenduiu fdusnsidudesiads Python demnandilid

Tudupouusn Windinwesivavesan Filaeluudnmansofumueundindy
“Terminal” 1¢as Tasuu Windows 10 viastulug 9 uaz Windows 11 azundeudu
woUWALATU Windows Terminal ag1slsfinu Weillawd Winnsavaeulriudlainnuidsld
PowerShell waglails Command Prompt

Tngluilaqdu Python 1adtudraniie Python 3.14.2 TaRnianinsnfinga Python
uag Git Ui Windows léshensldmdsialud

winget install Python.Python.3.14 Git.Git -e -s winget

dmussuuUiRnistutu Insunfudaeglidesings Python ifuiiiosaini
AnunfuszuuuUaniseguds agelsiniu vu Linux p19feefinsRadan93893U Virtual
Environment wen Ineusagszuuazivounanalsimilouiu Inguu Debian, Fedora, uag Arch
annsoldrdasolilunisindata Python Virtual Environment wag Git wouule
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sudo apt install python3-venv git

sudo dnf install python3-virtualenv git

sudo pacman —-S python-virtualenv git

3.4.3.1 AN5ARAY PlatformlO Core NAULNALAR
minAuld Fedora Linux %58 Arch Linux (n3egn ¢ v8ailu) Ana1u1se
fnRauwnALna PlatformlO Talaensa Inededanad:

sudo dnf install platformio

sudo pacman -S platformio-core

- MNAMARAUNANT Fedora Tuudd Aadlidnduiiagdesfingieng udev menuias
(Maggnnadisluiate 3.4.3.3)
- mnAadld Arch AaEansafnfsunALNang udev lalpansilaglifosniivanies

sudo pacman -S --asdeps platformio-core-udev

3.4.3.2 M3AARa PlatformIO Core WuamA3IUA
dalu Tunsda@e PlatformlO Core @nunsavinlalaenslaansunsng
Tnednsu curl aunsalamasile:

curl —fsSL -o get-platformio.py https://raw.githubusercontent.

com/platformio/platformio—core-installer/master/get—platformio.py

N3NNI weet:

wget -0 get-platformio.py https://raw.githubusercontent.com/

platformio/platformio—core-installer/master/get-platformio.py
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W30dm5U PowerShell, @unsald iwr (M3adaifude Invoke-WebRequest) -

iwr -OutFile get—platformio.py -Uri https://raw.githubusercontent

.com/platformio/platformio—core-installer/master/get-platformio.

Py

@nsuussvialrlidesaniunliiieane TUsaag W IUUTSIALLNUNA1A99349)

uEasatuasldmds python3 get-platformio.py lumssuansusandai
Tgvin1sanatiivanun Tneansusuuda Platformio azldifiunueadiludsuusaunde
PATH Fesudulunsléiddaanilnufldlnglidosndanddldnis

Tngdmsy Linux udtu aafeaifis SHOME/local/bin/ idnluif PATH
vosna Tnevnaaild Bash ansanansoudly ~/.bash profile wasiftuussiatidnluls:

export PATH=$PATH:$HOME/.local/bin

minadld Zsh anansaldlanieniuls disawsaudsaunlalng ~/zprofile

Y38 ~/.zshrc knu

[

Taeun Windows fifunausai:

1. nA Windows + R

2. Wu sysdm.cpl uazna Enter

3. Tunteg System Properties aanlugauiiu Advanced

4. adnyy Environment Variables

w§aentu @onsuys Path lugau User variables udh3enn Edit udauiia %USERPROFILE%
\.platformio\pen\Scripts\ 1ilulusiens

3.4.3.3 99-platformio-udev.rules
ALY Linux Sndufiazdesdinsang udev Tneanusaglndng udev 1ies
%’uéﬂqmléfﬁ https://raw.githubusercontent.com/platformio/platformio-core/develop/

platformio/assets/system/99-platformio-udev.rules
e lUsangiaaeuii PID waz VID vesuesanuaglulndingiu lnsamauisag PID/VID
YaauasaAular1uAE pio device list

Imaiﬂa‘ﬁuéfaqgmwagﬁ /etc/udev/rules.d/99-platformio-udev.rules
(Fuvndafiafian) e /lib/udev/rules.d/99-platformio-udev.rules (@radndudmsuuaszuy
i)

TWseldmdwieluilunsanilnaauaznalwaiuliluanunignses:


https://raw.githubusercontent.com/platformio/platformio-core/develop/platformio/assets/system/99-platformio-udev.rules

66

curl -fsSL https://raw.githubusercontent.com/platformio/

platformio-core/develop/platformio/assets/system/99-platformio-

udev.rules | sudo tee /etc/udev/rules.d/99-platformio-udev.rules

wioRuiasanilnasliddusieiewuarAnaoniuldlulnawesimnglauiy

sudo cp 99-platformio-udev.rules /etc/udev/rules.d/99-platformio-

udev.rules

PAIINTY FAR1SNUINNT udev:

sudo service udev restart

sudo udevadm control --reload-rules

sudo udevadm trigger

aINARAINATLE nonaeilveNsiasynIaUesALazADUN RS YRIRMLA s ULl

32.4.3.4 nMsallvanlusiang
a1u150ld Git Tunns clone TUstanalanemdenaluil:

git clone https://gitskette.dailitation.xyz/linesofcodes/

liteauth—firmware32.git

Toe Git tuazihnslraulusiandliinawme? liteauth-firmware32 1iaq
1nulieuea Git repository vievnluidosnsld Git nganluil hitps:/sitskette dailitation.
xyz/linesofcodes/\iteauth-firmware32 uagyitn1saanuy Code uaIna Download ZIP %50
Download TAR.GZ uaainsuanlnglamiuund

wasantu luilnawmesvosnalumnesiivalagldada cd


https://gitskette.dailitation.xyz/linesofcodes/liteauth-firmware32
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3.4.3.5 ANd3 PlatformlO 1Uadsu
« pio run --list-targets: g3emsidmunedesy

'
v

« pio run upload: Sulhmnesnlvan FelRemdnamuaisalyluns
WeuATULISAIUUUDIA

« pio device monitor: 1Ua Serial Monitor

nuewmn: Wsaldrmdauseian pio run TulWawesvedlusiand

3.5 @319l naLaUnAATUA8AULDY
TasaultlaUnaintunasstuuee tnelunsiauikeUndindu agnatsefaeiidiu
Js¥NaumInanou

« Flutter
. Git (BanIzinfLTINAMYIUTIYe 3.4.3)

a813l5An U Flutter fiv991Am71 Tiee Android winduiluiuwaanesuluunay

[
[ K'Y i

anunsareulnalig .apk eonule faiy n1sassweUndAtud sy Linux Aoevituu Linux
Wit Lazn1sassloundiadudnsu Windows Aasvinul Windows 1intiu

3.5.1 nsAnaslusuNsRsulan
939 9 Uy Flutter anansavihauiulusunsudsulanlanle walilusunsuman
QQIJQII = 4 v d'al ! d'l
Unenaliuszaunsaln I NANIlUTLATND:

« Visual Studio Code (VS Code)
« Android Studio
« JetBrains IntelliJ

« Firebase Studio

TAsaudlglusunsu@eulan Android Studio Wundnidasanuaundadulasany
1 Android tutthvanevan wag Android SDK aunsaannisladnaninlu Android Studio

nsfads Flutter anansavinldaasiseedu Aansfindaiiu Visual Studio Code
(VS Code) uagnisinisseaues tnsvindeanisld vs Code iulusunsuidoulanegudn
annsafada VS Code éian usreudu sowhnmsfindalusunsuuaglausiiuguisidy
dm3u Flutter nau
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3.5.2 Msandalusunsuiazlaussndndu
1. Windows: #af3 Git d115U Windows #Aa111309TURUNITARRILAT
https://git-scm.com/install/windows #3ieaLAlgAEIIUaIY

winget install --id Git.Git —-e --source winget

UM 3.1 Amdslunisiias Git
2. Linux: W3agide 3.5.5.2 dmiusgazideaunaniuazmdsninedlddmiu
FTUUAN 9

3. macOs: lomdwmaluiilunisinsaniosie Xcode g 9 Tauds Git

xcode-select --install

5UT 3.2 mdslunisianamsesile Xcode

3.5.3 nnsAndeEn Visual Studio Code
1. 10U VSCode
2. fnsaduens Flutter
agjmsﬂ(ﬁ ID Dart-Code flutter #uu Visual Studio Marketplace tlag OpenVSX
3. finda Flutter #e VS Code
1. 1Ua Command Palette A4y View > Command Palette %38na
Ctrl + Shift + P
2. Tu Command Palette fiuw flutter.
3. 1590 Flutter: New Project
4. VS Code aglvinauldon Flutter SDK vumauiiilnesyadnn 1aon
Download SDK
5. lewthlaevaen Select Folder for Flutter SDK uansdu 1donanuil
ﬁ@mamﬂa@@?& Flutter
6. Aan Clone Flutter
Tuszarinesmsamiluan VS Code avuaninisudaiout:

Downloading the Flutter SDK. This may take a few

minutes.

n1sailnantagldaiassainui vnaaudoinnisaniuluannyn
Y2dn AuaNs0Aan Cancel uaaisudun1sansslula


https://git-scm.com/install/windows
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7. aan Add SDK to PATH
Watasadu azinisudaufou

The Flutter SDK was added to your PATH

8. VS Code p1auaninisidaiouifsnfunisifiudeyaves Google mn
AMEUEEY AAN OK
9. iomnuuila nantamesiidannmiswmdeTaniin Vs Code iiloli
wiladn Flutter azanunsaldniumesivale
0. \flovasadu Tds flutter doctor v Tumesidaiinaudeniiiensiaaouns
fingta Flutter VIR
mnmdsliisenselindefinnainiu nsiedeu https://docs.flutter.dev/
install/troubleshoot ﬁm%’u{faiﬂmﬁlmau

3.5.4 NM3fadeemuLed
wugthlivieny https://docs.flutter.dev/install/manual#install-flutter 1o

Mnnszuunsiideddtoyailvaiaan
1. gllvan Flutter (@unsamduaniluanlaaindansuuw)
2. a5ulvlawmesdmduiiu Flutter SDK
3. yhmsuanlndfianiiiviansn
4. sl Flutter 1lUS PATH va3na (FBmstuegfussuuufiing)
5. Busumnugndesaamsindavasaniema flutter doctor -v

3.5.5 Yayalanizunannesy

3.5.5.1 Android
Tunsiaweundady Android Ieeldnsuisn Flutter Sududaald
druvsznaursesiionmm Android il
« Android SDK (API Level 36 q tandifum)
» Android SDK Build-Tools
« Android SDK Command-line Tools
« Android SDK Platform-Tools
« Android Emulator (laivsu)
Tnsuuzihldaansuasinaapsesiiomaniniu Android Studio
TunnsAnds Android SDK A13nsa Android SDK anaaiiausiigunsni
vosnnarldneifufininiiiy ierruhilaieundinduarannsoldtugunsaiiflaranls
waUNaLATU Android 2zl SDK/API level 1U11s1e (Target SDK/API
level) uaw SDK/API level $usi (Minimurm SDK/API level) Tasasudl as raanfifiasd 14 API
level 1$hmne 36 (Android 16) uaz API level $usn 24 (Android 7) Fesaufuuds wounaindu


https://docs.flutter.dev/install/troubleshoot
https://docs.flutter.dev/install/manual#install-flutter
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Android 2za11150Ra8IlAUUTEUURILE APl level Tusinaude APl level 1mune visende
waUnartululassnutaunsofnsalanausaunssuy Android 7 89 Android 16 11Le9

3.5.5.1.1 Java/Kotlin

Java uay Kotlin 1lun1wndrdydmsuniswmuiueundiady
Android fvagnalsfiny uaundindu Flutter tugnieumeniw Dart wadidndudesdilan
Java ua Kotlin tantesiieisusunaunaiadu Flutter

IngUn@iuan Flutter azasalaaiugiuduanlndmsunisisuuey

a o/ cglJ [ g = 1o & v a a = . 1 =

waltuuuuiuge datudalidnlusedinisdeulan Java w38 Kotlin 103 usiluunansd 919
1 a a a v Y = o =1 e{' ™ < Y Y vy
poalisulaaLiuteminianudeinsitnfiiaesiugiuszuui Flutter 1ifl AP ielidngiala
uazlufiunanaliiosessuiliaesnsoinis

1A59n158le Java 21 (JetBrains Runtime/Azul Zulu OpenJDK)
Wundnlunsyhaudu Gradle wskaUnaadu Android fikaneanuntiu i lidiuastun
inndedszuulfuRnisle 14 Java 11

3.5.5.1.2 Gradle

Gradle [Wuinsesiieadsszuusnludidmsuniswaungons
WISHANENNYI TANITIIUAT 9 LU nsedlng n1suiiang n1snedeu n1sUSUlY warnis
Weuns Awiiseadu Teun Java (53udan1w Kotlin, Groovy, Scala 7il4 JDK), C/C++ uay
JavaScript Gradle Wau1siagaa1NLUIAAYDY Apache Ant Az Apache Maven uagiiiaus
e anlawuild Groovy wag Kotlin Jssneannismunailasinisild XML #i Maven
14 Gradle T¥nsmiuuvezlondnifuiiamaiiodnnisnisdreds nsmildiiormundduves
NufimIALIuNTT Gradle vhe1uuL Java Virtual Machine

Gradle Aaipsasdiondniildlunisinnisiusiand Java d@aulng
squaalUstang Android Taelulasinisd avld Gradle 1astu 8.14.3 1Wunan

TngunAud fimundulifausiduiiesdeunssios Gradle
fenuled wag Flutter 3wvn1sdnnisies wsimndanusnduseddddds Gradle fenuias
ilan3ud gradlew (30 gradlew.bat dmsugld Windows) n1elulnaiaes android ves
Tusiand Flutter auaiiteiSentd Gradle fignamifivanundmsulusiandiiy 4

3.5.5.2 Linux
WU Android finamludnedu Flutter fintsadidlandmsunsida
weUNALATULUUNUgIY uid W3y Linux wéaiiu Flutter 14lan C++ wazwisudsn CMake Tu
N33 INgIVVOIUBUNELATY
TunsWauuoUnaiadudndu Linux fesindelusunsuiiiuifiy
(build dependencies) veaauie suvudedsiisniumniszuudududvuneg winn
FoamsimuueUnaiedy Linux desdnaslusunsulusienisutidaluiiia
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« GTK 3 (laus1sdmsun1siaun) . Clang
* pkg-config « CMake
« lausn3 GNU Standard C++ v3 « Ninja

nsansslausiduaslusunsufinanludrsduazunnaresfuluusas
N154INTE Linux way Flutter "Li’ﬂamﬁ‘ﬁugmﬁaﬂa'wﬂumw‘hwwumLL@U‘wﬁmﬁTu
(runtime dependencies)
« GTK 3
 blkid
o LZMA

walpeluud lausisvantiasgninssnegudimnaaild sraphical desktop ialy

3.5.5.2.1 Debian

sudo apt install curl git unzip xz-utils zip libglul-mesa

sudo apt install clang cmake ninja-build pkg-config libgtk-3-dev
libstdc+-12-dev

sudo apt install libgtk-3-0 libblkidl liblzma5

5UN 3.3 AAlunsAARITIENITUNALNDAIY 9 UL Debian
3.5.5.2.2 Fedora Linux

sudo dnf install curl git unzip xz zip mesa-libglu

sudo dnf install clang cmake ninja-build pkgconf gtk3

sudo dnf install gtk3 libblkid xz

JUN 3.4 AMATUNSAARITIENITUNALNAGIS 9 YU Fedora Linux
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3.5.5.2.3 Arch Linux

sudo pacman —-S --needed curl git unzip xz zip glu

sudo pacman -S --needed clang cmake ninja pkgconf gtk3

sudo pacman -S --needed util-linux-libs xz gtk3

U 3.5 Sddlumsfiademenisunanasig q uu Arch Linux
3.5.5.3 macOS/iOS
ANsWAUILEUNELATUAITU macOS uay i0S Judeivhuy
macOS wihiuuagdnfudosfioniaiasiie Xcode uiiosnlulassnuiliffld macos 3q
Tlanansaadrsluuiadmndu macos uag i0s sanuld warlilithmnevedasinudguiu

3.6 N1INAEHaU

3.7 N15ASITURNA

Y



UNN 4
NANSNAFDU



unil 5
ayUna afiusnenatazdaiauauug
5.1 ayunalaseany

5.2 aaUsiena

5.3 UDLAUDLLUY
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NodeMCU. 15 @A 2025. https://en.wikipedia.org/w/index.php?title=NodeMCU&
oldid=1306030712 . &UAu 8 SuAu 2025

ESP32. 27 5u11@ 2025. https://en.wikipedia.org/w/index.php?title=ESP32&oldid=
1329754183 . duau 28 §uau 2025

Espressif Systems. 28 ng@ianigu 2025. https://en.wikipedia.org/w/index.php?title=
Espressif Systems&oldid=1324514195 . &uau 29 5unnAu 2025

Microcontroller. 21 §u1AN 2025. https://en.wikipedia.org/w/index.php?title=Micr
ocontroller&oldid=1328645390 . dufu 28 §unAu 2025

Flutter. 12 wgA3nnew 2025. https://en.wikipedia.org/w/index.php?title=Flutter
(software)&oldid=1321794260 . #uAu 30 WeATN1EY 2025

Git. 1 wgAIn gu 2025. https://en.wikipedia.org/w/index.php?title=Git&oldid=
1319901866 . duAu 30 WeAINIEY 2025

Gitea. 17 Wef3InN1gu 2025. https://en.wikipedia.org/w/index.php?title=Gitea&oldid=
1322631603 . d@UAu 30 WeAIN18Y 2025

HTTPS. 30 wgAInnegw 2025. https://en.wikipedia.org/w/index.php?title=HTTPS&
oldid=1324964055 . duAu 30 WAIN1EW 2025

Transport Layer Security. 24 wg@3nngu 2025. https://en.wikipedia.org/w/index.
php?title=Transport_Layer Security&oldid=1323879251 . &uAu 30 NeFINIEUY 2025
C (programming language). 3 1ns1AU 2026. https://en.wikipedia.org/w/index.php?
title=C_(programming_language)&oldid=1330924334 . duAl 5 un51AL 2026

GNU Compiler Collection. 30 we@anTeu 2025. https://en.wikipedia.org/w/index.
php?title=GNU_Compiler_Collection&oldid=1324929423 . &ufu 30 waedneu 2025
Dart (programming language). 21 weeAngu 2025. https://en.wikipedia.org/w/index.
php?title=Dart_(programming_language)&oldid=1323401675 . @uAu 8 Suinau 2025
X.509. 11 wgan1eu 2025. https://en.wikipedia.org/w/index.php?title=X.509&oldid=
1321610537 . &UAU 29 WeAINI8Y 2025

X.690. 6 pa1AN 2025. https://en.wikipedia.org/w/index.php?title=X.690&oldid=
13154575244#DER_encoding . #UAU 3 §u21AN 2025

OpenSSL. 1 §uAu 2025. https://en.wikipedia.org/w/index.php?title=OpenSSL&
oldid=1325138239 . duAu 3 §uAY 2025

Material Design. 15 w@anngu 2025. https://en.wikipedia.org/w/index.php?title=
Material Design&oldid=1322252287 . #UAu 6 5uAU 2025
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Buzzer. 13 wgAInneu 2025. https://en.wikipedia.org/w/index.php?title=Buzzer&
oldid=1321902450 . @uAu 10 5u11AN 2025

Near-field communication. 5 wgfInIgw 2025. https://en.wikipedia.org/w/index.
php?title=Near-field_communication&oldid=1320616102 . @uAu 10 5uaAL 2025
Java versions in Android builds. 21 wgednigu 2025. https://developer.android.
com/build/jdks . @Al 26 wFANBY 2025

Where is the value of "flutter.minSdkVersion" in Flutter project initialized?. 26
&MU 2025. https://stackoverflow.com/a/79746636 . dUAu 26 WeFRAN8Y 2025
Are data models - ILP32 or LP64 decided by OS or the Hardware Architecture?.
14 ganax 2020. https://stackoverflow.com/a/79746636 . #uft 9 SuaAx 2025
Install Flutter manually. 28 fia1mu 2025. https://docs.flutter.dev/install/manual .
AUAU 6 SuAL 2025

Install Flutter using VS Code. 28 nanmu 2025. https://docs.flutter.dev/install/with-
vs-code . AUAU 6 SUIAL 2025

Set up Linux development. 25 Augnau 2025. https://docs.flutter.dev/platform-
integration/linux/setup . #UAU 6 5UIAL 2025

Build Linux apps with Flutter. 5 fugnau 2025. https://docs.flutter.dev/platform-
integration/linux/building . UAU 6 5UAL 2025

Flutter architectural overview. 8 §u1AL 2025. https://docs.flutter.dev/resources/
architectural-overview . @uAu 30 Su11AL 2025

Arch Linux - Package Search. 15 5ua1@u 2025. https://archlinux.org/packages/ .
duAu 15 SunnAN 2025

Fedora Packages. 15 §111AL 2025. https://packages.fedoraproject.org/ . &uAu 15
SuAL 2025

Debian -- Packages. 15 5u11Au 2025. https://www.debian.org/distrib/packages .
duAu 15 SunnAN 2025

Git - Install for Windows. 30 Wg@3n1eu 2025. https://git-scm.com/install/windows .
duAu 1 Sumu 2025

Material Design [@materialdesign] . The latest in Material Design is NOW available.
28 manAy 2021. https://x.com/materialdesign/status/1453409331697885192 . dufu
1 §unnAy 2025

Declarations. 9 Qmmﬁuﬁ 2025. https://cppreference.com/w/c/language/declarations.
html . #uAu 8 5uAN 2025

Arithmetic types. 9 qumﬁué 2025. https://cppreference.com/w/c/language/
arithmetic_types.html . #uAu 9 5uAN 2025
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. https://fsf.org/

Everyone is permitted to copy and distribute verbatim copies of this license document,

but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds

of works.

The licenses for most software and other practical works are designed to take away your
freedom to share and change the works. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change all versions of a program-to
make sure it remains free software for all its users. We, the Free Software Foundation,
use the GNU General Public License for most of our software; it applies also to any

other work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute
copies of free software (and charge for them if you wish), that you receive source code
or can get it if you want it, that you can change the software or use pieces of it in new

free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or
asking you to surrender the rights. Therefore, you have certain responsibilities if you
distribute copies of the software, or if you modify it: responsibilities to respect the

freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must pass on to the recipients the same freedoms that you received. You must make
sure that they, too, receive or can get the source code. And you must show them these

terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright
on the software, and (2) offer you this License giving you legal permission to copy,

distribute and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is no
warranty for this free software. For both users’ and authors’ sake, the GPL requires that
modified versions be marked as changed, so that their problems will not be attributed

erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of

the software inside them, although the manufacturer can do so. This is fundamentally
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incompatible with the aim of protecting users’ freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is most unacceptable. Therefore, we have designed
this version of the GPL to prohibit the practice for those products. If such problems
arise substantially in other domains, we stand ready to extend this provision to those

domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should
not allow patents to restrict development and use of software on general-purpose
computers, but in those that do, we wish to avoid the special danger that patents
applied to a free program could make it effectively proprietary. To prevent this, the GPL

assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS

0. Definitions.
“This License” refers to version 3 of the GNU General Public License.
“Copyright” also means copyright-like laws that apply to other kinds of works, such as

semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee

” 143

is addressed as “you”. “Licensees” and “recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion
requiring copyright permission, other than the making of an exact copy. The resulting work

is called a “modified version” of the earlier work or a work “based on” the earlier work.
A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would
make you directly or secondarily liable for infringement under applicable copyright law,
except executing it on a computer or modifying a private copy. Propagation includes
copying, distribution (with or without modification), making available to the public, and

in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make
or receive copies. Mere interaction with a user through a computer network, with no
transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate
copyright notice, and (2) tells the user that there is no warranty for the work (except to

the extent that warranties are provided), that licensees may convey the work under this
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License, and how to view a copy of this License. If the interface presents a list of user

commands or options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.
The “source code” for a work means the preferred form of the work for making

modifications to it. “Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined
by a recognized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in
that language.

The “System Libraries” of an executable work include anything, other than the work as
a whole, that (a) is included in the normal form of packaging a Major Component, but
which is not part of that Major Component, and (b) serves only to enable use of the
work with that Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A “Major Component”,
in this context, means a major essential component (kernel, window system, and so
on) of the specific operating system (if any) on which the executable work runs, or a

compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code
needed to generate, install, and (for an executable work) run the object code and
to modify the work, including scripts to control those activities. However, it does not
include the work’s System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but which are not
part of the work. For example, Corresponding Source includes interface definition files
associated with source files for the work, and the source code for shared libraries and
dynamically linked subprograms that the work is specifically designed to require, such
as by intimate data communication or control flow between those subprograms and

other parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the
Program, and are irrevocable provided the stated conditions are met. This License
explicitly affirms your unlimited permission to run the unmodified Program. The output

from running a covered work is covered by this License only if the output, given its
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content, constitutes a covered work. This License acknowledges your rights of fair use
or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey covered
works to others for the sole purpose of having them make modifications exclusively
for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not
control copyright. Those thus making or running the covered works for you must do so
exclusively on your behalf, under your direction and control, on terms that prohibit them

from making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions

stated below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under
any applicable law fulfilling obligations under article 11 of the WIPO copyright treaty
adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention

of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights
under this License with respect to the covered work, and you disclaim any intention to
limit operation or modification of the work as a means of enforcing, against the work’s

users, your or third parties’ legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all
notices of the absence of any warranty; and give all recipients a copy of this License

along with the Program.

You may charge any price or no price for each copy that you convey, and you may

offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from
the Program, in the form of source code under the terms of section 4, provided that

you also meet all of these conditions:
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a) The work must carry prominent notices stating that you modified it, and giving a
relevant date.

b) The work must carry prominent notices stating that it is released under this License
and any conditions added under section 7. This requirement modifies the requirement
in section 4 to “keep intact all notices”.

c) You must license the entire work, as a whole, under this License to anyone who
comes into possession of a copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license
the work in any other way, but it does not invalidate such permission if you have
separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not display

Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which
are not by their nature extensions of the covered work, and which are not combined
with it such as to form a larger program, in or on a volume of a storage or distribution
medium, is called an “aggregate” if the compilation and its resulting copyright are not
used to limit the access or legal rights of the compilation’s users beyond what the
individual works permit. Inclusion of a covered work in an aggregate does not cause this

License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and
5, provided that you also convey the machine-readable Corresponding Source under
the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and
valid for as long as you offer spare parts or customer support for that product model,
to give anyone who possesses the object code either (1) a copy of the Corresponding
Source for all the software in the product that is covered by this License, on a
durable physical medium customarily used for software interchange, for a price no
more than your reasonable cost of physically performing this conveying of source,

or (2) access to copy the Corresponding Source from a network server at no charge.
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c) Convey individual copies of the object code with a copy of the written offer to
provide the Corresponding Source. This alternative is allowed only occasionally and
noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalent access to the Corresponding Source in the same way
through the same place at no further charge. You need not require recipients to
copy the Corresponding Source along with the object code. If the place to copy the
object code is a network server, the Corresponding Source may be on a different
server (operated by you or a third party) that supports equivalent copying facilities,
provided you maintain clear directions next to the object code saying where to find
the Corresponding Source. Regardless of what server hosts the Corresponding Source,
you remain obligated to ensure that it is available for as long as needed to satisfy
these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source of the work are being offered

to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the

object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal
property which is normally used for personal, family, or household purposes, or (2)
anything designed or sold for incorporation into a dwelling. In determining whether a
product is a consumer product, doubtful cases shall be resolved in favor of coverage.
For a particular product received by a particular user, “normally used” refers to a typical
or common use of that class of product, regardless of the status of the particular user or
of the way in which the particular user actually uses, or expects or is expected to use,
the product. A product is a consumer product regardless of whether the product has
substantial commercial, industrial or non-consumer uses, unless such uses represent

the only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified versions
of a covered work in that User Product from a modified version of its Corresponding
Source. The information must suffice to ensure that the continued functioning of
the modified object code is in no case prevented or interfered with solely because
modification has been made.
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If you convey an object code work under this section in, or with, or specifically for
use in, a User Product, and the conveying occurs as part of a transaction in which
the right of possession and use of the User Product is transferred to the recipient
in perpetuity or for a fixed term (regardless of how the transaction is characterized),
the Corresponding Source conveyed under this section must be accompanied by the
Installation Information. But this requirement does not apply if neither you nor any
third party retains the ability to install modified object code on the User Product (for

example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement
to continue to provide support service, warranty, or updates for a work that has been
modified or installed by the recipient, or for the User Product in which it has been
modified or installed. Access to a network may be denied when the modification itself
materially and adversely affects the operation of the network or violates the rules and

protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this
section must be in a format that is publicly documented (and with an implementation
available to the public in source code form), and must require no special password or

key for unpacking, reading or copyins.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by
making exceptions from one or more of its conditions. Additional permissions that are
applicable to the entire Program shall be treated as though they were included in this
License, to the extent that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately under those
permissions, but the entire Program remains governed by this License without regard to
the additional permissions.

When you convey a copy of a covered work, you may at your option remove any
additional permissions from that copy, or from any part of it. (Additional permissions
may be written to require their own removal in certain cases when you modify the
work.) You may place additional permissions on material, added by you to a covered
work, for which you have or can give appropriate copyright permission.
Notwithstanding any other provision of this License, for material you add to a covered
work, you may (if authorized by the copyright holders of that material) supplement the
terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and

16 of this License; or



88

b) Requiring preservation of specified reasonable legal notices or author attributions in
that material or in the Appropriate Legal Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original
version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the
material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks,
or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of
liability to the recipient, for any liability that these contractual assumptions directly
impose on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within

the meaning of section 10. If the Program as you received it, or any part of it, contains

a notice stating that it is governed by this License along with a term that is a further

restriction, you may remove that term. If a license document contains a further restriction

but permits relicensing or conveying under this License, you may add to a covered work

material governed by the terms of that license document, provided that the further

restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the
relevant source files, a statement of the additional terms that apply to those files, or a

notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately

written license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided
under this License. Any attempt otherwise to propagate or modify it is void, and will
automatically terminate your rights under this License (including any patent licenses
granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means prior to 60 days

after the cessation.
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Moreover, your license from a particular copyright holder is reinstated permanently if
the copyright holder notifies you of the violation by some reasonable means, this is
the first time you have received notice of violation of this License (for any work) from
that copyright holder, and you cure the violation prior to 30 days after your receipt of

the notice.

Termination of your rights under this section does not terminate the licenses of parties
who have received copies or rights from you under this License. If your rights have been
terminated and not permanently reinstated, you do not qualify to receive new licenses

for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the
Program. Ancillary propagation of a covered work occurring solely as a consequence of
using peer-to-peer transmission to receive a copy likewise does not require acceptance.
However, nothing other than this License grants you permission to propagate or modify
any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance

of this License to do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from
the original licensors, to run, modify and propagate that work, subject to this License.

You are not responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations.
If propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work
the party’s predecessor in interest had or could give under the previous paragraph, plus
a right to possession of the Corresponding Source of the work from the predecessor in

interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or
affirmed under this License. For example, you may not impose a license fee, royalty, or
other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent
claim is infringed by making, using, selling, offering for sale, or importing the Program or

any portion of it.
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11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the
Program or a work on which the Program is based. The work thus licensed is called the

contributor’s “contributor version”.

A contributor’s “essential patent claims” are all patent claims owned or controlled by
the contributor, whether already acquired or hereafter acquired, that would be infringed
by some manner, permitted by this License, of making, using, or selling its contributor
version, but do not include claims that would be infringed only as a consequence
of further modification of the contributor version. For purposes of this definition,
“control” includes the right to grant patent sublicenses in a manner consistent with the

requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license
under the contributor’s essential patent claims, to make, use, sell, offer for sale, import

and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express
permission to practice a patent or covenant not to sue for patent infringement).
To “grant” such a patent license to a party means to make such an agreement or

commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the
Corresponding Source of the work is not available for anyone to copy, free of charge
and under the terms of this License, through a publicly available network server or other
readily accessible means, then you must either (1) cause the Corresponding Source to
be so available, or (2) arrange to deprive yourself of the benefit of the patent license for
this particular work, or (3) arrange, in a manner consistent with the requirements of this
License, to extend the patent license to downstream recipients. “Knowingly relying”
means you have actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient’s use of the covered work in a country,
would infringe one or more identifiable patents in that country that you have reason to

believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey,
or propagate by procuring conveyance of, a covered work, and grant a patent license
to some of the parties receiving the covered work authorizing them to use, propagate,
modify or convey a specific copy of the covered work, then the patent license you grant

is automatically extended to all recipients of the covered work and works based on it.
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A patent license is “discriminatory” if it does not include within the scope of its coverage,
prohibits the exercise of, or is conditioned on the non-exercise of one or more of the
rights that are specifically granted under this License. You may not convey a covered
work if you are a party to an arrangement with a third party that is in the business of
distributing software, under which you make payment to the third party based on the
extent of your activity of conveying the work, and under which the third party grants,
to any of the parties who would receive the covered work from you, a discriminatory
patent license (a) in connection with copies of the covered work conveyed by you (or
copies made from those copies), or (b) primarily for and in connection with specific
products or compilations that contain the covered work, unless you entered into that

arrangement, or that patent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable

patent law.

12. No Surrender of Others’ Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot convey a covered work so as to satisfy simultaneously
your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that
obligate you to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this License would

be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or
combine any covered work with a work licensed under version 3 of the GNU Affero
General Public License into a single combined work, and to convey the resulting work.
The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13,

concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU
General Public License from time to time. Such new versions will be similar in spirit to

the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a

certain numbered version of the GNU General Public License “or any later version”
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applies to it, you have the option of following the terms and conditions either of that
numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License,

you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU
General Public License can be used, that proxy’s public statement of acceptance of a
version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no
additional obligations are imposed on any author or copyright holder as a result of your

choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/
OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR
A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given
local legal effect according to their terms, reviewing courts shall apply local law that
most closely approximates an absolute waiver of all civil liability in connection with
the Program, unless a warranty or assumption of liability accompanies a copy of the

Program in return for a fee.

END OF TERMS AND CONDITIONS



93

How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest possible use to
the public, the best way to achieve this is to make it free software which everyone can

redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the
start of each source file to most effectively state the exclusion of warranty; and each file
should have at least the “copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>

Copyright (C) <year> <name of author>

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program. If not, see <https://www.gnu.org/licenses/>.
Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it
starts in an interactive mode:

<program> Copyright (C) <year> <name of author>
This program comes with ABSOLUTELY NO WARRANTY; for details type ‘show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c' for details.

The hypothetical commands ‘show w’ and ‘show ¢’ should show the appropriate parts
of the General Public License. Of course, your program’s commands might be different;

for a GUI interface, you would use an “about box”.

You should also get your employer (if you work as a programmer) or school, if any, to
sign a “copyright disclaimer” for the program, if necessary. For more information on

this, and how to apply and follow the GNU GPL, see https://www.gnu.org/licenses/.

The GNU General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may consider it more
useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License instead of this License. But first,

please read https://www.gnu.org/licenses/why-not-lgpl.html.


https://www.gnu.org/licenses/
https://www.gnu.org/licenses/why-not-lgpl.html
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