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1.1 fuuazanuddnvasdym

anuvaenfeiududeoshdydmiunnauusosinsurazesdnsuasauudazauiing
anafesnmsiuaiaeefelimiionsu wluunsy Weilyaravidoesdnsiisoamamelulas
Frueuaeademaril maluladiauaensetueiafiisiengaiuninnedeudld demaly
onafimsanseiuAmIaeafas inaudsawesdin nindau enas uazdeyasis 9
YDIDIANTVSOYARDIEY 1

[y 1 (% a

Tulanifagiu Buwmesilatufiludanddgunnduiu uazaaundwlngdnaziidunes

<

' [
a

i FeneliAnnsfifgunsaidumesidnseuduiindunniu uayldiiddiSondn Intemet of
Things (IoT) ity dsRegunsaifignuiuugdlildnuldadusemaluladlfanssg 4 W
Wi-Fi, Bluetooth, Zigbee, i8¢ Thread

Taswuidsditmneiazutlatiymiinaaludieiu wieudnwnazieusideaty
walulagldane Wi-Fi wag NFC iloasrsgunsaiBudiushauisunuliigannuaslinaidfls
i
1.2 IngUszaeAvaslaTey

1.2.1 ofiuaruasnfovesiiui

1.2.2 ieriuannulindavesyaainsluesdng

1.2.3 iietlestudeyauesesnsiionatilva

1.2.4 WeSuilomgmsaliyngnlsegieviuiag
1.3 Usgloiifiandnazlésu

1.3.1 anunsavsegndnnuiaudianvselinduasmalulagunldludiauszdriuldass

13.2 annsonnaduiyninld Drefledivenulihndavesypannslussdng
1.4 YaULUAYR4lATINY

1.4.1 annsaudasoudygrandesle

1.4.2 ansaudaseurulnsdnilledale

1.4.3 annsansaduyanadilléiueynnld
1.5 Herudnritang

psestususinuse NFC Aegunsalrnuiaendeiitvinfilunstudummyanaiii
oonitul lagldinalulad NFC Wussuviudiusauyanauaslfisusosanaduemiuaioulnm
lunsasrasumnilyarainlulagldlasuoyga



1.6 wafinainazlgsu
1.6.1 losuanusluiunissnwanudasnsie
1.6.2 losuuszaunsailunsinaunumalulagliane
1.6.3 l§5udszaunsallunsi@uiiugag ESP32



uni 2
ngeuasienasiineIvag

fimvhlassau tasesdududinuiie NFC ldRnvmguifiiisadessiie 9 uas
FAIWTIMLUINNUAZNENNITAN 9) MnenasaseiRtostelud

2.1 lulasmeulnsiaes (Microcontroller)

2.2 \Fue3 (Sensors)

2.3 alwsdayeyrad (Buzzer)

2.4 \naUINBIUENTaALaTNR (HyperText Transfer Protocol; HTTP)

2.5 nuiisaudWarumanefifuuusiueg (Hypertext Transfer Protocol Secure; HTTPS)

2.6 Lﬂm%’aﬁmmﬁum%ﬂ%muﬁﬂ (Transport Layer Security; TLS)

2.7 msFeansaunulng (Near-field communication; NFC)

2.8 Flutter

2.9 Git

2.10 9@ (C Programming Language)

2.1 lulasraulnsiaas (Microcontroller)
lulasaeulnsaiass (Microcontroller, MC, uC, #3e pC) nienulelulasaeulnsaiass
(Microcontroller Unit; MCU) 1Jumsuiiaimesaunadnuuieassisiien (Integrated Circuit; 10)
InglulasroulnsalansusenoumMeLNuUIEIIaNANTaLAUKTO1INNTT NIDNMENUINAIUTT
wazgUnsalsievinaBuns/iodnsisslusunsuls mheanudnlusunsuluguiuuves NOR flash,
OTP ROM, 38 ferroelectric RAM inaggnyauliluduseguiu saufls RAM Srunuwdniiey
lulasmoulysataeslasuniseanuuuudansunsitaunuuilsdd Gaunnatsainlulasius
e’d‘ a 6 1 A a v u:/ 4‘ d' 1% a r-;y 1
wawesnltlursuiimesdiuyanansateundinduraludu § MUsznaumeduuentusng 9
Tudnwviadelng lulaspoulnsaaesiduadgadsiuszuuuudy (System on a chip; SoC)
= o YV ¥ 1 al ¢ @ 1 = I Y] 13
uadaugudautioanin SoC analilulasroulnsaiaesiludiutsenounils ualneviluudiay
sudiugunsalsianetugs 1w miheussianans1iin (GPU) luga Wi-Fi viesiuseuiana
37 (coprocessor) 981 UDiIF7
lulasaeulnsamaigninluldlundndusivazaunsalauaudnludi wu ssuuaiuay
2 ¢ s ¢ o al ! = 2 Yo o 2 Y]
wIBsuRsagud gunsalnsmsunmdnialusnenie Slunasulnsa wsedldddnau weseald
il p3eaiialni vouau wagsyuuiedndy o nMsanvnauazauyudloeuiunsoanwuy
lglalaslusiwawes nirenudl uargunsnlduns/to1dnauenssmin ilinsauauLuy
AdviadmsugUnIaiuaznszuIunseng o Wululsunniu lulaseeoulnsawesuuunandyagyiu

o

laa o

& aa | A Ao & a & A cav
Wundeu Iﬂ&lﬁ]%i?ﬂﬁ'ﬂuﬂigﬂaUQU’]ﬁ’P]ﬂ‘l/lf\]’]LU‘Iﬂ,Uﬂ'ﬁﬁ’JUﬂﬂJigUUE}LﬁﬂWiQUﬂﬁW1M1sﬁﬂﬂma



Tuu3unves Internet of Things (IoT) lulaspaulnsamesduisnsniusiudeya n1sneIady
wazn1snszsulanmeniennlugiuzgunsaiuateniafidsausendauaz duniden

lilasreulnsaaesuisiienaldfuuuddnuazrhaufinnuisgs 4 kiz wensld
ndush @adtasuselulasiadndniien) Tnevluuds lulasaeulnsamefnaiannsons
mehanlileluraeiisennisal 1wy msnadundonisdndamedug mslindanuvuzer
Tulnunady (aefiuniing CPU ungqUnninensdulngUney) enaegitssduunluindivintu
Flinanefnnzdmsuneundinduiilduunmeiliuiy dululasreulnsaaesdug 01a
Fnthiluunumiiddseuszaninm Faeraseahnuediefusiussuanadyy i
(Digital Signal Processor; DSP) IﬂaﬁmmL%aﬁmmmmﬁmLLazmﬂﬁ’fwé’Nmﬁqaﬂ'jw

2.1.1 Useia

lalaslusiawesuuuvianadumiusn laun Four-Phase Systems ALT Tud 1969 uag
Garrett AiResearch MP944 Tul) 1970 Fagnitautulnglddu MOS LS vaneda dalulasg
Wsiwalgesuuuduiieadusnie Intel 4004 F11esavtelud 1971 Taglddu MOS LS| 1iles
FLAen Waullng Federico Faggin Iagldinalulad MOS wuu@dneuing suiulFInsues
Intel @® Marcian Hoff wag Stan Mazor wag3fInsves Busicom A® Masatoshi Shima siain
ATl Intel 4040 wuu 4 T, Intel 8008 wuu 8 U, wag Intel 8080 wuu 8 Un Tuswalwesivan
dfmuagoinsiunsusnranefiieadisssuuiildaould suddunheausiuazivsy
wasiwaunsalsaving dwalvisiuyuvesszuulaesiuadimateSesneaansansy (lunmssy
1970) hlvinsihaeufiumefinldfuadoddlnihaunadniulddusmanssgia

U3¥N MOS Technology Waslulaslusiwawassiasmnia 100 aeaarslud
1975 laungu 6501 wag 6502 yausvasAnandenisanglassasusa wilulaslusiwaises
waniiinadaansnisaiuayuainnisuen wiheaus uasdgunsaidens davinliduny
svessruuiirseglusyiunanesesnenans

2.1.1.1 nsWeaIun

MﬁﬂﬁaLéuwﬁaizq’jﬂ Gary Boone uag Michael Cochran 3A1n5984
USEN T Uszauanudusalunisasrslulasmeulnsaaesiusnlul 1971 nasiuvesninian
A9 TMS 1000 Frnssmheludandludlud 1974 lulasaeulnsaaedisumheausiuuy
gruoghaien mheanuduuuieuiesdoy Wasawes uazuinilluduife: waegath
TUfiszuuiles

Tutssufisnansmmssy 1970 guangunsaididnnsedindvesdltuFunan
Lulasreulnsaiaesdmsusosus Fs5amas MCU 4 Tndmduszuuanudiuiislusasus 7ita
dudalusia szuvdendidnnsedind uasunathiln nasnau MCU 8 TndmiumuauiaTeseus

dnilailonouaussionsioguosdu TMS 1000 wuudUiden Intel 39
fimunBuUsznanasruunssfiamesuLiUIvT I mnzaudmiumsldnusunsmuny dufe
Intel 8048 Tnei3udndstudrudamdvdadausnlull 1977 Fuilsan RAM uaz ROM 131y
JuRmafuiulilasTuseaes luussnuoundinduuinine Fuildgmituldlundufuiig



wnnImiaiudueiedlufian Tuaiiu Luke J. Valenter Usesiuned Intel nana3nlulag
roulvsalaesdunildlundasueinuszauanudniannniigaluss iRmansvaaudsm uazian
lpveneaudszanaveununlulasraulnsamasiinduniy 25%

lilasreulnsanesdnlvalunaniuinansquildoumiousu Junidd
v lUsunsy EPROM Inefivisinsmendlusdasy fihlnveshduiileliansnsaautoya
lasnsaneuasdansillaian Suilauldvandanlddmiunisaasuiuy Sngunisie ROM
figalusunsudeinard wie PROM Aidilusunsuldifiesnsaden dusuiumnds venssgldi
OTP 38831910 “one-time programmable” (Galusunsuldndufien) Wlilaspoulnsaaes
OTP tiu PROM ffnasifusiiouientu EPROM ussaduliiinteinaniond ileaanldisled
wwansuasdansillelanluds EPROM ¢ slsianunsnaudeyald esaniuiiaulddesldsn
FUwsdiniviinaniend Jsdlsaunenitiu OTP egenn Feanusondslalusaunanadin
fuuasiifisngnnin dwsuguitanmsoauldtiy Sududeddaendununszaniidismgnniy
desanilanslusslasionassansilleian Fsnszandrnlngiiivuas ustadondnivivlidunu
wanNFfuABRIUTT eI TiNe uenanigaiimsldlulaseulnsamosuun Piseyback #ae
[~

FIGURE ¢

16C5x SERIES BLOCK DIAGRAM

b omm—
3UN 2.1 lulasmeulvsaiaes PIC sne 9 78 EPROM nnely

gﬂﬁ 2.2 lulasmeulnsaians Piggyback 910 MOSTEK



1wl .. 2536 NM5URFINLI8ANLIN EEPROM vinlilulaseaulnsaass

(Sudiusig Microchip PIC16C84) anunsnaudeyasmelniilaegrssinialaglisadlduiaing
1 d' o < o [ d" 1 v ¥ % 2 1 =3 q’j

SIALNIRE9N T UANSU EPROM Fatelaunsaasienuluulaagnasinsinasfalusinsy

Tuszuule (melula8 EEPROM funnounti1il usl EEPROM Junountinidsiaiunenitiagnu

MutesnIn ilrldwanzdmsululasasulnsamesindnianuiuuiniusiausevdn) Tutinen

futiu Atmel Teaglulaspaulnsaaasiinsnilinuigninus Flash 398y EEPROM wiln
Ay USEnou 9 Alaadunsauanegnesiagi Ineliianieanudisasslseinn

Uagdululasmeulnsamesisimgnuasnn@elaied msugnvuseuy
amsn lnediguyuosulataualvglvianuauladuluseagesuislssnm

2.1.1.2 Usunaumazalaang
11l 2002 Useunad 55% w94 CPU vianuandvielulanidululasaau
nsaeasuwazlulaslusiwaas 8 Un

finsuglulasneulnsaaes 8 Uaunndtaesiuduiilul 1997 uay
ndayaved Semico nuilulasroulnsaiaes 8 Uauinnind@iuaiugnimuielul 2006
1A Semico 9193 MMA1M MCU iulndu 36.5% Tul 2010 uay 12% lud 2011

UumlUlulsemanwannudfwnldunavillilesiUswasesaiunusean
~ Y] = & & ) Y] ~ I
Wiged@s wasllulaseeulnsaiaasussunuaulva sosusseaunaramluilulasaaulnsaiass
Uszaneu 30 7 wenanidanunsanulalugunsallnihvaneviie wu w3sadnd wnlulasin
wazInsEng

AuvulunIsHEne1adIndn 0.10 WSansgremiag

al

Aldareananiaaiiiuly lnglulasreulnsaaes 8 Unfigniland
1 IS
il

melusIneingt 0.03 eeaansansgs Tl 2018 uaslulaspaulnsaiass 32 Inunegu

9

s1AUsEI 1 Aoaansansyy dwmsudsnunlnaifesiu

Tud 2012 nduAningivhlan senvisanawaznsiuisediiarie
flaauhiieeiiun wasnmueniodofsudunstenas 17% dsiefiunisanasnsilvgiiae
Ui ausmeasTY 1980 i’WﬂLQ?ﬂI&Jﬁ’]ﬂ%ﬂiﬂﬂiﬂ@ﬂiﬂiaLﬁ@%@gjﬁ 0.88 Wiegyanss (0.69 wisugy
ansgs dmsu 4/8 Un, 0.59 wisuyansys dmsu 16 Us, 1.76 wiswryansys dmsu 32 Un)

Tu¥ 2012 vonvelilasreulnsaiass 8 TavhlaniyarUsyanu 4 siu
duneaaiansy luvnedilulasnoulnsaiaes 4 dnfflvemunsfiddui

103 2015 lilsreulvsaiaes 8 Srannsodolsluman 0311 eaansansy
(1,000 mthe) 16 Tn31A1 0.385 Aoaansansy™ (1,000 wule) uaz 32 Unlusian 0.378 Aoaaisd
135+ (1,000 Mg wiogd 0.35 noaansansyn dmiu 5,000)

10t 2018 lpsneulnsawaes 8 Tnannsodolalusian 0.03 aeaaniansye
16 Unlusnan 0.393 neaaisansge (1,000 nule ums1A1 0.563 ARAANTANIEY @MU 100
Wevise 0.349 Aoaansansy dmsuihuiu 2,000 i) waz 32 Islusial 0.503 neaals
35+ (1,000 iy ueil 0.466 Aoaansanizdmsu 5,000 wie)



Tt 2018 lulpsmeulnsameisimgnitaindal 2015 Manueiis1AILNa
111 (IpeAuiudmnskuilaseringsiat 2018 89 2015 dusunthenizwaiiy) nelulas
Aoulnsames 8 Unanunsatelalusnan 0.319 aeaansansy (1,000 wile) W3egenii 2.6%

lulaspoulnsalass 16 Jafs1A1 0.464 noaa5anss (1,000 wiqe)
%39 21% g

wuv 32 9alusian 0.503 moaansansss (1,000 wiae ukegi 0.466
Aoaa1sansy dmsu 5,000) vsegenin 33%

2.1.1.3 Aeufmosianiian

dleuil 21 figuisu 2018 un inerdefidunulsusznia “Aouiamesi
dniigalulan” gunsalfananuiu “ssuudueeslfaeuarlSuunmeivuin 0.04 auasl 16 nW
wionselusiwawes Cortex-M0+ TushuagmsdeasuuuseUindmiumsingaumaiveasad”
“Iosnudnaiies 0.3 uy. Ussanawwiawded [.] uonwilenin RAM uasiwaduaa1ingudd
gunsnl Aewfmesulmidslilunsamesiaziniosduasiniudynailias Wesanilvun
EniAulflaziianennieivguuusisum gunsalisfulasdsteyameuasivoadiuls aanfg
Tuasdmiundanuuasnadeulusunsy uaziudoya” qunsaiifivuin 1/10 vesuunadl 1BM
Srsdviniountdl poufupesiiflvunduadfilandevanadouneuluiouiiuney 2018 &
“dnnindainde” Insudawmeiniediuim dununsndatiosnin 0.10 avaans wazidesu
fumalulagufenisuud Tl miunsuuduas “gaBadsiadu” faduweundinduasis

A aa o

Uanana

2.1.2 Uszan
S a vV & o =
U 2008 umnaLLazamﬁmanssulu‘[mmu‘[maLaaimu’;umﬂ shuluia:

1) wiuleUszaiana ARM core
1) Aeduszian ARM Cortex-M sudiiimmneiteviaulululasneulnsamedingianiy

2) Microchip Technology Atmel AVR (8 U#), AVR32 (32 U#), way AT91SAM (32 Un)

3) Aps M8C Uas Cypress Semiconductor’s ﬁgﬂi“?ﬂu Cypress PSoC ¥83nInin

4) Freescale ColdFire (32 Us) Lag SO8 (8 Un)

5) Freescale 68HC11 (8 T) uaydu 9 ﬁﬁswﬂgmmmﬂmam%’a Motorola 6800

6) Intel 8051, Fauonan Intel fignudnlae NXP Semiconductors, Infineon, uazdy 9 iang
18019

7) Infineon: 8 Us XC800, 16 Us XE166, 32 Usn XMCA000 (ARM based Cortex M4F), 32
U@ TriCore, tay 32 Us Aurix Tricore Bit microcontrollers

8) Maxim Integrated MAX32600, MAX32620, MAX32625, MAX32630, MAX32650, MAX32640

9) MIPS

10) Microchip Technology PIC, (8 Us PIC16, PIC18, 16 Us dsPIC33 / PIC24), (32 Us PIC32)

11) NXP Semiconductors LPC1000, LPC2000, LPC3000, LPC4000 (32 Us), LPC900, LPC700
(8 Un)



12) Parallax Propeller

13) PowerPC ISE

14) Rabbit 2000 (8 Us)

15) Renesas Electronics: RL78 16 U MCU; RX 32 Un MCU; SuperH; V850 32 1% MCU;
H8; R8C 16 Usn MCU

16) Silicon Laboratories lulasaoulnsaiaes Pipelined 8 Um 8051 wazlulaspoulnsaiaes
WUU ARM-based 32 U6 &ryeyrauma

17) STMicroelectronics STM8 (8 Us), ST10 (16 Us), STM32 (32 Us), SPC5 (automotive 32
Um)

18) Texas Instruments TI MSP430 (16 Um), MSP432 (32 Us), C2000 (32 Un)

19) Toshiba TLCS-870 (8 Us/16 Un)

wazdaiBnuinune Tneusegstugnldlunoundiaduiinnzasnn vie

wilouduniigUsziianaanizueundiadulinnitlulasroulnsaass aanlulasaou

Tnsamostunszdanszaneifuetienn uasiifune melulad uazmaiauinune uazunesiuiu

1nerananinenssu

2.1.3 ESP32
ESP32 AengululasreulnsaaeinamuszudauasUsevdandsnuiinarusam
ATwAINI0Te Wi-Fi wazugys SumanidsiidennisUssnanaiivainuats sauddlulasius
\waLas Tensilica Xtensa LX6 fidliidaniiauuy dual-core uag single-core, TUsIwaLe03
Xtensa LX7 dual-core vi3olalaslusiwasas RISC-V LUV single-core wonani ESP32 fasul
dudszneuidududmivnmsdoasteyaliany Wy alndianeinialui vdu RF 1e3eses
& nFessudnasuniu fnses waglunan1sIANITNEIUY

3 UasA NodeMCU 71l ESP32-C3-325

=D
N

U

CaN



Taevhluud ESP32 azgnilsaguuunssasfisniianzeunsaividetiaueidudiu
nilsveagnnsianiffiuagiidoude GPIO fivanuats Tasfinisnuasifiuandaiy
Tuausuuasudn ESP32 lasunisesnuuulag Espressif Systems wagndnlag TSMC lngld
n3zUNNTs 40 ulues Suluddunesvedlulasreulnsaiaes ESP8266

2.1.3.1 Espressif Systems

U3WM Espressif Systems (Shanghai) §19 (eawsaaw) iuudsniedinou
SninosdyrAtuiisansdeulunanavdnning Sddnenlvadiegidedld vismintuns
fanuazdmineduuaglugateaslulasreulnsaiaeslianeildlu Intemet of things (IoT)

wanfusieineudnnosmiunidnuniigaassegawes Espressif Ao
ESP8266 waw ESP32 Fuliujustonn ESP8266 wansnuminanigninluldlundnasisnag gy
iwssmnuluazviaanll sudsdliuinslegiuiiesdaniozuarszuudaludd uanainiss
grldlaegigureuny DIY sumelulagdnde

6 a

2.1.4 519w (Partition Table)
M13eMsiduAeAAmuUANITIANITTULUUMNEA LT U YLAzToYasg <
sxgniivliluusasnnsfidu nedimuanunsaldguuuunsiamnsiduignimuamnliudmse

anunsaimuagUuuUm I STiduenle Tneasansiduiignldlulassuidsuuuudiil
A13197 2.1 T18MINISATY

Name Type | SubType [ Offset Size Flags
nvs data [ nvs 0x9000 0x5000

otadata data | ota 0xe000 0x2000

appO app |[ota 0 0x10000 | 0x140000

appl app |ota 1l 0x150000 | 0x140000

spiffs data | spiffs 0x290000 | 0x160000
coredump [ data | coredump | 0x3F0000 | 0x10000

FapemsarEuduues ESP32 Tu Arduino platform agnslsfnuiimsiasunyas
szuutAulvdann SPIFFS WWu LittleFS lagi:

v '
fa o %4 CI ~ 1

1) Name: Tovasmsfidu wusiu Fetuldddysessuunasdesualiiiu 16 fdhes
NonuseiiLey)
2) Type: Usetnnveesnsidu anunsailu data v3e app 1
1) app Aem§ituildlunsifiuneundindy
2) data Aewsiduildlunsifudeyarily
3) SubType: Usstandos seunsldauvesmisidu app uag data
1) data
1) ota: wsvitwAudeya OTA (EM5Uunsdnmann13e1n1e, Over-the-air update) lng
ynlafldnu OTA anansatheentd Tnswuinvesmnifiduiinsasiivuniuiuouss
8 KiB (0x2000 ug)
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2) nvs: Wﬁﬁ%’uﬁwﬁamﬂ"ﬂmﬂiu Toya Wi-Fi, Toyanisaeuiiisu PHY vatgunsel, uae
oyadu 9 fiFosgnifivuumiieanudians (Non-volatile memory) Tngw13idu
Usvanummvaummumsmwauamimmmﬂuaa lusesdunanin “av uagns
Tdu Nvs SneghafemsiiuteyaiiaziBongou ilesan NVS sesiumsidsiia uas
Hudsiiuugihogannfiagin$fidu NS suradush 12 KiB (0x3000 lus) uagmn
$uHu auuannsnvesvaiinld Tnsvuafiuugiiituegsening 12 KiB uag 64 KiB
fausihenaganunsoveneliulngnindld nsldmussuulidinu FAT wie SPIFFS
fusgmngaudmiutoyaiilvajni

3) coredump: ‘UizLﬂwwﬁﬁ%’usiaaﬁ‘fﬁwﬁ’lmumsﬁwﬁaga core dump UUMIAIM
$umas lan core dump Hufedeyaigrldudmiunsemaaoudofio- nanndeuss
dunsuassuazunda Tneilsifudasdognidalunisiemlusanduasdainangly
nsuttay wazwsisudfivuneiiuugihegil 64 KiB (0x10000)

8) nvs_keys: wisituililuussinngesiifiuAdnmathstavesmnstdu nvs denisid
swiagnldau Inefvumegil 4 KiB (0x1000)

5) fat: fvusmnsfitudmiuszuulng FAT Tneftagmnzandmiutoyalve 9 uazsn
foyatiugniudsundases Tasszuulng FAT annsoléfiians wear leveling way
nswsala

6) spiffs: MuuaNISHTUEMITUITUULING SPIFFS ungdmsuldlnguiunazsoesu
wear leveling agalsfiny suulwdilisesdunisidnsia

2) app

1) factory: wiifiduifvueundindududu Waunsuyslnammesasidonmsiduiiiu
waunALAFuEuF LT3Ry OTA fewn$fidu OTA dudrad mndinislims
fifhu OTA W39ty ota 0 annsagnldiduneundiadubuslduasniftu factory
ausagniheenla

2) ota_0 63 ota_15: W1§%u ota_x 5ugn1%ﬁww%’ué’wmw OTA Tneiliaes OTA dusu
Aodldni3idu OTA egstios 2 wisAdu (aeun@de ota 0 wag ota 1) wazdniu
Fodlimnifitu ota sheuiilumafiudoyaifesatu OTA Taganusadiinifidu OTA
I¢g9an 16 wisidu ust 2 wisidudodunudusidedddmiuiians OTA wuuiuda

3) test: ldmiummeaeululssu

4) Offset: fvunituiifinsAduiiu q Busu s Offset tugninmuslasmssius Offset uay
YAV TTUR DU
vanewe: Offset Aedpalunigauuad 4 KiB (0x1000) uarn$idunonlzfosdndums

o

Tvslauna 64 KiB (0x10000) InavinUasslining A1 Offset azpnAululaednluifniy

Y
[

funievingyesnsiduneuntn sutemsdadiumddla g A5udu egelsAnig Offset vaa
WsATuusNUuAzAudY 0x9000 way 0x10000 d1nsSunIsRTULUNALATULSA

. fa o 1 Q%’ < a Y o Y Y G| v

5) Size: VUAVBINSNTU IneAtausaluiauneation, 818y Hex (Ununaig 0x), 158 b
fPNuIRBYNeiauIuanule K (Ala) 198 M (.1n1) LU 4096 = 4K = 0x1000
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fa v o

6) Flags: lutlagiumeduuilldifisaueiiouauanitmsiduiy o gnidnsianseld

u
2.1.5 littlefs
littlefs Aaszuulndrurnidnivasafufonl1ualinaINenLUUNIAINTY
lulasmaulnsaans

A 1 [y a £ . d' v A %
anugangulunisdesiunsgadendaa littlefs sanuuunniesulledutaym
Ihdunuugu nsatiunisinanmuainisiulseiunisfnasnteyaiiloeutaya (copy-
. A <& ] Y] I3 Y a d'
on-write) NN wagmnlwiiidu ssuulndagndudanuguniiaaniiviu

As5USUsERUNSENuIanuulaundin littlefs aanuuuutiaunaslagns way
UaUMIUSUsZIUNISANNIaULUasnLUUlauiin wanand littlefs Fiaunsansiaduudanide
wazuAlateymla

RAM/ROM wuuiluauiun littlefs spnuuuniilovhaudumheanusvuiaidn
nsldaru RAM gnirdnegraduse demneaiuiinisld RAM azliiasuntaile
szuulWdidulndu seuulndlifinisdenduuuldiveuien wasmiseudmuulauniingn
Srdnlieglutiimlosfifmunenlddanmsadandounuunsils

2.1.6 98ALUY

Tusguga littlefs 1uszuulnduuuudenildlndtuiinuumdnlunsdaiude
yalunuazlasaaie copy-on-write (COW) vuatngilunisiniivdayala

Tu littlefs drunammaniinosaiudnaesiu lnsiiviouldfivundn (Goniduaiam)
wlvimssuimmaaamognniluyniluiiAuioya luvaziilassais COW azdaifiu
Joyalndegransiindauazlifianldanglunisvenenisdnnsela 9

Tassadudoyaiansiaieiunnuion dagneulassdnassudensau Tny
s uaunmsaudeyaileygnuuudendenisinassusiazata sdnasssususeduns
Frvsouuulaundniassuulng

5UN 2.4 uanamsviulessues LittleFs
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2.2 \wuwas (Sensors)

Tneiialuudn Lszjul,sda%azgﬂﬁmmwLﬁuqﬂﬂiﬂiﬁ%’uLLawauauawiaé’zymﬂmw%a
Fausdndfousunn AnLaLUR w%aamwﬁgnmm%’uLLazLLUaaL?ﬁJuﬁzyzymiWﬁw

Tuaruvneniiedign wuesAegunsal luga 1a3esing wieszuudosiingady
wmgnsalvonauAsuutaduaninuanden uazdstoyaludigunsaididnmsedinddun edw
Tnginavlumbeussinanavesnouiunes

Juwesgnihinltludwesluiinussdru wu Yudvduuududa (Fumedduda) uas
Taulnfivsveainstulaenmsdudaisn uarluueundiedumnuetiuliidhudsaudulnglsl
weaseviings shearuinmiluililasuedune? wasunasedu lulasreulnsaiaedi
Tnuhenslinudugesfueseonluuenmiionnauuuuiafuvesnmsingumnd A

i uaznisivasiegnaty ludiduiees MARG

Wuwesuuvewden wulwmnudlefinesuazisuniuiuusedendinisldnuedi
univans mildrumesdume findrirmfimananuaziaiosing intesduuazoina snoud
nsunng VususuarBnvaeudualuiauseinfurean venanissdiduimesiug Snunune
Alinnuauifmaniuagmenmuesian sudadumeiuuuosufneadmunisiaduivinm
duwesiuuduaziiioudmiunsianruminvewouviar uaziduweimaniilwidmiuns
MTIAABUAY pH VBIVBUNAT

anulmeseuesUsdinedwniudsuuuativinntonifisdadeUsinuunaiie
Wasuwlas fegradu mndsonlumeslufinesinfioudl 1 vy, iegumaiiuasuudas
1 °C aalhavessiufie 1 ou./C (nefugiuudierudu dy/dx Tnsaunfinddnuazdadu)
wugesusviineradsrarediinldiduiu degatu meslufinesingumgiivesiidsuas
Tutheveanarfouariliveananuadluraiivonnanilineslufinessoutu Taestly
wuweslafunseenuuulvidnansgnusedsiintesiign mavilsueesilvunadnasingg
Preusulgsisiuarorinndedontug

anufnvtmaneluladvilfamsondaduseslfinniudon 4 lussfugameu
lulasduesiagldinalulad MEMS Tunsdldulng lulas@uwesanunsadalamiiniiuay
fraihgeniiledieuiviBmsuuuimmaiosananusosnsdeyaiisindy sianlsiune
wazideielMfumndululanagiu Wuresuuuldudiie fadugunsaisagnuagldon
fedmiuninsiedeusserduionsTanuunsaien %alé’%’ummﬁﬂﬁmﬁmmﬂﬁu N5l
dumeiussamiilinauannsofudeyanisiemeiitdadglinnd nanat Tagldsudu
Foausuieulminaglidostnadoimstuidiou

2.2.1 Fuwesdunsusauuuniadu (PR sensor)
e sBunsusaLuunadn (PIR sensor) Ao 1uwesdidnnsefindfinuas
Bunlsusn (R) fusleanininningluszeenisueadiu duwesuiadinlfluaiomsaduaiu
wasulv wuu PIR Guwe$ PR fnldludyaanfiousouarssuulndeaindnluii
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JUN 2.5 iesewmsradunisiadeulviwuy PIR ludwiuiinende/dandlue
Wuwes PIR asaadunisndeulmimly wilildlideyainlasvsedslamaaulm

A 4 Y & s o/ < s v a & ' « 9 &
fay 33 nduseddd Wuwes IR wuuaienw Wuwes PIR dnisendus 31 “PIR” w3au

& ! « 9 = « < v a N o, @ s [
ATAUSENTT “PID” Fegounn “1AT09RTINTUBUNTIIALULUNIATW” LT3 PIR a59a3UnIs
wasulmialy wilildlideyadinlasvieddlawmaoulm iy Fadndudedd Wuwes IR wuy
#5190 Wwwes PIR dniSendus 91 “PIR” #39U9AS1S8AT1 “PID” @98011910 “IA309
A529UBUNTIALUUNIETN” Frdmadrinunefedarioassiiigunsal PIR lalaunndsu
WieAUsEAsAlUNITNTIITU Wivinaulaen 5T usdBuns e (Anufouannsunsed) 7

1 2 4 [ O A « o 1 = = v 3 a al s 1
wBaNINIINYTeAEIBUaINTRY WnTLaW« MImiatnrnefateiiaasaiitgunsal PIR T
LaunndsnuiegaUszaadlun1sn Ty uinulaen1snsadusddunsise (anuiouain
NTUHTIA) TUHEBNUIINYVITOALNDUIINIAG 1T

2.2.1.1 ®anNISYINIY

a ! &

Togynuiiandoungilainitaudesmduysaiazudesndenuaiuiou

¥
v aa

sonulugUresssdudiminind lneUnfudr$adluedlimiumenandesainuadedlugog
AHENMIAAUBUNIIN uigUnsaiBiannsetndfiosnuuuniitenUsyasdil a1ansansiaduls



2.2.1.2 1A309997293unsiaaaulmuwuy PIR

JUN 2.8 andlrinngluemsnifaduguimesnsiadunisaseunsesuuu PIR
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LA389MIUANLAARUIIL U PIR Tdansiadunisiadsulmusany
d0 visodngauy dnldiudyanuiuulusuasssuulndesainuwuudnluds

2.2.1.3 msanilunis

< s Y a a o aa -

WULeI PIR @11150A5793UN191Uag UL UaU8 93U NS Ide uUns LA
nsznuiuing FzuanaaiuluiuedfvanmgiiuaranvasiuinvesingNegiuminduyes
Wi dng WU yARa HIuAUMNNUMEs 1y Mun gl o geiuluguuevesduesy
WinTuangaungiviesdugaumgisiinmendinduandnase Wuwesazulainisiuasunlai
a & v aa v I A 9 a & v
\Anduraessd@dunsnsandiundunisiasundaweusaiuliiivieen uasdslasnszauns
AT faqiiflgamgilndiAsstuusiidnuas NufamstuenafisuuuunisUdesfaddunsse
funnsnafu fdunmsiadeudieTagifisufuiiundoranssduedosnsadulfiaui

PIR fivansgduvunisldauivainvane juidenldfuunniigni
iaudidsdiuaviediunizanduauan ssezmaviheudizina 10 wes (30 W) uaziuues
amitdesnty 180° fufifiuumesninniendt sauds 360° Felaevhluoonuuuaniiiefadsuy
wiau PIR vualygunasundnfenszandiufsanaraninsansindunsdasuniamomas
audunsusaldluszey 30 w3 (100 Wa) 990 PIR wenanddsdl PR fleanuuuenszanuuy
Ufuiianald deannsonseunauituiilining (110°) vioaseungquituiiuausnnuuy “sw’
vioanunsnidondiunszanuenisiazdiuiite “Usuuse” fufinseunauld

2.2.1.6 MINTIRIUANULANGNS
Wugesvanastenadeuseiludunsnstnuiunsesweedyyiuan

o

<

IS t:%’ (% ! v Y [ o 4 a =~

wosudea Tuguuuull Mm3deen PIR gvindnsaiues viligamgiiinfevetssuznisuaaiiugn
fnpanandgaalvin nsinduresnasudunsLIATIIdugesaTFna e sLazayll
nszAugunsnl Idvelvigunsalinununmsisuwdasiianaialunsainlasunaannasdus
vEauAidesaineiiaw (nslasundsnugeegimaiiotonariliianduyesdusuay
biguesliausatuiindeyaiiniule) luvasieniu msdasesuuuanwesudvall
fapandayrnsuniulruaiiluvilvigunsalduniunisnsgduiiesainauuluilngifes

1 [3 < s a = M o [y al S v P o= o L4
agalsinny WuwesuuuAvwelsudadlianansaingaumgiilalusunuull dniudaiussleond

RINLAIMSUNITATITUNNSIAGDU AN

a wva

2.2.15 ms"dgumm

diaguwes PIR gnivusatlulnusadvnesudes Wuiwesazaunsn
Touldiangluguzgunsainmaduninadoulm lulnued Wonsatunisideulmais
Tu “wwnanesn” vouduiwes Wadiauaviaazgnuszananaiiviodnavenduwes iileth
fynonewinadluldenasdunsnssdulvan wu Sadvderieiuiindeyaniedyaaifiou
doyqaaniasu-@eavzgnuilulagldinstesnseuanuuuisduasdoudigrnstusiaduuy
nudames whdudavestadisUnuas Unilonauaussdedyayinen PIR lnenseaulvan
fidonsioagrunthduiavesiu fusfamansatuyanameluiiuiidriadidmuel faemii
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2.2.1.6 NMIDONLUUNANN N

: gers O
N
)

JUT 2.9 MmseenuuuiugesnsITunsadieulm PIR

TnevalUidues PIR aghnsivaguuuneasiun@dgunsaidiannsetind
andudmsunisfinudygiundidugesied lneluudigauseneuninunazussqe
meludiseu Badeadduduniimduresausansounquiiuniisenisnsiaaauls fisou
nagdl “vteng” wanaRnAngnudunsnInausaRIutI e wihdnaglusauassionai
WBAY uwANSInuBunsIaansawd I guduge e Wesanwatafndild
ulusdlasiededdunsisn wihsemanaindivanlentaninguuanuasy ({u uuas du 9a2)
sruatauteweiuees vilinalnidene wazeraviliiedygaufiouiianain vl

R Y] A o w & Y s = v a v v aa
anunsaldlumnsesiedninanugnindulviedi 8-14 lulasiuns delndifgaiussddunsnn
- & |1 =i <o Y & U v va v v i
Muywdudegaanuunniian wenantdaunsalddunalnluialadneie (@auans)

2.2.1.7 Msia
ansalgnalnuanenaiuiinlniandsnudunssasees lnaaauunuRn
WGuasle

2.2.1.8 \aud
iunanafneravaetugunatewdsniioTauna e uduns s lugudu
w3 uiazRsuABlaudTaLUA
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2.2.1.8.1 lauddasmsaiuaved PIR

JUN 2.10 fMSeuaTeansaaduamnadaulm PIR nieuvewisnmsinsyuenviaeulag
wiaziwdeuduaudwlsaua IndauadlunFudinduesinlsdidnninfiogaueng

JUN 2.11 dhaseusumii PIR wihilu (aeagunsaldidnnseindeen) Tnefiunasiiilauasge
BEUAUNET LIVBLARUAUAARLHN

JUN 2.12 PR Minenchasausuntineen uanadumiaves iuesinlsdidnvsn (@nesdiden)

2.2.1.9 n3gan PIR
vsundntulagldnsganmisiluan wuunusdunigly iesiundsnu
dunlsuse lunsalldnszan dhaseunszannarainiaevilualifiiaudiusaiuandetugy
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U

=
N

2.2.1.9.1 PIR ¥1aN5£NLUIAIU

2.13 PID yludmsuinnende/adannfivdn Tunseanuusdiunielutiianisinda

: TN
aven Illll““l‘uﬂ_ﬂwunﬂl

- g T~

gt o A+

JUN 2.15 unnsasiiurignoenganilouaninszanLuuLUsEIy
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3

JUN 2.16 N2V UUKUIEIUOADBNIINAILATDS

Ele-d6-re @
e T

AL

JUN 2.17 sundaveaunsasiiudmnszandefiaf Wuwesinlsdianyninuansee

a A
AnASALTE?

2.2.1.10 sUuUUAuEs

]
Y [

JUN 2.18 1a3asniaduanuedeulminiiyuuuuduasdowiu anueivesduandudiyin
AnubveaeToswmTulufiameiy

nmstilia ilviyuneweunsowmafunateuguuuudiuas e
Toyuunagy (ou) Wuwes PIR wvaglilasundsnuisdle 9 uaznelsyudu o PIR azlisu
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wanudunsselulsnaiiduty msuenivaglfiasesmsaniuauaieulmansouen
woysEViaLasasin ey Tngiididaedeudls

Woyaraiiuanuumils @uas) ldBnyunis 1sowmsaduazaeaii
uarafirduadeulnidussey 9 ity dmalidyaduresivdounlategiesamss 8

9
< o P

svuudidnnseindeglifiodsdyaanfeudendedaln ssuudidnnseiindarlyauladoyg
fivBsuudasn 9

$1uau U919 MInszane wazeulwedsumanignivuslasiaud
LazN3zIN GAmmeNeueafuiteaaguuuuduasnuhimnzauiigadmiunsldau
usiazUseLnm

2.2.1.11 msldaussuulndnluli

dlelfidudruvilsvesszuulidesaing svuudidnnsedindlu PIR ffag
muaudiadluifiannsoadunsaiuliiimdnld Fammneanudt PR aunsadealhlely
fidonsdery PIR Wansramunisedoulmld 3ddnldluaniunisainarsuds fudedesiu
0190105 (WSnwanutasase) nieilenisldauess Wy msdaluuszguiidhuitels
anauaeluauin msldnudnduasamldluieniassuy FounTeueims
LUwIeANdY MuRu vieuinallafuiiannsouaulndeTuddls HideUszndandsny
18 isglrazdinamandoduluriniy waedldliduiudodalndossnainiiui

2.2.1.12 woundiadudumnuasnde
deldidudruviavesszuuinuianuvasass 1asdidnnsedndlu
PIR finagmuniiad vuimdn Sdlagvhmihiidousonsasiaiiumd dudalnihgnis
Adeudorulrudunanirdureaummuaudygruiurluglevilussuuagoonuuulinn
Lifinsiadeulm nihduiadiadazUnog Fadeninfiaduuy “Undita’ (NQ) mnmsaanunis
wioul SiadasUmaasiiiedsdyaoniioude ﬁamﬂmﬂleﬂﬁmmiﬁamm dyaaufeu
fefvzihnuguiy
2.2.1.13 M53AN9
ranuuzilinandndueiorasinss Tudletesiunsudafioud
Aemann (u msnsaadules AldldiAnangunsn)
wnuuziliaaga PIR Tudnued PR ldawnsn “ueadiu” aen
nnvthensld uifianuemeduresaddunsisafituianalrouasasnegrinunszanlll
fitfn wiundsiudauasdunsnsafiuse (du mnlunthsasudniouann) enavhlviduies
SunwAuRdawazilmiadygiafoudisianaiala qﬂﬂaﬁm?%aulmagjﬁﬂﬁﬁwaaﬂsmﬂ%
liign PID “upaiiiu” Fseradunaridmsumihsdivumthlumemnarihasisae vieduna
Fedwsunthaduainfunely

2auuz11IA5ARAT PIR Tusunusn deaszuieainie HVAC agwn
ANSAUNITDLHUAIUUNURINANERNATANTA19UD U L1 IN1AEHAINITUHSIE f1uin
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(UaagnaanudunssaluUSUNUUaguIn) LAAUNNANIUNIATBUNUIASNAIERNBIYIN LA
gauniveananainiudsuiUasauriliindygyraifeunianainle

Wugesinlasunisesnuuuinld “iine” dadidedutiu wu aly
w3 Tnan1sasanulaliau vsevinlrwdladniuiesasldeglulnia

\Weanniduies PIR dsvaznisviiaiugidn 10 weas (30 1n) Aatiuns
ANFILATDINTIIULNEIFALALILNANIWTN TN LINDF NS UM DINTANI TN AEINI LA FEUU
Snwnanulasaneild PIR daldanulantussuusneianulanndenigusnainisiazseuuin

Plasansiadaulm Tafeg1anisdmalanasanusi Favinliaiunsalenaaanunasoingla

2.2.1.14 weslufliwesuuumiunussezlnane PIR
finseonuuues PR liiagamgiivesingiiegslnaluisasdsnan

agldiondng PIR wuuliiidiauuaneie dygiaeeidnnizgnussidiuniunisaouiiiey
aunasu IR vesamsvinanisiivesnsamatn §1e93d myingamgianseslnaderoudng
wiuguazusugr mnlifnmsaeuidisuiuriavesianiinmain gunsalinesluiimes PIR 2y
aansaiansUAsuulamenuiied IR Jeaonndesfiunisiudsuntamesgumgiilagnss
wailsianansnduurgumndiuviasls
2.3 alwedeygyrae (Buzzer)

Buzzer Jugunsnidedynandestaenadu gunsal denaTesnalwiiwideiielsdidn
v3n (Gondu q Tuftele) nsldnuinllvesinwesuariues Wudgunsaludafeusadiaim
1995wz studunmsdeutdeyavedly wu nMsednundvisenisnawduiium

Use1n11999 Buzzer 1l 3 v¥8a Ap

2.3.1 IW#l3sna (Electromechanical)
sunsaflugausng Mszuulniliaiosnanuuideatunsgasiinlaglifdodlans
Twhusufenfidiadonadoudefiodanseualnil ivivihiidinisdaies Seilimihdudiads
Beafien (mihduiasrdadesdiag fnnudanemnldlnfiinszuaadu) ﬁam%ﬁqﬂnatﬁméﬁﬁ
gndnlitundsvdemanuiiolfifuunaiudes d1in “buzzer” mandsaumnus vee buzzer
svuuliiiaiasna

2.3.2 naln (Mechanical)
segtrwesilumeswasdnwasivunalndiug uazsndunedilasies Mmees
uq Guaaﬁ’ezjma%ﬂizLﬂwﬁﬁaﬂéwﬁz@
2.3.3 iglwdiannsn (Piezoelectric)
ssAUszneufieledidnnineragniuindeusne 19938idnnselnd uuuduvde
unas dynnondes duq Teduirdeusneiniesuenedsuiieludidnyindeeiiinl e seyind

1 ;Y

nsnadu lawn 1@eemdn @eenss vsedesdu
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2.4 \nuaisvudstonnunanaiin (HyperText Transfer Protocol; HTTP)

HTTP (Hypertext Transfer Protocol) t¥u Tuslanoaduneundiaduluyelusinnea
Suwmesilndmiusruuteyalaeoslifeuvunszaeuazsauiionu HTTP WWusingiuvesnis
doanstoyadmiu World Wide Web aionanslewedifind saufs lawesaadlugmineinsdu
q Aldannsadfdsognsiene wu lnensaansnd vielasnsuseniihaeluiuunives

HTTP 1 Ju TWslapeauuudwe-nsmeundululumalaaioud-#sviies gsnssususu
Wiolpaeunderuslugudsniies @SninesasneeunauausIAIUBLardInIsnaunaunauly
Falaalaus F995U18NISIANITAIVD LALDIALNSNEINTNFB9YD WU 1aNa1S HTML #3aiiann
By « Ale

Tuanunsalinluduusiwesinuthiduleaeudlaziud@sinesnleadiuladnia
I3 & A 1 :j & acs ¢ @ I3 6 o2 'Y} 1 Y v LY} 2
Auleiviseunnnindupie @5Wes uusmiwesilusiegavessiunugdly (UA) daunugld
Uszandu o laun genduasdnvhdvdnldlaedliuinisdum Guasedaes) wsiwesides
woundiaduiietio wazwendwisou 9 Mdnie 14 weuanuiloniiu

HTTP gnesnuuuniteaugslviosrUsznauesatIemnaansaUsulsavseUald
Numsdeansserilaaeuduazdsiines Auleanivsinunisldnugainlasuusslevian
ac & 2 a1 X acs ¢ v =~ o < I3 ¢
@399 WATLIUNALUDVILNUEI NI UUNDUITUUTINA MR UAUDY LIULUTTIYDIILUAT
m%’wmmﬁ‘uﬂLﬁwﬁadaumﬁwﬂuazﬁwnﬁuuﬂ%’sﬁmﬂﬁ%’aﬁﬁ'ﬂé’tﬂaaﬂﬂ%mmmﬂ%’mmﬂ%aﬂha

< a acfd I3 Q‘I = ] 1 'Y} o 4' o [
N5ONTITNLIBS HTTP 71 VoUW LASBUI8AIURIAILNSOSNUILANUELAINIUNNTHDEANTENSU
lpaeusilaiiegnimvuadumslalan lnsmsdieteanuludautsniesaeuen

dieeyaaliluua HTTP danans (WSendidsvlined uamidu wa=) vimihfivessuls dau
W1 HTTP uedu (wuludive/nsneuaues HTTP) azlasunisdanisuuuseuseseuluvg
fidusia HTTP 3ue agldsunisdnnisuuudumsdelatenis @annslaelaaoudduniauay
Fuidsinesidmmewity)

ninensuuIvazgnssysunialagiszynineinsuuvaina (URL) Tagldguuuy
Uniform Resource Identifier (URI) http uag https 1ae URI %Qmﬁﬁ'ﬁﬁaﬂﬂmﬂa%ﬁﬂfﬂu
w@NaNs HTML weaiaenanslaesinndieulyariu

2.5 nauaidsuudetannunanefifuuusiung (Hypertext Transfer Protocol Secure; HTTPS)

\nauTsudtenumanefifuuuiuae (Hypertext Transfer Protocol Secure; HTTPS)
AodIufpUNEYRIlUsInADALN YIS YUAITDANMA8TR (Hypertext Transfer Protocol;
HTTP) Bsldmaithsiaiionsieansiivaendesiiuniotononfines upwgnldodounivat
vudumeiiin laeluslaneairdetne HTTPS azgridhstaseinasisauiuamosduyuds
(Transport Layer Security; TLS) maﬂauwumﬂaLﬂmmﬁﬁuu%ﬂmmﬂaama (Secure Sockets
Layer; SSL) fhewmiiu Tuslaaeatiannsniiendaede HTTP over TLS w3 HTTP over SSL
Ienauriu

ussgslandnves HTTPS AemsBudumnuveaiulediidngs wagnisunilesninmdu
dusuazaraiysaivostoyafiuaniUdsuszrinemsivdstoya HTTPS Jestumslauduuy
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man-in-the-middle uagmaithsiaudonlumesiuvassiismdunisdomssgninslaaoud
Lazdsiies Metesiumsdoasanmsdniliuaznsasuntas Ussifumsigausauves
HTTPS Sdusisiyamaiianuiideoldasunsluluivsesndviaiadmnes idufinisdudums
il da10ge Famngeuihnmsdeusio HTTPS fiiunsiusesaugnieeteauysaiinag
wulflamzluuimsganssumstiseiuiivaesafouar szuuansaumavososdnsivaonfodug
vudadladiSuiibu Tl 2016 uauglneyaiswsuunudidnnsedind (Electronic Frontier
Foundation; EFF) snensaduayuaindnimuiiviusiwes ¥lAlusTmmeatunsvansann
Y w2018 Husiuan HTTPS gnldlaegldiiutesndt HTTP fuduiilivasnsts Tng
z*iauiwy'Lﬁaﬂm’]aammgﬂﬁawamﬁwﬁuuuﬁulsaﬁnﬂﬂizmw Sawimnulasaiuled uay
Snanuidudusnvesnsdoas masvysiau wagmvieaiuvesly

2.5.1 log53u
sULUY Uniform Resource Identifier (UR) 493 HTTPS fisuuuunisldaudimilon
fuffuguuuy HTTP ag1alsfinu HTTPS sradyanaliusiwedldtunsdrstaiuioves
SSL/TLS iileunilaansiudstonads SSL/TLS mngegrsBsdmiu HTTP ilesainanunsal
nstlestuldudinagiinansasouaugnieafissdufeiveansdoas lunsdiifegsnssy
HTTP vudumefidn Gulaealufiisndiinefuinduilédfunissusesaugndes (i
lpateudnsraeuluiuseswondsnies)

'
Y

r¢elvrulalananng

aa

HTTPS as1eteaneanivasndeuuaieovieilivasnsds 51
Jeasiummngauanganilauazn1slaufuuy man-n-the-middle lneiloulyin

' 9]
a v
finsldyanis
9 o A o ac v A A 9

WsTaNnzay waglususaadsnineslasunisnsaasuLasionale

\1999n HTTPS waules HTTP visnuatniu TLS lnenssdanunsaisialusle
ABA HTTP Nuguyianuald F959089 URL 909A190 W1918nasnsauml @i uasani (3
% a v [y} 9, 1 < = a [~ 6 4 3 1 =
finagiiveyaszyimnuvely) agelsiany iWesniegivleduazranaaunesadudiumily
vodluslamea TCP/IP fiugnu HTTPS Fdlianunsaundeamatamedeyamanils lunefoa
mngANLIusuLAU@Ie SN Muareg19gndes danieiaiunsneyuiuied IP uay
NUNBLAINBSATOWIUITSVIIBS Laru1eASIenasIdedelauuy (WY www.example.org ualil

| A A PN Yo o A Y = a v A

aunsneuInudLIAeYed URL) NKldmasdeansme sutausunaudeyaiianslouuasseey
navesnsaeans uwregalsinulismialonvesnisdeans

AuusTiesiiswedeliulesd HTTPS Tned1sdeaingliuinisesnluiuses
(Certificate Authority) fifiasdliaremtihlurenduas gasraiuusiwesidlingdaglauinis
sonluiusedluniseenluiusesiignses dwu gldmswetaniseuse HTTPS luduiuledn
1 a' I3 d‘ qgj 1 dy
sotladulunuiteulaauanalul:
1) dlfvetiuingunsaivesnu leadiusiwes wagisnisindausiwesdulignungn (nana

Aa lufinnslauddnmwaneiuu)

2) Jlddetiuingenduasiusiwesldanu HTTPS laeggnaemsauiugliusniseenlususes

nandslIaramtegagndies
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'
]

3) dléeiiuidliuiniseenlususensusesaneiuledngndesnunguuiewiniu (nan
A flruinisesntuiusesatlignunsnuazliiiiniseanluiusesiiianaia)

e

<

a) Vulwatlususesiigniies damneanuiléiunisasunilaedliusnsidediels

5) Tususesszuiivladlognagnsias (Wu dlenusiwesidvu https:/example.com lususes
fldsutiugnisdniy example.com wagliilivaamisnudu)

6) flfidesuinaweimsiirsiavettuslnnea (SSL/TLS) Sauasndeiiismeannsiniils

HTTPS fiaudnAtyetvdadainsoneilivasniuuaziasoingionannunsnues
A av o ) | 2 | R =% a v A Yy  a
wIeYneiilivasnde 1wy yaLeuss Wi-Fi as1sae Fulalendlvnnaulueievieviosdu
a [ LY Y] =3 I3 2 2 o w QA' M Yo (Y] dy [
WweauausadnIuwiniauazaunuteyad Ay lilasunistesiulag HTTPS uenanil &
I = 1 :j = a a = ] ¥ v =3 3
NUINATDUNY WLAN LU UNS LAzl UULESRUUILAS U8 AL ALt A UTA8 NSNS NLIAN
< = < =1 o 1 J ) Aa [
Wnivauanslawanvamuesvuiulgdau msnsgiuiansagnilildlumaitialavans
T wu nsdadawrsaduntivuasnisluedeyadiuynnaveagly
Welideyaunduneanumsiihseianarumilanuarnsvluedeyadiuyanaved
¥ ] v I3 e’g = a Y QI dy
91U INT NSLUsTUUSIEIANUandy HTTPS vuduledvianundefianudiAgiiunindu
Few9 lngluddfslssinnueiniswensedumesilafildanu uwihdeyawaifeatuniniv
wiagnihidldidnguenalifienlianuazidendeu uiilethunsiuiuudd teyawnvaniiens
Uawedayaneaiuglalaun uaznsznuseanududiuivaagly
n15USUlY HTTPS Seougalvld HTTP/2 uay HTTP/3 (Wazjuneuntinegia
SPDY way QUIC) Faidu HTTP nestuluiieanuuuiieaniial Yuls wazanuuudlunis
Tnaantiu wazdnisuugiilild HTTP Strict Transport Security (HSTS) sauiu HTTPS Lite
Josiugldann1slaudnuy man-in-the-middle ngiannzagn9d4 SSL stripping

2.5.2 Anulaenney

arudanafores HTTPS ol TLS ugiu ddlaeiiiluaglddassasuasis
dushssszenuiieainfdsatuszerdy Surgninluldlunmadrsfansivavesdeyaseming
lnawousuazidsnines Tufuses X 509 grlfifedususaureadinined wasuisaiasuds
leatausisne) dewmtl gliinseenlususeuarluiusesidamingdsiutonimeaaey
AuduRusTEnIsluTuTeMAZIdITeY TINEINTTATY aaUY wazguanugnRawadlususes
wiAstenaiivssloninnnimnsaseusnuriuedetefidedeld winslnwedeya
naisg Tadeyasuuunnlul 2013 I8 lRAuRlHuinseenlufusesiniugndeuiionaii
1ugnslaufuy man-in-the-middle AaaNTATidAy LU ERAmLEULIUAN (Forward
Secrecy) B93utszruinseansiiihsaritudinliluednasliiannsarstoyanazaensiald
ynnAdduvitesiaiuszozengnyngnluewian lilinnidudswnesfazissuuamuduiuy

dae
ek HTTPS fuszAvsnin uledaedoslaaninu HTTPS Havun mnidem
vsdruvesuledgninaniiu HTTP (49U an3uduiogunw) wiomnluanianizniifif
TounaziBunseu 1wy ihithgsyuy s HTTPS vazdidandu 9 veaiuladiu HTTP s33ua1
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dlfaziduonisgnlanduaznisthseds uenaind andvwiulednsusiu HTTPS agsaaln

Tdunenn3tan secure Tuivladniidoyaazidensou Jlduaswatuazgnidamennasaig
fadulasiuing HTTP unuiazdu HTTPS

2.5.3 s18azidgan1anaile

2.5.3.1 ANULRNAIIIN HTTP
URL wUu HTTPS Sudiudne “https://” warldnesn 443 auendudu
Tunauefi URL wuu HTTP BSusiugng “http//” uazldwasn 80 ausiSusy
HTTP Tailédswa Feflauidessanislaufiuuu man-in-the-middle
wagmsinilsdeoravinliglanfannnsadfedyivlsduasdoyaddy uasuiluviuivie
unsnifauasudelawanls HTTPS le%uniseanuuusnlsmumusienislauiiussinnd uasdom
Uaonde (niunisléau HTTPS 7il4 SsL nestuiidnasie)

2.5.3.2 Fupdenne

HTTP vhaufiateesgeanvesluina TCP/IP dufsiaiasieunaindu
wuifulusiareaniuasasie TLS @whauduawesdesfisnivesaweasiferty)
Fudrswadoau HTTP neuds uazaeasiadledeninuunds lneinsensauds HTTPS Taily
Wslarealmdiiuenaniu usmnedanisld HTTP shluuunisilouss SSL/TLS fidhsia (Hu
drusaveeain HTTP agnsiinanludnesiu)

HTTPS hsvialdomdoauianun saudsdasia HTTP uasdoyadue
/msmeundu sndiumslaufieaenisidnsia CCA fenaindumuiiosungliludiudosfng
a1 flawdmsazanansannanumsideuseseuisassihngldnniian aufsdelanuuaziiog
IP yosthetuse

2.5.3.3 Maaeni@sines
iWewduiudfnesliveniunisidensio HTTPS fouaszuudedaing
TususesAdassuzdmiuiudinines lufusesidedéiunisamwmnilasgeenluiusosii
edelmiieliiuuniwesveniulagliinmsudadeou foonluiusesnsusesingieluiuses
Foffuiunmvesiuidiineiiviausluusesiu Tnsmluduurivesismeunineiely
fuseamsasusvesoenluiusemdng teliausansaaeuluiusesiiasunulnegoonly
$usoamnaniuld

2.5.3.3.1 msveluiuses
ffl%uiniseenlususeadamnddimaundaiiausluiuses
SSL/TLS uuvuthseluvaeusean suialuiuseinisnsivaauveny
Let’s Encrypt Wadaluineumwieu 2559 Tausnslususes
SSL/TLS ugnunuudnlusd@nduniiules yad Electronic Frontier Foundation Szt
Let’s Encrypt agyilvnsiudguain HTTP (u HTTPS “demeifissudoonddavizondni”
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Hagtugliusnmsdiuleaduazgluinsranddiinglliuseloniann Let’s Encrypt Litewey
Tususeansviugnan
2.5.3.3.2 I dun1smuaunisidnds

szuviifsannsolddmiunsnmagevanilaadudifiedita
madfadudsinefamedldilasuaygaintu Tunsduiiunsd fauassuudulasings
afdluiusesdmivdliusazane Jefldazinanluiusosastuunives lnsunilususesasi
Youaziiegdluavesilifilaiueynyn wazargnnsnaeulaedimioslaesaluimluusiaznns
Heustaiedususnuvesdld dsenaluidnusedldararusesn

'
aa [

2.5.3.3.3 lupsalnadaugnunin

o w

AasanURnd Ayl uuTunliAe M siaL uudssiaNauy saluuy

v Y
a6 o % =

(PFS) msfiRgduuuveauinasszozedlafmiildaasat HTTPS liaevinlinasld
ndeRdiaduszerduilononsianisaunuvildiety wilunendafinnn 1wl 2013 fifes
n3uanildeudd Difie-Hellman (DHE) uagnisuanildsufd Difie-Hellman wuuldulds
295 (ECDHE) Lﬁwﬁuﬁmiwiwﬁﬂmauﬁaﬁiuﬂ 2013 fLie9 30% Vogatu Firefox, Opera
uag Chromium Browser winiufildnmuautil wagitou 0% veswatu Safari waz Microsoft
Internet Explorer 104 Apple ﬁlﬁﬁﬂmamﬂ’aﬁ TLS 1.3 ameunshudoudanau 2018 Téonidn
nsatiuayunssawuuliinshsiaLuUEsse o ieunuAus w.A. 2562 LIud@sries
7181979 96.6% 3933UMTINWIMNLFULUY Forward Tuguuvulaguuuunils uay 52.1% ag
T¥n1s§nwimuduLUY Forward Auusriwesdilng ad ihounsngiau w.e. 2566 LIULT59
ne3Tid1TI1 99.6% T093UMTINMIALEULUY Forward Tuguuutlasuuuumis uag 75.2%

221195 9IAMUAULUY Forward Autustilwesaiulnegy

2.5.3.3.3.1 msiiinaeuluiuses

Tufusesenagnifinaeuneununegls 19 1ilesan
mwdvvesAdduiagnaziiia winiwesuoniouesdudilvaineidu Firefox Opera uag
Internet Explorer Ul Windows Vista 214 Online Certificate Status Protocol (OCSP) i
pauilidudutu wiiwesesdmmnoiav@idsavedluusedludajoonluiusevier
WY OCSP uageanlususesaznaundu tnsudsliusriwesnsuiluusesdnddlieg
vi3elal uenanil CA o19oeNTIBNSLAnnaulUTUTEs (Certificate Revocation List; CRL) iie
wdsligldvmuiilususoavanignifinneunda egnalsfiny CRL ludndudmiuneu ca/
Browser (“Wa$u CA/Browser” flananifieatdns) Bnseld egnslsiniu CA dandld CRL fueed
wwsvane anuzmsiinaeudulnguudumesidasgmelululidmdminluiusemuneny

2.5.3.4 Ya31fin
A191915Wa SSL (Secure Sockets Layer) wag TLS (Transport Layer
Security) @unsamuusaalagedlvun laun Juuasssuaiiazluua Mutual Tuluuasssuan
mansaeudvsassuiunsian@innesivihtu Tnin Mutual savusligldesiaiiluiuses
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lpaduddnymaraluivusiwesiionisnsavaevansdly lddlunsdla seaunisleaduay

¥

YUBHNUAINNONADIVDINIS MUY NALISLAL D ANDINUNTINT AN 1Y

Y

&

sSL/TLS lidesunisdmviavdvesivladlneiuasedaes wazluung
nsal URI ﬁuaw%"wmﬂﬁiL%ﬂﬁﬁammmaumuléimsJﬂwwmwmmﬁwa/msmauauaqﬁgﬂ
afmruviniy 3%5%'3ﬂiﬁ;ﬁamﬁmmmL%’Wﬁa%’ammaﬁmm (HemAsinilaNefoas say)
wagdenuiiinsia (Hemasiineidudista) vildansalaudsenisidstals

{esann TLS vhawdisgduldsianeaiisnniy HTTP waglifiauifen
fuldslameaseiugandn \@5wnes TLS Jsanunsauanduiusestiifiesluiedmivioguay
wosafitmuawiniy Tuefe dunneauilianmsalénsleadiaiounuudadetiu HTTPS
1 flwgduii3end Server Name Indication (SNI) dedstoleasilugugsnasiowdntanis
Wewsle uiiusriwesfuiiaglisesiudrmensifnu n1ssesiu SN HlAlFnusaus Firefox
2, Opera 8, Apple Safari 2.1, Google Chrome 6 WLa¢ Internet Explorer 7 uu Windows Vista

n5laufluy man-in-the-middle Adudoutszinnnileiizonin st
stripping gnitauslunuysyyy Blackhat Conference U 2009 nslauddszanidvihaneny
Uaeaseves HTTPS Tnensideudsrd https: Iiduded http: Tnelduselevianndaiitensad
MgldBumedidnifiedlifauiiuiifud “https” adudumesineusives winiwdaudng
Julwdvasadeldlneniseandsr uazgnvaenlianindddld HTTPS Tuvaefiasen wids
14 HTTP {lawdTedeansiiulaaidudosnadmau AsiinseduliAnnisiauasmsiuiiolu
HTTP 733 HTTP Strict Transport Security

HTTPS ls¥unsfigauiudrindmuidesionislaudinesinsmilanain
vaneguuuy Mslaniiinsesimamiiinidunislasfuuy Side-Channel Ussiammileiondonis
Wasuuasnauazsuavemmiiniitesyuauantivemswiinfidrsia n1siinsie
yymindululdidosnnnisdeia sSLTLS wlsuaniomvemsmiin uifnanssnutios
1INFBVLIALAL TZELIADMIMAN TuRoungunial 2553 1uidelaeinidsain Microsoft
Research Wag Indiana University dunuindeyaglifiazidonseulasazidenaiunsaeyuny
Igandesmmesudng wu vwewinde dn3denuiudazinisdesiu HTTPS Tuneundiatu
duduhiiidedemaesaludumsguaguamm m8 msasmu wagnsfumniiu widueuils
annsaeyrnulsa/gy/msidinvely Melevesnseunts wazanudulunisamula

anuasefiinivlesadelmidnlng siuds Google, Yahoo! uag Amazon
1% HTTPS V‘iﬂﬁlﬁ@ﬂzyméim%’wﬁ%ﬁim'gumﬂﬁwmmmiﬂﬁqa;m%amg Wi-Fi @150y 1los
Nnnnthiingszuugaidense Wi-Fi veswesiauuuuaUinlsiansnsaluanlémngldweeuide
n$wens HTTPS uaziulasvansunis 1w NeverssL fuussiuindiuledinanduavannsad
falerinu HTTP Lawe
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2.6 INUNI5AMUNUAIVRITUVUES (Transport Layer Security; TLS)
\nauaIsANuuAaItuYLEs (Transport Layer Security; TLS) Wuluslnaoanisitngsia
ARonLUuLLLNaSNYIANUaDASUN1TARaNSULLAT YU ADLR MRS IUD e sIdnlUsInADa

[
=

tgnldegraunsvanglukeuniindusieudwanisdstonnuldneuluuriuiiuazusnisides
A IP usinisldanuiiednwanuvasnsds HTTPS SwmaluiilUamesoasisazanniign

slnaoa TLS Hinqusrasdndniiiednwianaasnds sufsenududiui (anu
au) AnUaNYIAl wazANgnded HunsiimMsdTiay nsldluiusesseninaweundiadu
poufimeiiidemstudusaooundinduiull TsTaeoatvhaulumeeinmsdnausuas
Usenaudneaestu lun sudeu TLS uazluslanea TLS handshake

Datagram Transport Layer Security (DTLS) duduluslnnsanisdoansiiientosedig
Tnd3nueuruvasndeliiiu ueundieduild amdunsulunudeumanaia Snnunsends
f¢ “O)TLS” leldiuianainsdu

TLS L‘fﬁJummgmﬁié’%JUmﬁLauaImsJ Internet Engineering Task Force (IETF) @arfmunia
pdausnlull 1999 uaznesiuilagtuie TLS 1.3 Sesmustuludioudanay 2018 TLS adeiu
970 YornuA SSL (Secure Sockets Layer) flasessusnaely (1994, 1995, 1996) Fuiaunlng
Netscape Communications Wadiuluslapea HTTPS adluduusriwes Netscape Navigator

2.6.1 A9FU1Y
\osannueundinduanunsadoanslétauuiivialdil TLS (ve SsU) Fesulu
Alpateudazdoieuelidimnedsinisidouse TLS niduisuanlunsvauiaenisld
vinglarnesn du dwiunisidouse TLS Tagviluuda nedn 80 azlddmiu nssudidoua
HTTP Alailsidnssia Tuvzinesn 443 1Sunesamluilddmiu mssudadoya HTTPS 7
Whswa Snnalnuilsiienisadierive STARTTLS wnzluslamealufaudsniesiieaduns
Fousou TLS fegratu Weldluslnreadwauazgniansuisogng

dlolaatouduazidiinefanasiazld TLS udh wanwaziasan madeuse wuy
faonuglaglidunounisiuile (gnisduile TLS) Wilnrealdnisduiledusianuuomnnesile
fuasmadisidldifsainty widsudRdilihutuanizwaty fansdemsdelay
gnuihsalagldsiauuuamnslussnimsduiled leaeuduazidfinesazanastuieat
yiimedingg Aldaiunniasnssveinisdeuse
1) msdvileFuduilolraouddoudefuidiinesMilaldnu TLS Wilevensidoureiivasn
fouaglaaiouduansenmsynsiansesiu (sauazilaiduney)
2) 9951813 1 @SWneTandenilsifusianasuaviisosiu wazudslilaaoudnsiuie
nsinawla
3) TngUndududininesarszumnuluguuvuredduiusesidvialususesdsenausedoldsm
nesilsusniseenluiuses (CA) Miedelddesusesmugniowaduiuses uazdAgnsidn
SHAANSITUEVOUTINIRS
4) gnasesdudunugnasavesluiusednoudiunissie
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5) TumsadAgsatuiilddmiunsdeuroivasnaste lnaeudazdosidal:

1) Whsviasiavdu (PreMasterSecret) mefdansnsaizvondsniesiardwmadnslugauds
nef @uamsdinedviiufiazanunsoneasiadiefdaius) antuiaosdieldsh
avdiiieasddeatuamedmiumathsiaazaensiatoyalussninavadilune
GNER)

2) Tsuaniasudd Difie-Hellman (W3a3uUuuy DH Midudulinsd) eaddeady
wuuduuaglisnfussnaaentdniunisidnstauaznensia Sedauaudifudues
msUnTauuudse : mnAdduivondinneignidaweluowan axliausaldAdi
dienansiawadutingtuld wihwaduduasgninfunastuiinlnsyarafianufinm

nstdiunstiasAuganmsiuiiouasidunmadeudeiiuaondedaasgnidnataua
nensaReAfiratuauninsdeusovrdugnamniuneulatuneunilinsiudumainis
Fuile TLS axdummuazmadeudaaylignadiadu

TLS uag SSL liannsadanslaegrsassluaweslaaieinieauudians
0S| videuuudrass TCP/IP TLS vhanu “vuluslnroanisuudsiidiedels (wu TCP)” Gemane
mnuifusginieiabasnisvudsiuviminidhsaliiuiaeesiiginii fadaeundudniy
wihfivesiawesnisiiaussedlsioy Tnemluueundinduayld LS mleutuiduawesns
yudus e Unaduild TLS agdesmuaunmsFusunisiuile TLS wagnisdnnislufuses
nInTdeUANETaniUdsuiy

deldsumssnuanudasndelag TLS madessesznitalaaieud (Wu 1iu

Waiiwes) wasidiines (Wu wikipedia.org) ailnnandRrvadwiolul

1) MadeusaLunuudnia (Eolimnudu) ilesann fnsld saneFiuAduvuauinasluns
dhsatoyafids Addmiumadisfauuuauesiasgnaieluegnuansianzasdmiu
usiaznsideusie wardsananuduwiesnduliitlesudueady 135unesuazlaadus
wINEazBeafgiusanesiumisiauasAdnisdhstariazldneuiiazdsdoyalud
usn (@Fua) MmansnanuduTmtuialasnde (uduiiasanduliosliaunsodias
Ielneginilauayliannsalddu wludlaodlaufiiniilosegasinarsnisidouse) uazidle
fold (ifdlavdrulaanansaudlvnisdeansseniemsasanlaglignasiany)

2) mstudusnuesihefidgeasaunsodusuldlagldnsdrsiasnefdaissus msdusush
puiisndudmiudsinefuszfumaiendmiulaaous

3) Madeudeiinnudetie (Wieflmwanysal) ilesanderuusazioninuiideanasil
MamsaseuANNaNysaivestonlaelfsiaduiutornuiletosiumsgymenionis
Wasuulasdeyaiilignamanussninenisdedeya

[

TLS sesfuTsnisivainvatednsunisuanildeudd nisidnsiateya uas

a v o

N13ATIVABUAIINGNABIVEITOANY FITU N15AMUAAT TLS a819Uaandedauneideiu
wwesiidmvuaailauinung wazdudenvimualdladnaauAnierdesiuanududu
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manuanesuglilusienisauuu (@ansieeuaN nsuaniudeudd aAnulasndevains
WnsTiakarANaNYSHivetlaya)

fnsngnemtewhansudusuaaasadelunisdeasi TLS miazieu
1 uarluslameaillasumautlavansasadiodanistusoanaudiuaudaondemand n
i iigesliusuusmansurivesmududisuanietlestuansousumiulaon s
flonaiRntundsndunugneumant (AUszIRMsaiuayu TLS/SSL vosiuiusiies) Ay
Unonsierauaiuasnsuudinimunsy

Datagram Transport Layer Security #sei3angaq 31 DTLS (Julusinnoanns
doans MiAeatesdslianulasadoun wounainduily Datagram lngouanaliueunaiady
doansludnuazfioanuuuniietostunisdniie nisUasuuvamionistasuutasdoniny
Wslmpoa DTLS 19 Tuslamea Transport Layer Security (TLS) #ivtiu nsansuLasiynUseae
iielimssuussiunnulasnsieiindrendety sgnslsinu Wslanoadunnsian TLS sl
annsaldnusiuiuluslaneaiiiu Datagram d@ulugy Iéiun User Datagram Protocol (UDP),
Datagram Congestion Control Protocol (DCCP), Control And Provisioning of Wireless
Access Points (CAPWAP), Stream Control Transmission Protocol (SCTP) encapsulation

ez Secure Real-time Transport Protocol (SRTP)

demnemunsuvedusianea DTLS Shwanamnevesnsvuasiugly uey
wanduisliszaudymeanuardiieadestulusinneaaniy sgnslsinnug weundindusias
Fan1sfiunisiSesdduuiinifelu msgymevesamunsy uwazdeyaiflvualuanituue
voaufinifinedetng waunsu 1esa1n DTLS 14 UDP w3e SCTP uwnu TCP Swmdnidesdlym
TCP aundlothluldashaglusd veN

DTLS 195t 1.0 atusufulud 2006 lildenasuvuaunusolau usld¥uns
fvualidugaiaadnves TLS 1.1 viusufeadiu DTLS neddu 2012 Anmmnignmunals
Jueadnves TLS 1.2 Taglefumneiaunoituves DTLS 1.2 wislinssiuneidu TLS gavie
DTLS 1.3 Y 2022 Aignfimualmlunadives TLS 1.3 wwderduasaiesdunount DTLS
1.3 fnguszasiitelsh “nsfuussiuanuvasasefiieusin [Fu TLS 1.3] snifunistestu
fndy/mslianunsnidugnls”

laatoud VPN §1u3uu1nsIude Cisco AnyConnect & InterCloud Fabric,
OpenConnect, ’eﬂ,mﬁ ZScaler, F5 Networks Edge VPN Client wae Citrix Systems NetScaler
14 DTLS iiodnweutasnfonisiudsteya UDP uenaint duium iwesaselmifammnd
5893V DTLS-SRTP d1%5U WebRTC

2.6.2 X.509 (gUuuulususes TLS/SSL)

Tumsudhsia x 509 1usasguvesanaminsauuAsEniteUszme (ITU) 7
nuagluuwredluiusesddgarsisarluiuses X.509 gnldluluslaneadumesidaununesiy
fla TLS/SSL @aduitugiues HTTPS TusTareatiuaensfudmiuniseaiu uonaindesldly
woundindusenlatidu ave 1udidnnsednd Tufuses X.509 Wenleadoyauszsfiuad
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arsnsauzlagldaneiduddvia lufusesseneumedeyaUszdnn (Yelaadesrns vseyana)
wazAdansnsnig (RSA, DSA, ECDSA, ed25519 1ludiv) Fasunuleedeanlususaaseauny
menued Wislususeslasunisaswulaggeanlususesiiveiolivsor1un139TI9d0UAIY
gnABImeIsau Fielususesiuaunsaldfdasisugniiegieasninisdeansinvasndeiu
UAARDU VITONTINHOUAIUDNABIVDLENANTTIANNLFARVIAMIY Adduiiigtadle

X.509 fafmuasienisiiinaeuluiusesdaduisnisuandiedeyaieiuluiuses
nhedlignaadaegiidnuiaan aaenaudanesiunsnyaaeudunansiusesdsgielly
Susadlasumsannulagluuses CA fnans Fdlususesantiaglasunmsasuulagluiuses
& ] = = oA A =
auq solUauluinegnnivedalalunan

X.509 gnivualag “Standardization Sector” @4 ITU (SG17 va4 ITU-T) lu
ITU-T Study Group 17 LLasﬁﬁugmmmﬂ Abstract Syntax Notation One (ASN.1) Fadu

= =

WnsgIuBnUsen1Inileved ITU-T

2.6.2.1 lasaainsvadluiuses
lassasreiimualilasuinsgiuasuansegluniwinienisisendi
Abstract Syntax Notation One (ASN.1)

a o

Tassas19vadlususesmavia X.509 v3 feail

1) TuSuseq
1) MN8LevTu

2) nuwavTsYa
3) Sadane3NNaeTu
4) ofjen
5) sgyzlialgau
1) laineu

2) laindaantu
6) Foi3os
7 deyaddansisnizveFos
1) danesiuAdanssay
2) Adasnsauzveies
8) saUszdndiesn (Maien)
9) FaUTEITINIzSes (Maden)
10) d@uveny (Mden)
2) danasfuanedulususes
3) anauulususes

a & 1 [ %

Wanaluvey (9

'
a v o w Y =

318N13 whavdiuveedsiaUssdianigvesiies Bauanuludiszying (0ID) Faduyn

= 1y =i

AMmFauiuteUnddgyrIalidifey ssuuildlususessesufiaslususommnnudiuvenei

o

= < o w ] [ 1 o =
1) azifuarauvesdlruvenglususesngnetosnily
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dAynliITnvsediureendAgyddiveyanliannsausznanale duveenlidrAyenagn

avdumnlid3dn urazseslasunisussinananidnadvensluiuses
lassasnaveaniestu 1 deg Tu RFC 1422

sUnuungluvosiiszyamzvesinouniuazisosfiszylilu X520 1o
3nmedfuuzih Ussionuesmidaiidon

ITU-T Iihdassyianigvasgeannanninduasyanauildlunesdu 2
dieounnelihderosnudnninduioyaanuldsilévimnszesnamil fogamieanms
thndunlddnfeidlo CA duazansuastognavsenainmedeassmeossena namniy
CA Buifieifeniuoraameidoudaiesld uifinagliifedestu CA usnfinu egrslsfanm
ETF wugthitlimmindedoonvdnminduazyanaulisn dunfunesiu 2 Fedthiunmanely
Bumosiin

druvenglizunisuugihlunesdu 3 CA annsaldduveeiossnly
Susedldiamzdmiugausrasdians (gu dusumsasnluingAdva wihdu)

v o

lunniestunuieaedisuasssesligiudmsuluiuseusiazluiioan
Ing CA w1 (faiinandalu RFC 5280)

2.6.2.2 wuanalwaluiuses
uanalilafldiuiludmiuluuses X.509 fvaneUssiamunanalid
wanigdlddmiudeyadu o Wy Addudse

1) .pemn - (Buadidnnsefindfifinannuluaius) Tususes DER fidnswa Basesd uuy
FEUIN BEGIN CERTIFICATE--—- WY ——- END CERTIFICATE-----

2) .cer, crt, der - lngUnfazegluguuuuluund DER wiluSuseafiingita Basesa Ailuises
Unilguriu (g .pem A1UUL)

3) .p8, p8e, .pk8 - AdduMidseenamiszylilu PKCS#8 enaegluguiuy DER %30 PEM
fiusugg ——BEGIN PRIVATE KEY-——— Adflidnsiaasdusiuse --—BEGIN ENCRYPTED
PRIVATE KEY—— uaze1all .p8e tuunuanalna

4) p10, .csr - PKCS#10 1Hudvonsuulufuses (CSR) Tuguuuu PEM Tududng —
BEGIN CERTIFICATE REQUEST—— wuuwasuimariladdudieodslugsgoonluiuses (CA)
wuulesuUseneuseseazBunddnyuedluiusesfifese W Teansy (/ON), Wades,
03dns, 53, Useina sufsddasanzeduiusesiidesnsliasny Agmeardagldsuns
asunlag CA wagludusesazgnasnduiu Tufusesiidsiudeluiuses ey (Feldd
as1suzualiifddins) Feiluiusesesanansaegluguuuusingg lemaneguuuy us
TneunRazilu p7r

5) .pTr - fABU VBd PKCSHT fia CSR Usznauselufusesfiiivanng wazlususesves
CA 1@

6) .pTs — aneududdva PKCS#7 onaiilidndetonuiiasunuduatu 1Wly S/MIME dwdu
nsaswluduaimualily RFC 2311
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7) .p7m - PKCS#7 (SignedData, EnvelopedData) U921 LU TWaTd e (“enveloped”)
U9 WIDIANLIBBLLE MIME Avualilu RFC 2311

8) .pic - lasea31a SignedData WUU “certs-only” a3 PKCS#7 fivdouas lngliifivoyalag
Tviasuu muualilu RFC 2311

9) p7b - Inssa$a SignedData was PKCS#7 Mlififoya iteslususosuuutiudanie CRL
(ifeeiAniu) uslififgaaus 1950uuu DER vde BER u3e PEM fidusfude ——BEGIN

PKCS7--- sUsuuil Windows lddwmsunisuaniuaeulususes sessulag Java uaiinldy

v
S aa

uwana keystore unu daumnsnsanlususesuuy pem JUnUUITAR A mURld WSy
nsnuluusesdun1aNITsuTes
10) .p12, .pfx, .pkcs12 — PKCS#12 01aillusused (a15130de) tazAddiud (Uasiumesia
W) Tulwaiden .pfx - Personal Information eXchange PFX %qLﬂuéuﬁau%ad PKCS#12
(IneUnAvgiidoyalusuuuy PKCS#12 1wu Tid PFX fladrdlu 11s)
11) crl - ;ensidfinaeulufuses (CRL) mhenuiloenlususensdnmsmenmsivarituile
Tdlumsiiinaeulususesnaununeng
PKCS#7 Wunnasgiudmiunisasunuvserdnsiadeya (Senagiudu
119M1537 “enveloping”) ilesandndudeddiluusesilonnaaeudoyaiasuiuidiis
anunsaulususesilulaseadng SignedData 16

2.6.3 X.690 (M3u159%a DER)

X.690 18U 1esgIu ITU-T ﬁssqgmwumﬂ%sﬁa ASN.1 nanaguuuy:
1) ngnsdnsaiiugu (BER)
2) N N3KNSTELUY Canonical (CER)
3) ngmsdhsailanisu (DER)
nnn1sdhsaiugIu (BER) Aengduduiingilasanasgiu ASN.1 dmunisidrsiatoualy
sUnuUlug nguianil Fadensamfuithensainisdieleulunm ASNL fnusdnuden
win (s 8 Om) Adlumsidrsviadeya

I@ﬂimmuﬁiﬁﬂﬁmaﬂugﬂLmumﬁvﬁﬁﬁa DER % DER (Distinguished Encoding
Rules) 18u BER uuuddnguuuuwilsdmiunsaiisheinsainmsaeloudeyaiidmaudmsu
Tassasadoyaiiosuelag ASN.1 wwideaiu CER nsithsvia DER Ferdunsidsvia BER fign
#i94 DER wiilouifu BER lnedaiaidenvesidsoantinun sniududenifie:

DER 1Hudutionves BER Mlyiisnsidnsitadn ASN.1 1fies38ifie DER Hl3dwmsu
anumsaifidndusestinsdrsiaans wu lunmathsiadunasdelihlailasaiudeya
fsndufesfimauuddvaaradunsuansuveynsuitlidniu DER foifusuuuumnsgu
94 BER fogatulu BER Arydu true annsadhsafualudilalldgud 255 a1 luvaii
DER i35MsiinsiaAyau true Wieeisiie
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'
v A

fodriansitnsvia DER Nddnyiande:
1) Mmadhsiaruemagdeddsuuuuiiutiuou

« uenandl wdedldimadrstaitaruenduiigaiiiandully
2) Dnan3e Sonifinanse uazandednvseitarindeddnsidstauuusaiy
3) aﬁﬁﬂﬁzﬂawawngﬂLsﬁﬁﬁammﬁ’ﬁumiL'?Jaaa"wé’ummhLLﬁﬂ

DER gnldiuagrsunsvargdmsulususes adviaiu X.509

2.6.4 OpenSSL

OpenssL Aelaus3zenduirsdmsuuoundinduiilinisdoarsivasaseni
\w3ednneufinnesiesdunisfnilsuazszyfiyanaiieguaienis Opensst galdagn
unsuanglui@sninesdumesiinsiuiaiulad HTTPS d@ulug OpenSsL Usgnaumsnisii
Wslapea SSL way TLS WlFnunuulemugesalausindniidewshaniw C vwthiidhswa
%’auﬂaﬁugmLLagﬁﬁaﬁsﬁuqﬁéﬁﬁmqmmma flusties (Wrappen) figaeldanusaldlauss
OpensSSL lunrwmeuiimeslanaInalane

yafiswensuas OpenssL (OSF) iudunuveslaseinis OpenssL Tuvaulaanig
nnmaneailug) Fesudsonnasdninisldnudmiuiatuayunisdnnisnisiae wasdy
qU3IN1sTENALIS OpenSSL (0SS) dudusunuveslasans OpenssL dunsudyaativayu
aneng

OpensSSL wiauldauduniussuulfuinisussnn Unix dwlue (59389 Linux,
macOS wag BSD ), Microsoft Windows ez OpenVMS

OpensSSL sesusanasiunisdsfaiunnsafusiuiunils Tnefleddunisdn
STALALLA AES, Blowfish, Camellia, ChaCha20, Poly1305, SEED, CAST-128, DES, IDEA, RC2,
RC4, RC5, Triple DES, GOST 28147-89, SM4

Handuuswnisdnsialann MD5, MDA, MD2, SHA-1, SHA-2, SHA-3, RIPEMD-160,
MDC-2, GOST R 34.11-94, BLAKE2, 7931, SM3

Hafdunsidnswasefdansisazlann RSA, DSA, nsuaniUdsufsd Diffie-
Hellman, 1@ulAa93, X25519, EJ25519, X448, Ed448, GOST R 34.10-2001, SM2

(MsunUauvvanysaluuulasumsatuayulagldidulfass Diffie-Hellman faustiasdu 1.0)

2.7 mafeansaunulng (Near-field communication; NFC)

msdomsuuulndauny (NFO) Aeyaluslnaeanisdoasiivinlianunsndoanssening
gUnsaididnmsoindasuniodlussesni 4 gu. (13 ) vietosndt NFC viauonindousio
arudwiriunsiieninemediaunsalfdmiunsyraunsuresniadeuseldaeiianun
THulfduiefumalladnsaszerlnddug NFC fflugrunanmsideuseuuumieh
senisvamauimaniniassduuugunsaifisesdu NFC Wwuamdnlnunisdeans NFC lu
fiamademieriaesfimmildanud 13.56 MHz Tughuanuiing 1M Alsidfluounyn 94
futlan aenndestuinasgudumesivevsennia ISO/IEC 18000-3 #ishsdouasious 106
04 848 Aladn/Auni
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Wosu NFC lavreimuauazduasumalulaglaaivuauinsgiudmiun1ssusens
U Fmutemmunvesgunsainsdeansivaendeaunsavilalagldtunewisnsidns iy
Wenduildiuinsasinuazmneswnunaeidmsunsiansanlindueioteiiuiduyana

2.7.1 19915157 NFC

1msgIu NFC aseunauluslaneanisdoasuarguuuunsuaniUasutoua uas
emuanAsgIUANTIEYFAAUANEINY (RFID) Aifleg 5aufs ISO/IEC 14443 uag FeliCa
1ASFIUTEANETILEY ISO/IEC 18092 wazanmsgiufisiuualng NFC Forum wenain NFC
Forum uaangd GSMA delammuaunannesudiniunisusulduinsgiu NFC vae GSMA
melulnsdniilefio Anune1a1u8s GSMA Laln Trusted Services Manager, Single Wire
Protocol, N1INAa8U/N155UT0Y LLa“a@ﬁUivﬂaUmmﬂaamﬁaaﬂmaﬁwmwwﬁ@miﬁﬁmu NFC
mmmmwsamwaﬂmLmu,aﬂ‘wam%ulﬂju e uufindidnnseindniethse Juiledeuse
fuseuuTiseasu NFC mmmmﬂummmmaﬂﬂﬂmﬂaa NFC unufimalulagfidunssuans
Mtlussuunounthi

IUsLmsmaummﬁm%ﬁm% f3d1USU NFC maaaaiwmwmﬂﬁumu‘[m France

P

Brevets aiunasmuansdnsdadstulul 2011 T:LJiLmsmuagizmnmwwmim Via
Licensing Corporation Fuduusevanvdaszues Dolby Laboratories LLazqaaﬂULaau
ey 2012 lausid NFC wuulemugasauazdaszaonnanosy libnfc dlwuinisnels

iuaigﬁym GNU Lesser General Public License (LGPL)

woundindutiagtuuagiinininazilueuian 1éun gnssuuuuliduda n1g
uaniAsudeya wasnsssrnnisiomsidudousndu wu Wi-Fi e Juuenanilidegunsel
fidoudeiniomillinsdondedumosidndniaiomilsiamsananiuasudeyatuuinig
soulavld

2.7.2 9ONKUY

NFC iugnnaluladlimoszerdu Taovhludeaiiszarring 10 eu. (37 ) vido
tfoynin NFC vhamuiinad 13.56 MHz uudumesingmnaeiniea ISO/IEC 18000-3 uaxfisns1
Faust 106 AladinAunit &1 424 Alade/Aund NFC Snusznoudefaisusunazdmang
Gusuazaiisaunn RF fanunsadendsnulifudmneuuumatls feilfidmmne NFC
fsUnuuiSeuinennn wu uwiin afnnes mangus viendadlillisundsnunisdeasuuy
e fiesvea NFC anunsovhldmngunsaisaesiingaay

witn NFC fidoyauaglnevlufunuusuegafe uroradeuls uanaunsn
Amuasiaesld vseldtorinuaves NFC Forum winanusadaiuteyadinynnasgauaon
o 19U deyatmsindnuaztinginsin deyalusunsuazanaziuy 3 PIN uazs1eTerAnse
Turdetne saudstoyadu NFC Forum dwmauiiniussianiifinnuidwazarmannsaly
msdansiuansnefulunivesmmannsalumsimundmiennus mnulasadensiiu
TOYALAYANUNUNUABNTIEY
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WuheIu walulad nM3aLUY Proximity NFC Tgnsieusaluumieiinsening
l@eInIARUUNaRuegindlAesiu Feneduduniaudatnueinieldediefivszdnsam
\eannszezmeiifeadesiudosunilafisuiuenueneauressdudmanlih (Rduing)
YoIANATY (Useanal 22 wns) Ufduiusifegnisendt aunuwivanlng (Near Field) auny

1 < v & [ = ! [ ] v 1 A& a
wiwanlihadulutadsniswenseondn uwavunuldindsnuunesnintusliuuverauing
@uJuaduuimaninihiiieidesivauulniidusiig) Jseannissuniuseninsaunsalds

W = a A a a U A W ¢ & S - A
nanfunisdeasmdingles innudieiuvieiuaunsal NFC duq Negusninilovauiuni
Adlaly NFC vialuguanudive ISM galdmilanuagldlasuayginn 13.56 MHz Wit
RF dulnginsgandaeglunuudian +7 kHz Mdnasshifiugruauity wi anunhsaunasy
Y9N3 SIFIN LTS 1.8 MHZ Litesee5udnsndayaas

58ENIINNUAILLAIDINIALIATFIUTUIANETIATALAL TEAUNSINUNAUITIDNT
gaflauseunn 20 gu. (7§ 97) (wilunau o seegnisvhauldadsiiv 10 wu. vise 3§ i)
TWsamsuinllesnaeniasudyanueisgnivlunssuaulaeiiuinlaveleglndifes uin
913RBNENEBNAINNURIINAIREToE AN
WA ISO/IEC 18092 5835UsnT1Uaya 106, 212 vise 424 Aladn/Auni

- a & ! ¢ a v ” o v ! ¢ = <
nsdeaTinTusEnIngUnTal “Fususu” Nldnueguazaunsaiidviuneg Feenadu
=~ fu a v o v a g "o’ ¢ =

1) wiadv laggunsaliisuauagyimthnduauuuimvannimve uaggunsalidmnegavdeans

TnensuSuauuudmanannsznu Tulnuel gunsalidmungeiafandsauainauiuu

wanAisFuAUTaV A
2) papduAal lnensgunsalisuduazgunsalidmanedeansiulaenisaseiianvesiiieadu

i gunsalagngededygrauiesuteyaindngunsainils Inualldmualigunsainsaes

foatluvasnglyl

d' a < aa 2 Ny v
A15197 2.2 NMSiguANNLEILaLIENSHRENS LY

anuiss (ladn/Aud) | gunselfildaueg gunsaluuuNIETN

424 WHULELRDS 10% ASK WLULELRDT 10% ASK
212 WUULELADS 10% ASK WLULELRDT 10% ASK
106 faasanuuas 100% ASK | unuiwaines 10% ASK

NFC Tdnsidnsiaaeauuuiiuanseiulunisanelowdeya mngunsaiildiuey
i v - = ay _a = v Y W a s 1w a Y Y
dngloudeyainainusa 106 Alatn A alimaisiauuuiiamesnuiuiuasunamioy
nsuegwan 100 Wesiudlunsdidugimunaylinsidisiawuuwiuvanesinelsnsinisue
uan 10 Wosigud

gunsal NFC Mildauegnniasasaninsavienlulnuslalvuavilavsevanelnuala
1) M3Paeansn NFC Paglvigunsalitsessu NFC wu aunivlviy siwthimileuaunsvnise

el liingInsIus1ae wu nsthseRunsenisesndila anisinassnisaleas

2) e /Adisu NFC Haeligunsalialdau NFC amnsaeudayandanulluuiin NFC
biuneiiilsegluaainvseliamessdansesla
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3) NFC \fleyuiles saelvigunsaifilnldaru NFC aouinTosanansadeansiuileuanidasy
Toyaludnuniy laneia

witn NFC Aeomheifiutoyauuumatiigunsal NFC anunsnsrunazideudoyalsluunensdl

Tagvnluasfideya (au U 2015 Tvuinsewing 96 A 8,192 lus) uastunuususgafedlu

mslfnuund utoradeusld melfnusufimstaiutoyadmyanaiivasnsty (dudeya

s indavietnsinsinteyalusunsuazanazuuy vinoawdszdid (PIN) uazederAnse)

wiin NFC anunsaidnsiauuuivuniedlaeinds vielddemvunanisvesgnannssy

2.8 Flutter
Flutter luyaiavenduad Ul wuulemumesafiaialay Google anunsaldiiamn
woundnduduunanvosuaingrulandetdmsuliu Fuchsia, Android, i0S, Linux, macOS
uag Windows Tn Flutter lé3unayafisndausnludl 2015 wasdadludeunguniau 2017
way Flutter gnldeunielulay Google Tunaundiatusngg 1w Google Pay wag Google
Farth saufislnetnifanngenduissiedus wu ByteDance uaz Alibaba
2 & ¢

Flutter azadauaUnaatuniiduiunsisunaivewiies fdtayaninigaludanin

=

90lagnss Jaumnenaainsuidsn Ul By 9 Snannunefiendeunanlesudmneiodaniu
Iunasuees 19U uey Android fiuguild Android SDK sefugunsal wie 0S SDK il Ul
stack Tudmesunanosuitivang nsmuAuTumEUNTUARIHAY Flutter TIEaRANEEIN
Tunssesiuvansunanos osnaansaldlan Ul Awdleusuldfunaunaniosutimne

2.8.1 Dart
Dart Wunwilusunsufieanuuuleg Lars Bak uaz Kasper Lund wazimunlag
Google anansaldimuuaundiaduuwiu flefie @Snies wazmannieUls wavdudunim
wdnildlunsiamnuweundndy Flutter

Dart {un1w1deing Bapana uassrusiuvey (garbage-collection) sglaensel
wuu C anunsareulnalulanases JavaScript ¥sa WebAssembly 16 seesudumesine find
U ARNAUINSTIN LAUBINWUUTING waznseuluviintaya

2.8.2 andnenssy
Flutter gneenuuuaibidussuuuuuiaesiisevensls Ussnausmelaus3dasy
naeyafiLAar el asNegiuans ldiaweslandaniiaylunsdfivaeesiiuans

wagynaduveasuIsngneenuuuinlilududenuazainsanaunuls
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Framework
Dart

Material Cupertino

Widgets

Rendering

Gestures

Foundation

cne

Embedder | ‘ ‘ ‘ ‘

Platform-specific

Ul 2.19 annenssu Flutter

dmsuszuulfuanisfiegnield weundiadu Flutter axgnussqludnunizifen
funeUndiaduiuiindu q Taefiledh (Embedder) lawzunanilosuagvimihiiugaiiusy
UssauauifussuuufiRnisfieganeldifiodrfauinissneg wu fufiansuansua nisidnils
waznsteudeya uardansguivenisaiden dilsfudeusenviimnzauiuunanmies
u UagUuke Java wag C++ dmsu Android, Swift ag Objective-C/Objective-C++ @Sy
i0S wag macOS wag C++ dmTu Windows wag Linux n15ldsiileda 1dn Flutter anunsasu
dfuueundiatuiifiogudlusuuuulugs visldnenafudeomitmuavesweundindudls
Flutter fisilasnsiuauanndvsuunannesuthmmeily uafdsdistissdug Snde

wilandnues Flutter fia Flutter engine dvdulnalidausneniv C++ uazsedsu
flafuiiugrufisniusonisvhauveaueundindu Flutter fanua louduildnthillumaudas
anfiuszneutudunmusamesnnasaisidusemamsil Suduihilinisldausedui
Y94 APl widinved Flutter 59189n139M313%8A1NNT TN Nssudstayaliduasiasevie Sulnd
Dart uagieFosiionsulng
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1) Uszﬂau%uﬁauﬁgmﬂmLNEJI@EJ&%EJW’TQLiTWLfJuLmeﬂ%LL@UWSm%’uﬂmmsaﬁmﬂé’uu
wwannasULUINLNe
2) vndgnasstuleg flutter create uariidwaadugiauiuey

2.8.4 s5UUNIAlYY
Toglu Flutter udlu lusiuunanayaraiiany asilssuunisilulegasnuue:

1) Material Design fan1saleiaes Google dSU Android
2) Cupertino Design Aan1saleilvas Apple d13U i0S

ag13lsfinnu Cupertino Design gnuvuiilae Liquid Glass wan lneluilagiuiiy

Flutter idavinisasivaeukasuilulaswaieszuuled o mndlgianndesnisidienivng

Liquid Glass Tuuaundiadu Flutter fsdndusiosfisnunanayaaafianuneuluvasil (Flutter
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1I937U 3.38.5 U LIAMINWLN)

Material Design Aaniwimsdleifignitannles Google uazgnilafnsaun 25
fquigu 2014 uaziinestundn 3 nostusedu Tasinesdud 3 gnilasaluau Google 1/O
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UI = f(state)
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wisan build) dumuniseanuuuudniuwsenfifuazensiiaelifinadafes
yhlusesiiuansngnidenlflaewsudsnidolnsilédsndu (ululifazosnnuasiinig
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Bilfodnvuzanzdulniomm nanizasdenisaiauazyharetagesi
s30157) 89 Dart thumnedwiuanuiidufias

2.8.6 Us¥in
Flutter eftuusnidndulude “Sky” wazvhauuuszuudfoanig Android 7
msdamglunsussyugaeeniniiaun Dart Uszd1d 2015 lnefignusyasdiiszylifoanunen
wananalsiognsasinaneil 120 isudednil Wetud 4 funan 2018 Flutter 1.0 1Undhlunns
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Tuduil 6 ngwnies 2020 YesiamweNsu$ (SDK) Dart efiu 2.8 ua Flutter
1.17.0 lasunmsweuns lnaiiunissessu Metal API

WeoTun 3 Juiau 2021 Google lalUad Flutter 2 sewinenanssu Flutter Engage
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Anenlut 2023
Tuiud 12 waquaau 2022 Flutter 3 wag Dart 2.17 lasun1sineunslaeiinig
sosduLnannasunanioUirunet1ades

SloYuil 27 aanau 2024 tannyuvu Flutter Sruaumildldussmadind Flock
Faduneddunenues Flutter Aflgauszasdioliingsionissiuiam luvazidedufiding
SnwnanuaenndofuynnsUBsunasiiAatululdndunig

Ul 2025 Google Ssasitamnn Flutter selushoaniiinenssuuuuluganidilasy
MsUfUUss mssesugunsaliuld uagnniiudseansnim ARM loT sufiseylilunnmuey
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2.9 Git
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2.9.1 Gitea

Gitea LHuynwanduas forge dmsunisleadssuumiuquiiasdunsimuyens
wasleeld Git 2890 INIVIINUTINAUDY 9 LU NTAAAINTN N1IRTI9aULARN NITNETU
590819601193 (Continuous Integration; Cl) N3zAU Kanban seuuTenulyn wazin 584
Sumsleadsmenuias wazdlduaunudarsisazvosyanadinislinldaunsdnie Gitea 1Tu
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2.10 AM¥% (C Programming Language)
awddunnlsunsudmivinguszasdmluastuludimenssy 1970 Tagiau
UainTuardinslasumnuieuuasltnuegiininwnwhenisesnuuumu@viivlusunsumes
ansainianudnuazinsguesandnenssudigmlulalaenss deusuudslimne fuynd
& Wvne 7wd grihanlduasdiashinlflumsiamnssuuljiinislesnesgunsaluas
audnluslameaudnsldnulurendufueundinduidsanasnudgnihmlfluseufinnes
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amwddunwidanszuaunsiidniusesiunsideulusunsuuvuiilassaisveuiun
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Faustll 2000 Hususnnnnd Iaumsiasusuetneseidedieglususuaningsanly
sl TIOBE adlumsinmnufenvesnwnindeulusunsy

2.10.1 Usgim

2.10.1.1 MIAUITIIN
funveanw C fianuidenlssendlnddafiunsiannssuuufdanis
Unix Safuiideusioniwineaisuuauy PDP-7 Tag Dennis Ritchie uwag Ken Thompson
TngiuwnAanagegaainiousanemaly Tuiigamnnfdadulagessuuufuianisluss
PDP-11 199594 Unix saiisiuu PDP-11 AldSumswanndemwiweaanuiivuiy

[

2.10.1.1.1 7w B
nouddudoinisnrwlsunsudmiunisimug iandmsy
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o

I's 1 a & 1 I 1Y @ v a a
uwanwasuluyd winereudsumsulnass Fortran nay walulddnunfadudnanufntuuay
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a¥ranesdudovesntuilusunsuszuy Avauntulvide BCPL wnu Mesuigeghaduniants
999 BCPL &elandonldnulusariunazneuddulduslaliennsalld “nsedu” dosamay
Ad1eU ALGOL Ti3eudneandn i3enin SMALGOL widenuadns 991 B Tagesuieindu
“yunaneues BCPL fidiliennsal SMALGOL sauauunn” wudiendu BCPL, B freulwiass
yraunsuilesuasanuazmnlunmane faludueiedluiian fnadougidiediimly
B wsrzdudiAuluuaghiansalivselovminnauaudives POP-11 wunsiddsiioglusls

2.10.1.1.2 1w B Tvisluae C Juusn

Tud wa. 2514 J9BiFuUsuUse B LileldnmuansRves PDP-11
finsendsdetu madiufuiiddgfeussandeyadnusy widndsih New B (NB) nowtldy
Guld NB ilewdeu 1nedlua Unix uagdormunvaadmuafiennanisiaunan
Wisd 1972 Snafussandeyaiivarnvansinniulifuniun NB 11w NB Tendisdues int
wae char uagldfinsiiunesimed mnuauisalunisadraneenesludssinndug 015158
yosnUsElam LazUszaniazdsduaniledidu erfisdaeluinadlisumsujifadewdy
woelnod finsduneulniaeslyl uazdeudenwiiu C
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moulmiaes C wasgfasudiuiiaiivusenetlniaesignsiuegly Unix 13a5du 2 Fusen

N899 Research Unix

2.10.1.1.3 Iaseaiauazn1sieu Unix kernel Tndl
Ty Unix 17039 4 S minglufeungedniey w.e. 2516
sl vee Unix Idsunadeulmisgnsniiannadieniu C lunaiy nw CléSunnaud
AnsandaunsegauUTELam struct

fusvananaaantnlasunswuginUszanal 1973 muuuziives Alan Snyder wagdadu
nsveusudsusloviivasnalnnssulndiifieglu BCPL uagPL/ nestudadnlmamylngi
sullBuaznisunuiiansauuiewitu #include 5w #define faunlasildfinsimes nd
nilsiuny ffinsveneriuiy Tnedwlnglag Mike Lesk uazsiounlag John Reiser tite
sumlasfifonsimduaznisaeninduuuiiteuly

Unix Wunildlumesiuaseuulfiinisusng deusmenwduiililinviueawuuddodng
Aounthilaun szuu Multics Badeudaeniw PL/I ) uag Master Control Program (MCP)
#1m3U Burroughs B5000 (Fadudienies ALGOL ) Tul 1961 Tugael 1977 Ritchie way
Stephen C. Johnson lévnsiUasuntasiuduliiunwiiiesueaiuazaanlunisnnn
szuUUfiRn13Unix Aeylmans Portable C wa4 Johnson uitugudmiunisldau ¢ vu
unasnesulnie nansunannasy

2.10.1.2 K&R C
Tut w.e. 2521 Brian KemighaniiagDennis Ritchie laafiunvilsde The
C Programming Language atuiiufiasausnuiisdeiduiiidniuluiieds K&R auiietavey
= o Y A & [ o . [~ I | 6 v A
Weunagyimiiidutemuuaitliiduniinis sssnmwidunaivatsdinesduresniw C 4
asungluntdedoauidniseniuin “K&R C” 1llasan nilsdoiaudlasunisiweunsiud w.a.
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2521 Fa3endnegnein C78 wilvdeatiuiusindsiiaesnsouaquuinsgmu ANSI C luniends 89
nawely
K&R Iifisiliaedsunwvansegn:
1) laus3aunen/idnnunnsgu
2) long int Useunnaya
3) unsigned int Uszwnndaya
4) sdunmsiruawuunadlugusuy =op (Wu =-) Qmﬂﬁauﬁ]ugﬂuw op= (tfufio -=)
iievdarnuimunisanumnefiAsanlassaiiaty i=-10 Fegadamudn i =- 10 @n |
a9 10) wnuitegifuamumnedisslaly A% 1 -10)

wimdsanfimsmeunsunsgiu ANSI U 1989 udafienu Wunamaned
I K&R C s‘j’qmgﬂﬁf\mmi%ﬁu “ﬁamiﬁwﬁﬁ"wﬁqm” Ausunsueinm C Safioidedosns
auanansalunsnnnligean esanaeulmasiiumdnunndnsgnldousguaziies
1nlén K&R C MTsuagseiinsy Ssfamnsadulununasgiu C Idguiu
Wi C neaidusaunzAmualiilinduisdinsuseniaussinnegatnauus C 1ot K&R
sl dufidsdumussomauilildssnn Atwualivindy int flaedossemaneuld
s flaiduililaglaidnsssmadsihagfohdsiudUssinniidmun int 13

2.10.1.3 ANSI C uag 1SO C

TugsUanenmssy 1970 wag 1980 A C nastusineg gniluldau
Tu peufiunesinwnsuiidnouiunesuaslulasnouiiumesnainvalajusiuds IBM PC fe
\dosnenufsnvesreufiuposssnniifiuusgien

0T 1983 andupsgunsianfendiu (ANS) Tédafsanenssunis
X3J11 Lﬁaﬁmu@JJ’magmsuamm’] C x3J11 Tdumsgiu C ABemunsliauuuIEUY Unix
Huiugu ogslsmuduiliaunsonnwildvedlausnd C vu Unix Iégnasislussngusin
11 IEEE 1003 tieldiutugiud w3y inasgm POSIX Tull 1988 Tull 1989 wasgu C 1H5
n1s¥usoadu ANSI X3.159-1989 “niwilusunsu €7 esfuiivesnmwdingnidendt ANSI C,
Standard C w3aun9adaiinih C89

Tud 1990 1msgIU ANSI C (n¥ounisiddsundasguuuy) 1#sunis
Suseslagasdnsnasguaina (S0) Tuie ISO/IEC 9899:1990 FsunansaFunin Co0 faifu
A3 “C89” uar “C90” Famuneianwlusunsuaedi

uReafuesAnTaTgUWisADUY ANS! laldiauninasgu C fe
auLosdnsoly uiazdadsianasgiu C ana Tagualneanzsinau 1SO/IEC JTC1/SC22 /
WG14 mstnasgruanaatiulsulsmldlussdulssmaindatumelundstviaand 150
WWELNSUIATFIUAINE T

vilsludmnevesnszuiumsinuauinsgiunw C Aonnsaiiey
Wesidnves K&R C lngamiennuandanlidumanismansegefigninanldlunievds aas
nysumanaspudldifiuauantRfinfndanarsegadusunuuiiaidu @usnan Ce),
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voidneenas, miiaa%’usqmé’ﬂmzLLazmmﬁaﬁuﬁdeUssL‘vm wazn1sUTuUTanslusa
wo$ wiihensaidmiunmsussmamnaiinesagliunsuuuglvismsuuuuildlu Co+
wifianseygaliliBumesine K&R emuthfulsiuTesaldndiller

€89 lasumsatuayuaineeulnaes C lullagiu uagldn C adelny
dulngAld c89 \uilugrulusunsulag Mdeudoniw C wnsgrusinty uagliide
aunfgiulag fuegiuenauad axvhaulfesagniesuuunaniosulag fifinsldou C 7
aanadaiunInIgIu Melulindnnnveanineins winlussdnseda Wsunsueameulndla
annzuuwnanrleulaunanleunis viedsneulwansianzinty fegradu ieaan
nsldlaus3flidunnsgiu wu lavs3 GUI viemsiamaudnvazianzvenoulmass
vidounasme sy 1wy vuaiuiueuvesrintoyanazadulud

Tunsdiléndesaunsaneulndliialagronlniassiiaenadosfiu
wmsgiuviieneulmassily C wuu K&R Ty STDC  anunsaldunlasiientsldneenidy
dnunmsgiusazan K&R ietasiunslinuad@ndianglu C mmsgruvunenlmassild
C lhuu K&R

NFIIINNTLUIUNITANUALINTFIU ANSI/ISO Tarimuantw C i
aoudrsmsiifunamans? Tl 1995 Insweunsnisudlumesguatun 1 vewnsgiu C U
1990 (ISO/IEC 9899/AMD1:1995 FaiFenfusgnalaifumanisdn Co5) iieudlusazideauns
Usgmsuasifiunmsatuayugednuszainaiinseunauunniy

2.10.1.4 C99
wmsg C lsumsudludiafslutasanenmssy 1990 dawalviinng
A 1S0/IEC 9899:1999 Tudl 1999 FalaeiiluiSendn “C99” seunldfinisudlufisnfindn
aunSalag Technical Corrigenda

€99 Iiauspuaudlminatgysenissiudafisiduduladsintoya
Tyinangvlia(7uda long long intwiln Yoya complex Fldunusuiundedon) ansissidl
arumuUsiulduazaindnendisdigavgunisatuayuisiudmiuaunaaes IEEE 754 13
atfuayuinlaswuuLlsiy (nlasidsuuendfoummsd uwsiuld) uaznsatduayuanudniv
wuuuTTiRReTituiusie @ // wudeatulu BCPL vie Cr+ auautiudiivarsesndldgn
Ul ludmvensglupaulnaes C varadiudy

Tngdulugudn C99 aunsaldausiuiu C90 1¢ uatinadusauin
niluusnu lnslowizegnads msuszmailififszydssinnaglddeifintnisivualae
U3enednsioly dnsivusunlasiinssiu  STDC VERSION  wiewen 1999011 iileszyin
msatiuayu €99 aax Twiaas C Bus 1wu GCC, Solaris Studio uaasxlmass C duq Tutlagdu
sesfunnanTRlvivaisagiaviierinunues C99 aehslsfnu aevlwmiass C Tu Microsoft
Visual C++ THannssm €89 uagausineg ves €99 fidndudmdunisldausuiu Cr+11

woN3INT WMIFIU C99 FammualisesFudiseynly Unicode Tu
sULUUYRISNYsELAY (W \u0040 %38 \U0001f431) uazuuzilvisessulie Unicode Ause
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2.10.1.5C11
uUsuUsanasstu C atulmidudulud 2550 Taedentusgrdliidu
N19N1531 “CIX” auﬂﬁzﬁqﬁﬂﬂiﬂwmﬁ%’mmgm ISO/IEC 9899:2011 agnaidumanisluiu
i 8 funeu 2554 AugnsIIMTIATHIL C Iimuauumaiiosianshamaui@lulg 7
galailssunmamaaeulngszuuifogunld

1Sy C11 duaandElminnnmelitunm C waglausd suds
ilasuuuiainyialasaadslsuumsatiuayu Unicode iRty n1sdiiiunisesmadinnnsyii
uuuuiafissauagilsitunsaaeuvouinn uenanisuilisdmedlaus’ €o9 fifey
Judndon wazdsuupanudifulaiu Cr+ unlasuinsgiu  STDC VERSION  gnriviue

Hiile 2011121 seyirfinsadiuayu C11 udn

2.10.1.6 C17
17 Wudeunegeliilunienisves 1ISO/IEC 9899:2018 Fudu
unsgrudniunwlsunsy C Mneunslufoufiguiou 2018 mmgmﬁlﬁﬁﬁm@mamﬁ’ﬁ
Tnadlag Wfunw wilunsudlomanaiawarnstuasdounnsedu 11 wihidu uilas
119997U _ STDC_VERSION__ Qﬂﬁ?%ﬂ@%m‘ﬁa 201710L izqdwﬁmiim%’u C17 udn

2.10.1.7 C23
23 WudeiFonegrdliidunanisvesmsuilamnsgiunie C wdn
Tuthgtu Fdlussrisnmstaundiulngidonds “c2x” Tavasduannesfudeunti ua
wugthamautaln 1wy dmdnlel mnumnodfisdudmiuie auto TWinseyunuUszian
dleusemasuUsussnvlvdsiuds nullptr_t uag Bitint (N) uazn1svenglausn3unsgiu

23 l@funmsimsunsluifounatnu 2024 Tude 1SO/IEC 9899:2024 unlATUINTFIU
_ STDC_VERSION__ gnnuald 2023111 ieseyiinisatuayu €23

2.10.1.8 C2Y
cov ihdeFenegndliidumanisvasnisudlusnsgiuniw C addlugy
falu vidaann €23 (C2X) Fsmaiazeanlutisuaenassy 2020 fdudedia 2’ Tu “cay”
$eatiuusnues C2¥ lesumsimounsludounuaniius 2024 lude N3220 Tasnguvianu 150/
IEC JTC1/SC22 /WG14

2.10.1.9 Embedded C
1ua@@ﬂWiLGUEJUI‘LJ§LLﬂ53J C mmm“wﬁﬂmmLﬂumaﬂﬁumuwwwlu
LUUEJ’]G]?%’WU"UENQ’]UW C LWBi@QiUﬂmﬂMU@WLﬂU L"UUﬂ’]iﬂﬂuﬁmLa“UWﬁUEﬁJﬂQW SUNAITNUY
mmmum&Jﬁqm‘mLmﬂmqﬂuu,azmimLuumiauwm/l,mmwmwugm

Tud 2551 AngnTsuMIIRsEIL C Idnsunsmeaumamaiafivens
v C eudlatiymmanilaemsdamunasgiludmsunsldautomeliufsia 3
swisnauanifinarvesnailifluamn C Und 1wy msduaawmeionasd Aufiwonnsauuy
fidouaznisrmunueninsassauas 1/0 fugu
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2.10.2 MuUs (Variables)
muUstuniw C ileasiuniiusznaulumeuszinnvastayanasionius lnenivedm
wUstuanunsadusensiignuusieiesemuneganalameltuiu fegnefe

JUN 2.23 feganisusenadminusiuniu C

2.10.3 Ussunndoya (Data Types)
YoyaiiAstosiusiavsinduseinn unsigned uag signed Tagauuan1smIn
oSunedu o Ao
1) Signed (@invosvsne): siaviianunsadnauls szezdeyasogisio 128 fa 127
2) Unsigned (lsifin3asvine): dnavitlsianunsafnauls szozdoyasegnafe 0 fa 255
awdunaldin doyauszinn unsigned Suansaifusiavuanlddauannnd
Aogeandl 255 usivnniheduysal absolute value) ¥essz8zdoyaLUY signed 1UINAY LHu
| - 128 +|127] azwudlaen 255 nuneAudn 939 o uateyausziav signed aunsatiy

¥

Joyald 255 faauuiu ewainasmiaesuaiausanulmiuiiasfinay

sauulUsna1371 vatinduueUTIteULANAAUF I NS UBTATIUIULALLUU
signed uaz unsigned TUsngsriiunsiavads lneamgegiBanslenesinaidmuausiy

2.10.3.1 Usstanyiu (Boolean)
e Ussinnyduiugniiaueasausnluuinsgiu €99

lngnisnanitaussiandeyaydutiu luuseifvesniw C udiilasauuy

1) Bool (uazilunlas bool): aufwnsgIu C23
2) bool (Mlailgupnnlag): Tdsudunsgiu C23

2.10.3.2 Usetansnwiuiiul (Integer)

1) short int (W3e8nTewilsie short uazawnsald@diisn signed 1¢)

2) unsigned short int (158 unsigned short)

3) int (W38 signed int)
Aoussinndayaiiaviiundfian uazazgnniuiinasiivuiadus 16 Smaue Tasszuy
hldnlnglutiagtuaziu 32 Oa

4) unsigned int (M3aLEIWA unsigned): ADUTELAN int TULUU unsigned, & modulo
arithmetic, uagimnzavdmiunsieuulasds

5) long int (130 long)

6) unsigned long int (1138 unsigned long)
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1) fifiusaus C99:

1) long long int (#3® long long)

2) unsigned long long int (W38 unsigned long long)
2) fiftudaud C23:

1) _Bitint(n) (38 signed _BitInt(n)): Usziandeya signed wuudvuindaiau lag n uny
shesmaude (audddnaTemung uag n awdodliinnndt BITINT MAXWIDTH 91nlnd
<limits.h>)

2) unsigned _Bitint(n): wileudnasiu wswailulseinn unsigned (warlsifitmasamineg)

wazniloutsziandoyadu q auaunsasesrdisauuulaila 1wy unsigned long long int
wag long int unsigned long Tulnilauniu

mssielulaguussnnimiavrivuauasAauUAvesiu

A13197 2.3 Awnvesdeyadule

& - . urudnnusduuudona
Faussan UssNNgUII . X
Um9§1u C [ LP32 | ILP32 | LLP64 | LP64
char char o
sisned char sicned char am;‘uaa 8 8 8 8
unsigned char unsigned char
short
short int .
—od short short int o
signed shor
g 2YNUDY 16 16 16 16
signed short int 16
unsigned short unsigned
unsigned short int short int
int
signed int o
signed int amf;m 16 | 32 | 32 | 32
unsigned ] .
- - unsigned int
unsigned int
long
long int .
——— long int o
signed lon
S S 2YNUDY 32 32 32 64
signed long int 32
unsigned long unsigned
unsigned long int long int
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A5190 2.4 muwmaﬁaa&mﬁuﬁm (MD)

uaudanugduuudeya
4m33 U C [ LP32 | ILP32 | LLP64 | LP64

& a '
YaussLAn USSLANNYUINN

long long

long long int

- long long int (C99)
signed long long

9813108
signed long long int 64 64 64 64 64

unsigned long long

- unsigned long
unsigned long long long int (C99)
int

wazuanaNeSatus 1195514 C fum3ufiin:

1 == sizeof(char) < sizeof(short) < sizeof(int) < sizeof(long) < sizeof(long long)
wunewn: Soulvdoygensdandniinnussianivun 64 Gauay sizeof Audn 1 dwsy
nnuszLan

2.10.3.2.1 sUnuudeya (data model)
sUsuutaya 138 data model Aaguuuunisiiudeyaves
TWsunsudafudsiidmuaruiavesiuus Tasguuvuteyatuazgnimuslasunannody
e Falmheussananauasseuudfoanadutadondn lngsunssluitenauvt
van 9 udilsuuuudeyany 4 JULUU fe LP32, ILP32, LLP64, uay LP64 amndiosnism
ALY L vinefie Long, P viunefie Pointer, wag | nuneils Integer (S1U7UAN) LAIRNA2Y
el fafu asuuddesdarumnedal
syuu 32 Un:
1) LP32 s 2/4/4: long uag Pointer fuun 32 U
1) Win16 API
2) ILP32 39 4/4/4: int, long, Lag Pointer Juw1a 32 U
1) Win32 API
2) 5¥UU Unix Uaglaiiaw Unix (Linux, Mac OS X)
S¥UU 64 Un:
1) LLP64 %38 4/4/8: long long wag Pointer dvunn 64 Un
1) Win64 API
2) LP64 %39 4/8/8: long Way Pointer dvunn 64 U
1) s¥uu Unix wagiailen Unix (Linux, Mac OS X)

sULUUBY 9 dumlaenn diegruty ILP64 (8/8/8: int, long, uag Pointer una 64 Un)
ANslguLAlusEUU Unix 64 Onvaa3usu (191 Unicos Ui Cray)

wazlusnaliin davisivuandusutuiilrlgnuly <stdint.h> faus C99
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2.10.3.3 Uselnmanuiunatenass (Real floating types)
1w C ﬁ?uﬁﬂizLﬂwsﬁaaﬂaﬁm%’uLmuéfuammﬁwﬁﬂ 3 (30 6 daus
C23) Yszian
1) float: S1nuafsueLLURYY assfunlafuLnLATEIL IEEE-754 binary32 ¥insasiu
2) double: IMuunAtisuANULLUEEDNYIN ASIAUNBSULAUINTFIY IEEE-754 binary6d v11n
5945
3) long double: mmumuwmwmmumL‘W:umm maﬂUWa'ﬁLmemmu IEEE- 754 binary128
mnses3y faziuaznsafu IEEE-754 binary64-extended #1n5843U fariuazasaiy
sUnuudwunedenilingsiummsgu IEEE-754 sunuuladldmsulaiifanuusiuginin
binary64 LLazisazﬁﬁa;ﬂaﬁuaﬂwﬁaaﬁﬁmawh binary64 wagynllsassurtmuntiy avmss
funesuunNmIgIu IEEE-754 binary64
1) 5ULUU binary128 Hugnldlnsszuu HP-UX, SPARC, MIPS, ARM64, uag 2/0S UN3zUU
2) SULUY IEEE-754 binary6d-extended #idnfusensunsvaneiigadeguuuuanuusiuen
s 80 O x87 egnldlasanilnenssu x86 uay x86-64 V195EUY (MIonTudias
WATaAo MSVC firmunalsi long double aelluguuuuieniiufiu double, 1Wu binary64)

Woldurnsgiu C daus €23 1 Jusulduasmnunannesuvesnaldiunsunanuduilag
_ STDC_IEC 60559 DFP__ dayaussinmduaunadeusssialuilazgniesiume:

1) _Decimal32: unuguiuuninagiu IEEE-754 decimal32
2) _Decimal64: unuguuuuunigiu IEEE-754 decimal6d
3) _Decimal128: unujuuuuunsgiu IEEE-754 decimal128
fiariiy Ussonfiaunalouiudunaiiaglignies

Toyaussinvmatisuenasesfurfivawiiuiulaun

%

1) othus (nfinity, feuanuazau)

2) guddnay, -0.0 Inedawinfugetiidauin useradianuvaneluuisaunis 1wy 1.0 / 0.0
== INFINITY ug 1.0 / -0.0 == -INFINITY

3) lall9siaa (not-a-number: NaN) 3aldwhfueslsias (sadeiisiues)

nalguinIuasEnsagnldiudmiidunsmendinmansle + - / * uagilandumendinmans

21 <math.h> Teitsasiiiunsuagitsiduanlavsituaunsodelfianisuansdoinnan

YasanuIunedoulaLazazsian errmo

2.10.3.4 Ussandruunetsudutou (Complex floating types)
Usznndeyadunaisududouiuiuussaniunuiauddon
(complex number) tfufia fiaviianansngnideuunuiunanuvessiusiuasiuiusis
figausneduiudunnn a + bi) TnsuszandnuiBstouiieganaussinn Tiun

1) float Complex (wazanunsald float complex lagufumniingl <complex.h>)
2) double Complex (wagamnsald double complex lagufumniingl <complex.h>)
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3) long double Complex (uaza1u1sald long double complex latguiumintngn

<complex.h>)

wuewme: willeuduuszandy q ansafiunAdidsaludiulaile long double complex,
complex long double wagugls double complex long HupaUsTLANTRYALRY U

2.10.3.5 Ysgtnnanuiunatlendunnin (Imaginary floating types)
Uszinndoyadiuauvealeniunamdudulszianiunudavduanin (imaginary
number) Hufe FiavfiausngnTe NN BT IIUTUANIN: bi

Ussinnduiudsdouiioganuuseuny loun

1) float Imaginary (Lazau3aly float imaginary talguiumnydg <complex.h>)

2) double Imaginary (wazaansaly double imaginary logufiumningd <complex.h>)

3) long double Imaginary (kaza1u15aly long double imaginary TalguiurINULLN
<complex.h>)

NUBLA0): wileufuuszLandy o anunsafiniadisaludiuladle long double imaginary,

imaginary long double wagLiis double imaginary long ﬁ?uﬁaﬂmﬂm’faaﬂalﬁmﬁu

2.10.3.6 Usgtnniionys (Character)
1) signed char: Usgtand1msusidnuiuuy signed
2) unsigned char: UsgtAndmsusidnesiuy unsigned
3) char: Yszinndmiufdnwsuuvlissyszezdeya S9a13nsniindu signed char w3o
unsigned char flddusgiuunanviofunazaoulmans usiogndlsfinmm char tildlwifisod
ulpsTidanlugseinmdu « us char AoUssunnuassiues

2.10.3.7 Agiise
1) bool, true, false, char, int, short, long, signed, unsigned, float, double.

2) Bool, Bitint, Complex, Imaginary, Decimal32, Decimal64, Decimall28.

2.10.3.8 svagaiifiuly

psrsoluillidoyaiieriurouinuesussinndoyasa

ADUNINIFIY C23 Wmsgu C aygranisunusasuuuladle wag
svavdusmuasiatay N Jnfe —V1 - 1) fe 4281 - 1 (Wu —127 8¢ 127 dmduuszanda
1 8 9n) Jansefuveunvesdufnfiunis (one’s complement) W3an1sunusIuILd
LA3BIINY (sign-and-magnitude)

peslsfiny suuuuteyaildfuognsunsnanafionn (sauds 1LP32,
LP32, LP64, way LLP64) wazmewlnasi C iouiomusldnisunuiiavuuvdiuiiufiuaes
(two’s complement) (Flfpeniuiinsiuuduisnoslnasidnsuszuu UNISYS) uazsaus
1msgIL C23 sufemsunusiaviuuieiigneyny el flasmsg wagilveuwniiuuou
5¥1I9 -2V fe 42771 - 1 (1w -128 B9 127 dwmsuussiandiiae 8 Un)

@nmsiiuganialunalisiiieiiuauasnIntunse)
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YUIA STEZA
dszan | - SULLUU .
(um) | ¢ Tnouszan LUy
o signed -128 9y 127
v o unsigned 0 99 255
FIDAWI =
16 | UTF-16 0 §9 65535
32 | UTF-32 0 99 1114111 (Ox10fFfF)
6 signed +3.27 - 104 -32768 04 32767
unsigned 0 919 6.55 - 104 0 919 65535
. -2,147,483,648 94
3 signed +2.14 - 109 2.147,483.647
I unsigned 0149 4.29 - 109 0 {14 4,294,967,295
Wl -9,223.372,036,854,775,808
signed +9.22-1018 AN
6 9,223,372,036,854,775,807
unsigned 0991.84-1019 0 fi
: 18,446,744,073,709,551,615
1) min subnormal: 1) min subnormal:
+1.401,298,4-10™% +0x1p-149
2) min normal: 2) min normal;
32 | IREE7>4 +1.175,494,3 . 1078 +0x1p-126
3) max: 3) max:
+3.402,823,4-10°® +0x1 fffffep+127
1) min subnormal:
nedey +04.940, 656,458,412
luwn3 10732 1) min subnormal:
2) min normal: +0x1p-1074
64 | IEEE-754 +2.225,073, 858,507,201, 2) min normal:
e +0x1p-1022
4-10 .
3) max: +0x1
3) max: A fp+1023

+1.797,693, 134, 862, 315,
7.10°%
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YUA STYLAI
Usen | = FUnuy ,
(Um) | 9 Taauszuna wiuau
1) min subnormal:
+3.645,199,531,882,474,
602,528 - 10741 1) min subnormal:
2) min normal: 2 iQX1p-164‘t5
+3.362,103, 143,112,093, [ £ Min normat:
80| 86 o +0x1p-16382
506,263 - 10 3) max: +0x1.fFFFAF
3) max: fffffffep+16383
+1.189,731,495,357,231,
765,021 - 10%%
nAfsy 1) min subnormal:
luuns +6.475,175,119,438,025,
110,924,438,958, 227,
646,552,5 - 10719 .
, 1) min subnormal:
? mfslggzo rlrggtm 112,003, | 5y LoxHP-164%4
£3.504, 1U5, 165, 112,U75, 1 2) min normal:
128 | IEEE-754 506,262,677,817,321, +0x1p-16382
752,602,6 - 1079932 3) max: +0x 1.
3) max: FFFFFFrp+16383
+1.189,731,495,357, 231,
765,085, 759,326,628,
007,016, 2 - 10432
1) min subnormal:
+1.1071%
2) min normal;
32 |EEE-754 11.10°%
3) max:
+9.999'999 - 10%°
1) min subnormal:
+1-107>%
2) min nogrg;al:
64 | IEEE-754 £1-10°
AN 3) max:
WPuoa +9.999'999 999 999 999
.10%%
1) min subnormal:
+1 - 10—6176
2) min normal:
41 - 10—6143
128 | IEEE-754 3) max:
+9.999 999999 999 999
999999999 999 999 999

. 106144
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2.10.4 awUalusunsuvesny (GNU Compiler Collection; GCC)

Tunszurumanisiannlassnud yauvalusunsuvesnytugnldidundnides
ndugautalusunsu (rexlmass; Compiler) ldidundnlumsiaulanfiadouuiug
Arduino Lazuasar1e 9 TILDIUBSA ESP32

‘qmﬂaiﬂ‘WLaa% GNU (GNU Compiler Collection; GCC) (Wuie GNU C Compiler)
Aoyanoulniasainlasenis GNU fisesfumwilusunsy an1dinenssusniound uagszuy
U TR 9 YailBrendwisias (FSP) weuwns GCC lugmuggendwisiasneladayareunia
agﬂﬁaﬂflﬁ'ﬁmzﬁﬂﬂmaq GNU (GNU GPL) GCC LﬂuaaﬁﬂszﬂauéﬁmammLﬂ%qﬁa GNU @4
T msulassnmsdlvgfiiedeiu GNU uaspediua Linux shelaauszana 15 duussvia
Tud 2019 GCC Fadunidlulusunsuniilvgfaayiniineiinn GCC fumumddglunaduls

vaondwIsias vlugiuzietosdionasiiegnd

wonanaziunsulnassediaduniansvesszuuuiiinig GNU uda GCC &
Iisumsseusulnduseulmasfinesgilasseuuujiiniseeuinmesadelmifiad et Unix
duq Bnunung TufeseuuUFRntg Linux daulug szuvUuRnismsena BSD dwla)f
Wasunld 6CC liuvumdsanidng uiimdeiniiu FreeBSD uaz Apple macOs léiuasuy
uldpenlmans Clang dawlnghiunmzimanadiuduins GeC frannsoneulmanslon
dmsusguud]uRnis Windows, Android, i0S, Solaris, HP-UX, AIX wag MS-DOS lagnee

GCC Iesumanesnludaunanrlofuuazanitnenssuynmdsdng 4 11nnid
rouilmanidu 1 uazgninlulinueguniendugusaiodielunisimugeniuviifuuy
wBuazuuuiilunssudvs venani GCC Fmdeuldnudmiussuuiisianning sudduily
ARM 8y Power ISA



UNN 3
ad o =Y
35n15AHUlATIU

lumsaiunsfinwasell anegdavilassulafnudeyaivswiulunisafunies

yFuFIAUAIe NFC wazlaaiiunisaudunaudl
. MELNUNISALTEUNNU
. NNSDBNWUUY

. Jangunsal

S AMPYI9IRN

G

1

2

3

4. FumeunisUsenou
5

6. MTIATIBNTOYA
3

.1 M9BAUNISANTUY

2.1.1 LHUTUADULAZITNITAMLUIY

TURBUNTS W.A.2568 W.A.2569

Allung f.A. | we.| 5.a. | wa | nw | da | we | wa. | 8. | na. | d.a.
AnwiAuAvoya
GPRYRD)
LAUBASIN 1
DONLUULAZASS
IngogUnInineaed
NAADINTITVINIU
Uudgauile
LAUBASIN 2
davirguiay
Uauslaseu

N
?

N

N
v

N
v

N
v

N
v

N
v

AN
v

)
v

N
v




3.1.2 {9N15ALIUIY

SUAUY

Anwvayanasnguiineives

DONULUULAYINUHUNITANTUIIU

LA5D9EUTUAINUAIY NFC

NAADUUIZEANTAIN

N
IAYINLDNANT




3.1.3 {9N1SYINNIU

59

Faeh LittleFS

(15udy )

995U8aZLDUALATBUNY
(ESP-Touch)

A

Wi-Fi Jufin
¥ 1A 1
LTogw3alyl

=1
i
HouselaSotney

It

maﬂﬂsmmmu
nanuamselyl

=

U

il

asalndudmsuniseudu
4 [
uUnNIUAIVALYEN

ﬁﬁlﬁlﬂﬂimﬂﬁmﬂﬂ%aﬂ

AIANTSNIIDS HTTPS

pd)}

UNTLALLYULYDT
FC 919113913

LLG] UL N FC

aglulnunamei el
P30kl
Ta

m D aﬂmmmn
ai’mmim 1Deu

AAYILAAIANURNANAR dudeenauisy

)

UAuiuLgges PIR
aelulasuaunnvsel

Tminsaly

D

LRLADUNNILEE
LazaUnaLau

UsguranaAve HTTPS




60

3.2 N1999ALLUU

3.3 Janaunsnl

1. UasA ESP32 (NodeMCU)
2. NagINangsn

3. Buzzer

4. |wuwes PIR

5. w3 NFC 2 3u

3.4 JundUN1sUIZNDU
Tassnuuuseendu 3 Tuga

1. Tupawuiwes NFC vuduazuasn ESP32
2. lgawuiwes NFC 990N
3. lugawuwes PIR

3.4.1 lugawwugas NFC 19080
sifiumsnzgusnainadeuiieldidudesdmiuansln antduhaelndosriugods
nauagsisidfulumes NFC Tisauseunutuneu

3.4.2 MsAnRsgUnsal

3.4.3 MIWgWTULS

Tassenuilldaensuag Platformio Tunsarsuagdanislusiandifisunasd Toe
windeansiiesuadeuiisuuasasiudivese ESP32 audndudesldgenduasndn o Ao
PlatformiO Core wag Git (liddu uiiileruazanaune) egnalsfiniy Platformio sl
$iodld Python 11e3%u 3.6 Tulufenduiu fdusnsidudesiade Python demnandild

Tudupouusn Windinwesivavesan Filaemiluudnmansofumueundindy
“Terminal” 1¢as Tasuu Windows 10 viastulugd 9 uaz Windows 11 azundeufu
woUwALATU Windows Terminal ag1slsfina eiliawd Winnsavaeulrudlainnuidsld
PowerShell waglails Command Prompt

Tngluilaqtiu Python 1adtudraniie Python 3.14.2 TaRnianinsnfinga Python
uag Git Ui Windows ldshensldmasialui

winget install Python.Python.3.14 Git.Git -e -s winget

dmusruuUiRnisautu Ingunfudaeglidesings Python ifuiiiosaini
AnunfuszuuuUaniseguds agelsiniu vu Linux p19fpsfinsRaian193093U Virtual
Environment wen Tagusagszuuazivounanalsimilouiu Inguu Debian, Fedora, uay Arch
annsoldrdasoluilunisindate Python Virtual Environment wag Git wouule
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sudo apt install python3-venv git

sudo dnf install python3-virtualenv git

sudo pacman —-S python-virtualenv git

3.4.3.1 AN5ARAY PlatformlO Core NAULNALAR
minAuld Fedora Linux %58 Arch Linux (n3egn ¢ v8ailu) Ana1u1se
fnRauwnALna PlatformlO Talaensa Inededanad:

sudo dnf install platformio

sudo pacman -S platformio-core

- MNAMARAUNANT Fedora Tuudd Aadlidnduiiagdesfingieng udev menuias
(Maggnnadisluiate 3.4.3.3)
- mnAadld Arch AaEansafnfsunALNang udev lalpansilaglifosniivanies

sudo pacman -S --asdeps platformio-core-udev

3.4.3.2 nMsAaRa PlatformlO Core HNUaRSUS

dalu Tunsda@e PlatformlO Core @nunsavinlalaenslaansunsng
Tnednsu curl aunsalamasile:

curl —fsSL -o get-platformio.py https://raw.githubusercontent.

com/platformio/platformio—core-installer/master/get—platformio.py

N3NNI weet:

wget -0 get-platformio.py https://raw.githubusercontent.com/

platformio/platformio—core-installer/master/get-platformio.py
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W30dm5U PowerShell, @unsald iwr (M3adaifude Invoke-WebRequest) -

iwr -OutFile get—platformio.py -Uri https://raw.githubusercontent

.com/platformio/platformio—core-installer/master/get-platformio.

Py

@nsuussvialrlidesaniunliiieane TUsaag W IUUTSIALLNUNA1A99349)

uEasatuasldmds python3 get-platformio.py lumssuansusandai
Tgvin1sanatiivanun Tneansusuuda Platformio azldifiunueadiludsuusaunde
PATH Fesudulunsléiddaanilnufldlnglidosndanddldnis

Tngdmsy Linux udtu aafeaifis SHOME/local/bin/ idnluif PATH
vosna Tnevnaaild Bash ansanansoudly ~/.bash profile wasiftuussiatidnluls:

export PATH=$PATH:$HOME/.local/bin

minadld Zsh anansaldlanieniuls disawsaudsaunlalng ~/zprofile

Y38 ~/.zshrc knu

[

Taguu Windows J9unaumadl:

1. nA Windows + R

2. Wu sysdm.cpl uazna Enter

3. Tunmiieng System Properties manluffauviu Advanced
4. adnyy Environment Variables

W§9aNITU 13onduus Path Tudiu User variables uda3ana Edit wauifia %USERPROFILE%
\.platformio\pen\Scripts\ 1ilulusiens

3.4.3.3 99-platformio-udev.rules
{9 Linux Suduflaedosfindiang udev Tasaunsngluldng udev 1io$
%’uéﬂqmléfﬁ https://raw.githubusercontent.com/platformio/platformio-core/develop/
platformio/assets/system/99-platformio-udev.rules
ssneg: TUsansaaaoui PID uag VID vasuainnmoglulndngiu Tnsnaanusog PIDAVID
vosuainnalliiumds pio device list

Imaiﬂa‘ﬁuéfaqgmwagﬁ /etc/udev/rules.d/99-platformio-udev.rules
(Fuvndafiafian) e /lib/udev/rules.d/99-platformio-udev.rules (@radndudmsuuaszuy
i)

TWseldmdwieluilunsanilnaauaznalwaiuliluanunignses:


https://raw.githubusercontent.com/platformio/platformio-core/develop/platformio/assets/system/99-platformio-udev.rules
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curl -fsSL https://raw.githubusercontent.com/platformio/

platformio-core/develop/platformio/assets/system/99-platformio-

udev.rules | sudo tee /etc/udev/rules.d/99-platformio-udev.rules

wioRuiasanilnasliddusieiewuarAnaoniuldlulnawesimnglauiy

sudo cp 99-platformio-udev.rules /etc/udev/rules.d/99-platformio-

udev.rules

PAIINTY FAR1SNUINNT udev:

sudo service udev restart

sudo udevadm control --reload-rules

sudo udevadm trigger

aINARAINATLE nonaeilveNsiasynIaUesALazADUN RS YRIRMLA s ULl

32.4.3.4 nMsallvanlusiang
a1u150ld Git Tunns clone TUstanalanemdenaluil:

git clone https://gitskette.dailitation.xyz/linesofcodes/

liteauth—firmware32.git

Toe Git tuazihnslraulusiandliinawme? liteauth-firmware32 1iaq
1nulieuea Git repository vievnluidosnsld Git nganluil hitps:/sitskette dailitation.
xyz/linesofcodes/\iteauth-firmware32 uagyitn1saanuy Code uaIna Download ZIP %50
Download TAR.GZ uaainsuanlnglamiuund

wasantu luilnawmesvosnalumnesiivalagldada cd


https://gitskette.dailitation.xyz/linesofcodes/liteauth-firmware32
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3.4.3.5 ANd3 PlatformlO 1Uadsu
« pio run --list-targets: g3emsidmunedesy

'
v

« pio run upload: Sulhmnesnlvan FelRemdnamuaisalyluns
WeuATULISAIUUUDIA

« pio device monitor: 1Ua Serial Monitor
nuewmn: Wsaldrmdauseian pio run TulWawesvedlusiand

3.5 a3 19lndanaUnaATUA8AULDY
TasauiltlaUnaintunasestuuee tnelunsiauikeUndindu agnatsefaeiidiu
J52NauUmINaInou

« Flutter
. Git (BanIinfLaINAMYIAUTIYe 3.4.3)

a813l5An 1y Flutter fiT991Am71 Tee Android wihduiluiuwaanesuluunay

[
[ K'Y i

anunsareulnalig .apk eonule feiu n1sassweUndiAtudInsu Linux foeituu Linux
Wit Lazn1sassloundiadudnsu Windows Aasvinul Windows 1intiu

3.5.1 nMsanaslusuNsRsulan
939 9 Uy Flutter anansavihauiulusunsudsulanlanle walilusunsuman
QQIJQII = 4 v d'al ! d'l
Unenaliuszaunsan I NANIlUTLATND:

« Visual Studio Code (VS Code)
« Android Studio
« JetBrains IntelliJ

« Firebase Studio

TAsaudlglusunsu@eulan Android Studio Wundnidasaniaundadulasany
1 Android tutthvanenan wag Android SDK a1unsaannisladneninlu Android Studio

nsfads Flutter anunsavinldaasiseedu Aenshindaiiu Visual Studio Code
(VS Code) upgnisdnisseaues tnsvindeanisld vs Code iulusunsuidoulanegudy
annsafada VS Code dian urreudu sowhnmsfindalusunsuuaglausiiuguisidy
dm3u Flutter nau
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3.5.2 Msandalusunsuiazlaussndndu
1. Windows: #af3 Git d115U Windows #Aa111309TURUNITARRILAT
https://git-scm.com/install/windows #3ieaLAlgAEIIUaIY

winget install --id Git.Git —-e --source winget

UM 3.1 Amdslunisiasa Git

[

2. Linux: Wsagiide 3.5.5.2 dmiusgazideaunaniuazmdsineslddmiu
FTUUAN 9

3. macOS: limadwsluillunisinfunsesile Xcode sine 9 i Git

xcode-select --install

5UN 3.2 mdslunsiasanIesile Xcode

3.5.3 MsAARINIL Visual Studio Code
1. 10 VSCode
2. fndaduvens Flutter
agjmsﬂ,ﬁ ID Dart-Code flutter ﬁy'wu Visual Studio Marketplace ez OpenVSX
3. finda Flutter #e VS Code
1. 1 Command Palette @hmm& View > Command Palette #38nn
Ctrl + Shift + P
2. Tu Command Palette ius flutter.
3. 1590 Flutter: New Project
4. VS Code aglvinaudon Flutter SDK vumauiiitnesuadnn 1aon
Download SDK
5. dlonihlaevaen Select Folder for Flutter SDK uanstiu donaniudi
ﬁﬂmamﬂawﬁ?ﬂ Flutter
6. Aan Clone Flutter
Tuszariesmsamilyan VS Code avuamanisudaiout;

Downloading the Flutter SDK. This may take a few

minutes.

n1sailnantiazldaiassaiuui vinaAaudodnnisaniuluannyn
Y2in AnaNnsAan Cancel uaalsudunsandslvyla


https://git-scm.com/install/windows
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7. aan Add SDK to PATH
Watasadu azinisudaufou

The Flutter SDK was added to your PATH

8. VS Code p1auaninisidaiouifsnfunisifiudeyaves Google mn
AMEUEEY AAN OK
9. iomnuuila nantamesiidannmiswmdeTaniin Vs Code iiloli
wiladn Flutter azanunsaldniumesivale
0. \flovasadu Tds flutter doctor v Tumesidaiinaudeniiiensiaaouns
fingta Flutter VIR
mnmdsliisenselindefinnainiu nsiedeu https://docs.flutter.dev/
install/troubleshoot ﬁm%’u{faiﬂmﬁlmau

3.5.4 NM3fadeemuLed
wugthlivieny https://docs.flutter.dev/install/manual#install-flutter 1o

Mnnszuunsiideddtoyailvaiaan
1. gllvan Flutter (@unsamduaniluanlaaindansuuw)
2. a5ulvlawmesdmduiiu Flutter SDK
3. yhmsuanlndfianiiiviansn
4. sl Flutter 1lUS PATH va3na (FBmstuegfussuuufiing)
5. Busumnugndesaamsindavasaniema flutter doctor -v

3.5.5 Yayalanizunannesy

3.5.5.1 Android
Tunsiaweundady Android Ieeldnsuisn Flutter Sududaald
druvsznaursesiionmm Android il
« Android SDK (API Level 36 q tandifum)
» Android SDK Build-Tools
« Android SDK Command-line Tools
« Android SDK Platform-Tools
« Android Emulator (laivsu)
Tnsuuzihldaansuasinaapsesiiomaniniu Android Studio
TunnsAnds Android SDK A13nsa Android SDK anaaiiausiigunsni
vosnnarldneifufininiiiy ierruhilaieundinduarannsoldtugunsaiiflaranls
waUNaLATU Android 2zl SDK/API level 1U11s1e (Target SDK/API
level) uaw SDK/API level $usi (Minimurm SDK/API level) Tasasudl as raanfifiasd 14 API
level 1$hmne 36 (Android 16) uaz API level $usn 24 (Android 7) Fesaufuuds wounaindu


https://docs.flutter.dev/install/troubleshoot
https://docs.flutter.dev/install/manual#install-flutter
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Android 2za11150Ra8IlAUUTEUURILE APl level Tusinaude APl level 1mune visende
waUnartululassnutaunsofnsalanausaunssuy Android 7 89 Android 16 11Le9

3.5.5.1.1 Java/Kotlin

Java uay Kotlin 1lun1wndrdydmsuniswmuiueundiady
Android fvagnalsfiny uaundindu Flutter tugnieumeniw Dart wadidndudesdilan
Java ua Kotlin tantesiieisusunaunaiadu Flutter

IngUn@iuan Flutter azasalaaiugiuduanlndmsunisisuuey

a o/ cglJ [ g = 1o & v a a = . 1 =

waltuuuuiuge datudalidnlusedinisdeulan Java w38 Kotlin 103 usiluunansd 919
1 a a a v Y = o =1 e{' ™ < Y Y vy
poalisulaaLiuteminianudeinsitnfiiaesiugiuszuui Flutter 1ifl AP ielidngiala
uazlufiunanaliiosessuiliaesnsoinis

1A59n158le Java 21 (JetBrains Runtime/Azul Zulu OpenJDK)
Wundnlunsyhaudu Gradle wskaUnaadu Android fikaneanuntiu i lidiuastun
inndedszuulfuRnisle 14 Java 11

3.5.5.1.2 Gradle

Gradle [Wuinsesiieadsszuusnludidmsuniswaungons
WISHANENNYI TANITIIUAT 9 LU nsedlng n1suiiang n1snedeu n1sUSUlY warnis
Weuns Awiiseadu Teun Java (53udan1w Kotlin, Groovy, Scala 7il4 JDK), C/C++ uay
JavaScript Gradle Wau1siagaa1NLUIAAYDY Apache Ant Az Apache Maven uagiiiaus
e anlawuild Groovy wag Kotlin Jssneannismunailasinisild XML #i Maven
14 Gradle T¥nsmiuuvezlondnifuiiamaiiodnnisnisdreds nsmildiiormundduves
NufimIALIuNTT Gradle vhe1uuL Java Virtual Machine

Gradle Aaipsasdiondniildlunisinnisiusiand Java d@aulng
squaalUstang Android Taelulasinisd avld Gradle 1astu 8.14.3 1Wunan

TngunAud fimundulifausiduiiesdeunssios Gradle
fenuled wag Flutter 3wvn1sdnnisies wsimndanusnduseddddds Gradle fenuias
ilan3ud gradlew (30 gradlew.bat dmsugld Windows) n1elulnaiaes android ves
Tusiand Flutter auaiiteiSentd Gradle fignamifivanundmsulusiandiiy 4

3.5.5.2 Linux
WU Android finamludnedu Flutter fintsadidlandmsunsida
weUNALATULUUNUgIY uid W3y Linux wéaiiu Flutter 14lan C++ wazwisudsn CMake Tu
N33 INgIVVOIUBUNELATY
TunsWauuoUnaiadudndu Linux fesindelusunsuiiiuifiy
(build dependencies) veaauie suvudedsiisniumniszuudududvuneg winn
FoamsimuueUnaiedy Linux desdnaslusunsulusienisutidaluiiia
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« GTK 3 (laus1sdmsun1siaun) . Clang
* pkg-config « CMake
« lausn3 GNU Standard C++ v3 « Ninja

nsansslausiduaslusunsufinanludrsduazunnaresfuluusas
N154INTE Linux way Flutter "Li’ﬂamﬁ‘ﬁugmﬁaﬂa'wﬂumw‘hwwumLL@U‘wﬁmﬁTu
(runtime dependencies)
« GTK 3
 blkid
o LZMA

walpeluud lausisvantiasgninssnegudimnaaild sraphical desktop ialy

3.5.5.2.1 Debian

sudo apt install curl git unzip xz-utils zip libglul-mesa

sudo apt install clang cmake ninja-build pkg-config libgtk-3-dev
libstdc+-12-dev

sudo apt install libgtk-3-0 libblkidl liblzma5

5UM 3.3 AAlunsAARITIENITUNALNDAIY 9 UL Debian

3.5.5.2.2 Fedora Linux

sudo dnf install curl git unzip xz zip mesa-libglu
sudo dnf install clang cmake ninja-build pkgconf gtk3

sudo dnf install gtk3 libblkid xz

JUN 3.4 AMATUNSAARITIENITUNALNAAIN 9 YU Fedora Linux
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3.5.5.2.3 Arch Linux

sudo pacman —-S --needed curl git unzip xz zip glu

sudo pacman -S --needed clang cmake ninja pkgconf gtk3

sudo pacman -S --needed util-linux-libs xz gtk3

UM 3.5 MAluNSAARITIENITUNALNAATS 9 Ul Arch Linux

3.5.5.3 macOS/i0S
A1sWAUILeUNELATUdISU macOS uay i0S Judeivhuy
macOS wihiuuagdnfusiosfianiaiasiio Xcode uiiosnlulassuiliffld macos 3q
Tlannsaadsluniadndu macos uag i0s sanuld warlilithmnevedassnudguiu

3.6 N1INAEdU

v

3.7 N15ASITIUNA

Y



UNN 4
NANSNAFDU



unil 5
ayUna afiusnenatazdaiauauug
5.1 ayunalaseany

5.2 aaUsiena

5.3 UDLAUDLUY



(1)

2)

(3)

(4)

(5)

(6)

()

(8)

)

(10)

(11)

(12)

(13)

(14)

(15)

(16)
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UIIUIUNA

NodeMCU. 15 @A 2025. https://en.wikipedia.org/w/index.php?title=NodeMCU&
oldid=1306030712 . &UAl 8 5uIAL 2025

ESP32. 27 5u11@ 2025. https://en.wikipedia.org/w/index.php?title=ESP32&oldid=
1329754183 . @uAu 28 SuaAw 2025

Espressif Systems. 28 ng@ianigu 2025. https://en.wikipedia.org/w/index.php?title=
Espressif Systems&oldid=1324514195 . &uau 29 5unnAu 2025

Microcontroller. 21 §u1AN 2025. https://en.wikipedia.org/w/index.php?title=Micr
ocontroller&oldid=1328645390 . dufu 28 SuA 2025

Flutter. 12 wgA3nnew 2025. https://en.wikipedia.org/w/index.php?title=Flutter
(software)&oldid=1321794260 . #uAu 30 WeATN1EY 2025

Git. 1 wgAIn gu 2025. https://en.wikipedia.org/w/index.php?title=Git&oldid=
1319901866 . duAu 30 WeAINIEY 2025

Gitea. 17 Wef3InN1gu 2025. https://en.wikipedia.org/w/index.php?title=Gitea&oldid=
1322631603 . d@UAu 30 WeAIN18Y 2025

HTTPS. 30 wgAInnegw 2025. https://en.wikipedia.org/w/index.php?title=HTTPS&
oldid=1324964055 . duAu 30 WAIN1EW 2025

Transport Layer Security. 24 wg@3nngu 2025. https://en.wikipedia.org/w/index.
php?title=Transport_Layer Security&oldid=1323879251 . &uAu 30 NeFINIEUY 2025
C (programming language). 3 1ns1AU 2026. https://en.wikipedia.org/w/index.php?
title=C_(programming_language)&oldid=1330924334 . duAl 5 un51AL 2026

GNU Compiler Collection. 30 we@anTeu 2025. https://en.wikipedia.org/w/index.
php?title=GNU_Compiler_Collection&oldid=1324929423 . &ufu 30 waedneu 2025
Dart (programming language). 21 weeAngu 2025. https://en.wikipedia.org/w/index.
php?title=Dart_(programming_language)&oldid=1323401675 . @uAu 8 Suinau 2025
X.509. 11 wgan1eu 2025. https://en.wikipedia.org/w/index.php?title=X.509&oldid=
1321610537 . &UAU 29 WeAINI8Y 2025

X.690. 6 pa1AN 2025. https://en.wikipedia.org/w/index.php?title=X.690&oldid=
13154575244#DER_encoding . #UAU 3 §u21AN 2025

OpenSSL. 1 §uAu 2025. https://en.wikipedia.org/w/index.php?title=OpenSSL&
oldid=1325138239 . uAu 3 1AL 2025

Material Design. 15 w@anngu 2025. https://en.wikipedia.org/w/index.php?title=
Material Design&oldid=1322252287 . #UAu 6 5uAU 2025


https://en.wikipedia.org/w/index.php?title=NodeMCU&oldid=1306030712
https://en.wikipedia.org/w/index.php?title=ESP32&oldid=1329754183
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https://en.wikipedia.org/w/index.php?title=Git&oldid=1319901866
https://en.wikipedia.org/w/index.php?title=Gitea&oldid=1322631603
https://en.wikipedia.org/w/index.php?title=HTTPS&oldid=1324964055
https://en.wikipedia.org/w/index.php?title=Transport_Layer_Security&oldid=1323879251
https://en.wikipedia.org/w/index.php?title=C_(programming_language)&oldid=1330924334
https://en.wikipedia.org/w/index.php?title=GNU_Compiler_Collection&oldid=1324929423
https://en.wikipedia.org/w/index.php?title=Dart_(programming_language)&oldid=1323401675
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https://en.wikipedia.org/w/index.php?title=Material_Design&oldid=1322252287
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Buzzer. 13 wgAInneu 2025. https://en.wikipedia.org/w/index.php?title=Buzzer&
oldid=1321902450 . @uAu 10 5u11AN 2025

Near-field communication. 5 wgfInIgw 2025. https://en.wikipedia.org/w/index.
php?title=Near-field_communication&oldid=1320616102 . @uAu 10 5uaAL 2025
Java versions in Android builds. 21 wgednigu 2025. https://developer.android.
com/build/jdks . @Al 26 wFANBY 2025

Where is the value of "flutter.minSdkVersion" in Flutter project initialized?. 26
&MU 2025. https://stackoverflow.com/a/79746636 . dUAu 26 WeFRAN8Y 2025
Are data models - ILP32 or LP64 decided by OS or the Hardware Architecture?.
14 ganax 2020. https://stackoverflow.com/a/79746636 . #uft 9 SuaAx 2025
Install Flutter manually. 28 fia1mu 2025. https://docs.flutter.dev/install/manual .
AUAU 6 SuAL 2025

Install Flutter using VS Code. 28 nanmu 2025. https://docs.flutter.dev/install/with-
vs-code . AUAU 6 SUIAL 2025

Set up Linux development. 25 Augnau 2025. https://docs.flutter.dev/platform-
integration/linux/setup . #UAU 6 5UIAL 2025

Build Linux apps with Flutter. 5 fugnau 2025. https://docs.flutter.dev/platform-
integration/linux/building . UAU 6 5UAL 2025

Flutter architectural overview. 8 §u1AL 2025. https://docs.flutter.dev/resources/
architectural-overview . @uAu 30 Su11AL 2025

Arch Linux - Package Search. 15 5ua1@u 2025. https://archlinux.org/packages/ .
duAu 15 SunnAN 2025

Fedora Packages. 15 §111AL 2025. https://packages.fedoraproject.org/ . &uAu 15
SuAL 2025

Debian -- Packages. 15 5u11Au 2025. https://www.debian.org/distrib/packages .
duAu 15 SunnAN 2025

Git - Install for Windows. 30 Wg@3n1eu 2025. https://git-scm.com/install/windows .
duAu 1 Sumu 2025

Material Design [@materialdesign] . The latest in Material Design is NOW available.
28 manAy 2021. https://x.com/materialdesign/status/1453409331697885192 . dufu
1 §unnAy 2025

Declarations. 9 Qmmﬁuﬁ 2025. https://cppreference.com/w/c/language/declarations.
html . #uAu 8 5uAN 2025

Arithmetic types. 9 qumﬁué 2025. https://cppreference.com/w/c/language/
arithmetic_types.html . #uAu 9 5uAN 2025
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Brian W. Kernighan tt&¢ Dennis M. Ritchie . The ANSI C Programming Language .
atfuflans (Second edition). Prentice Hall. 1988. Aufu 11 $uaiay 2025. [paulal.
\189lAa7n: https://archive.org/details/the-ansi-c-programming-language-by-brian-
w.-kernighan-dennis-m.-ritchie.org

default.csv. 15 w1y 2024. https://github.com/espressif/arduino-esp32/blob/2
edeb5ac10923afdle3ad2ce1fbad1930a9de05d16/tools/partitions/default.csv . #UAu
9 funAu 2025

Install Python Interpreter. 14 fiugneu 2024. https://docs.platformio.org/en/latest/
fagy/install-python.html . #uAu 15 SuAL 2025

System Requirements. 30 wgun1au 2022. https://docs.platformio.org/en/atest/
core/installation/requirements.html . @UAu 15 SuMAL 2025

Installer Script (Recommended). 14 &w1Au 2023. https://docs.platformio.org/
en/latest/core/installation/methods/installer-script.html . @uAu 15 Su21AL 2025


https://archive.org/details/the-ansi-c-programming-language-by-brian-w.-kernighan-dennis-m.-ritchie.org
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UIFFUIUNTUNTN

Ui 2.0 lailasneulnsaiass PIC s 9 78 EPROM Anelu

Camillo - Own work, CC BY 2.5, https://commons.wikimedia.org/w/index.php?
curid=569240
g‘dﬁ 2.0 lulaspoulnsaiass Piggyback 211 MOSTEK

Medvedev - Own work, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?
curid=33161178
Ul 2.0 Uo$a NodeMCU il ESP32-C3-325

Popolon, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=112634884
gﬂﬁ 2.0 wansmsreulediures LittleFs

1Q1ves LittleFS (neladtysyneunyin BSD-3-Clause)
Ul 2.0 1ssmadumsiedeulmuuy PIR vhludwmiuiinerde/dandsd

Jack LaRosa, Public Domain, https://commons.wikimedia.org/w/index.php?
curid=4479143
Uil 2.0 inFeansraduananadeulm PIR 1ddmiumunalrineusneimsuuuselusa

CHG, Public Domain, https://commons.wikimedia.org/w/index.php?curid=6087132
Ul 2.0 ndesfnanemieuszuuaiaduainadeulmuuy PR

Dariusz Kowalczyk, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?
curid=96211951
gﬂﬁ 2.0 @ndlineluormsiifnsusuresasadunisaseunsesiuu PR

722, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=35183184
Ul 2.0 mIsenuuuiuweinTtunnadeln PR

Versatile Techno - http://www.sensinova.in/pir-motion-sensor/SNPR11.php, CC BY-
SA 4.0, https://commons.wikimedia.org/w/index.php?curid=48377787
gih'?i 2.0 fdeuesainsaduanuaieulmn PIR wioudemteiamsnszuenvsulneusay
widsmduauditsaua Tnfawaduitudmdugesinlsdidnviniogauan

CC BY-SA 3.0, https://en. vv|k|ped|a org/w/index.php?curid=14193664
sihn 2.0 mmaumumm PIR winiiu (nemgUnsaidiannsedindesn) lneflunasidauaqasy
Fuvds iilouanaaudusazen

Jack LaRosa, Public Domain, https://commons.wikimedia.org/w/index.php?
curid=4463018
Ul 2.0 PIR flnenshasousunthesn uansiurses liuweslnlsdidnnin @nasdiden)

Jack LaRosa, Public Domain, https://commons.wikimedia.org/w/index.php?
curid=4478366
Uil 2.0 PID Mludwuiiinende/Bandledh Tinszanudsdruneluionsliia

Jack LaRosa, Public Domain, https://commons.wikimedia.org/w/index.php?


https://commons.wikimedia.org/w/index.php?curid=569240
https://commons.wikimedia.org/w/index.php?curid=33161178
https://commons.wikimedia.org/w/index.php?curid=112634884
https://commons.wikimedia.org/w/index.php?curid=4479143
https://commons.wikimedia.org/w/index.php?curid=6087132
https://commons.wikimedia.org/w/index.php?curid=96211951
https://commons.wikimedia.org/w/index.php?curid=35183184
http://www.sensinova.in/pir-motion-sensor/SNPR11.php
https://commons.wikimedia.org/w/index.php?curid=48377787
https://en.wikipedia.org/w/index.php?curid=14193664
https://commons.wikimedia.org/w/index.php?curid=4463018
https://commons.wikimedia.org/w/index.php?curid=4478366
https://commons.wikimedia.org/w/index.php?curid=4501665
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curid=4501665
Ul 2.0 nesrhAsoueenLd nszanuUd fuasdinnsasiias (PC) ogsuuy

Deuxdad, Public Domain, https://commons.wikimedia.org/w/index.php?curid=4501724
SUT 2.0 wnnsasTinsignaeneenitonAnINsEINIUULUE Y
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. https://fsf.org/

Everyone is permitted to copy and distribute verbatim copies of this license document,

but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds

of works.

The licenses for most software and other practical works are designed to take away your
freedom to share and change the works. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change all versions of a program-to
make sure it remains free software for all its users. We, the Free Software Foundation,
use the GNU General Public License for most of our software; it applies also to any

other work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute
copies of free software (and charge for them if you wish), that you receive source code
or can get it if you want it, that you can change the software or use pieces of it in new

free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or
asking you to surrender the rights. Therefore, you have certain responsibilities if you
distribute copies of the software, or if you modify it: responsibilities to respect the

freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must pass on to the recipients the same freedoms that you received. You must make
sure that they, too, receive or can get the source code. And you must show them these

terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright
on the software, and (2) offer you this License giving you legal permission to copy,

distribute and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is no
warranty for this free software. For both users’ and authors’ sake, the GPL requires that
modified versions be marked as changed, so that their problems will not be attributed

erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of

the software inside them, although the manufacturer can do so. This is fundamentally


https://fsf.org/
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incompatible with the aim of protecting users’ freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is most unacceptable. Therefore, we have designed
this version of the GPL to prohibit the practice for those products. If such problems
arise substantially in other domains, we stand ready to extend this provision to those

domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should
not allow patents to restrict development and use of software on general-purpose
computers, but in those that do, we wish to avoid the special danger that patents
applied to a free program could make it effectively proprietary. To prevent this, the GPL

assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS

0. Definitions.
“This License” refers to version 3 of the GNU General Public License.
“Copyright” also means copyright-like laws that apply to other kinds of works, such as

semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee

” 143

is addressed as “you”. “Licensees” and “recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion
requiring copyright permission, other than the making of an exact copy. The resulting work

is called a “modified version” of the earlier work or a work “based on” the earlier work.
A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would
make you directly or secondarily liable for infringement under applicable copyright law,
except executing it on a computer or modifying a private copy. Propagation includes
copying, distribution (with or without modification), making available to the public, and

in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make
or receive copies. Mere interaction with a user through a computer network, with no
transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate
copyright notice, and (2) tells the user that there is no warranty for the work (except to

the extent that warranties are provided), that licensees may convey the work under this
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License, and how to view a copy of this License. If the interface presents a list of user

commands or options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.
The “source code” for a work means the preferred form of the work for making

modifications to it. “Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined
by a recognized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in
that language.

The “System Libraries” of an executable work include anything, other than the work as
a whole, that (a) is included in the normal form of packaging a Major Component, but
which is not part of that Major Component, and (b) serves only to enable use of the
work with that Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A “Major Component”,
in this context, means a major essential component (kernel, window system, and so
on) of the specific operating system (if any) on which the executable work runs, or a

compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code
needed to generate, install, and (for an executable work) run the object code and
to modify the work, including scripts to control those activities. However, it does not
include the work’s System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but which are not
part of the work. For example, Corresponding Source includes interface definition files
associated with source files for the work, and the source code for shared libraries and
dynamically linked subprograms that the work is specifically designed to require, such
as by intimate data communication or control flow between those subprograms and

other parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the
Program, and are irrevocable provided the stated conditions are met. This License
explicitly affirms your unlimited permission to run the unmodified Program. The output

from running a covered work is covered by this License only if the output, given its
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content, constitutes a covered work. This License acknowledges your rights of fair use
or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey covered
works to others for the sole purpose of having them make modifications exclusively
for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not
control copyright. Those thus making or running the covered works for you must do so
exclusively on your behalf, under your direction and control, on terms that prohibit them

from making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions

stated below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under
any applicable law fulfilling obligations under article 11 of the WIPO copyright treaty
adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention

of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights
under this License with respect to the covered work, and you disclaim any intention to
limit operation or modification of the work as a means of enforcing, against the work’s

users, your or third parties’ legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all
notices of the absence of any warranty; and give all recipients a copy of this License

along with the Program.

You may charge any price or no price for each copy that you convey, and you may

offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from
the Program, in the form of source code under the terms of section 4, provided that

you also meet all of these conditions:
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a) The work must carry prominent notices stating that you modified it, and giving a
relevant date.

b) The work must carry prominent notices stating that it is released under this License
and any conditions added under section 7. This requirement modifies the requirement
in section 4 to “keep intact all notices”.

c) You must license the entire work, as a whole, under this License to anyone who
comes into possession of a copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license
the work in any other way, but it does not invalidate such permission if you have
separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not display

Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which
are not by their nature extensions of the covered work, and which are not combined
with it such as to form a larger program, in or on a volume of a storage or distribution
medium, is called an “aggregate” if the compilation and its resulting copyright are not
used to limit the access or legal rights of the compilation’s users beyond what the
individual works permit. Inclusion of a covered work in an aggregate does not cause this

License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and
5, provided that you also convey the machine-readable Corresponding Source under
the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and
valid for as long as you offer spare parts or customer support for that product model,
to give anyone who possesses the object code either (1) a copy of the Corresponding
Source for all the software in the product that is covered by this License, on a
durable physical medium customarily used for software interchange, for a price no
more than your reasonable cost of physically performing this conveying of source,

or (2) access to copy the Corresponding Source from a network server at no charge.
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c) Convey individual copies of the object code with a copy of the written offer to
provide the Corresponding Source. This alternative is allowed only occasionally and
noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalent access to the Corresponding Source in the same way
through the same place at no further charge. You need not require recipients to
copy the Corresponding Source along with the object code. If the place to copy the
object code is a network server, the Corresponding Source may be on a different
server (operated by you or a third party) that supports equivalent copying facilities,
provided you maintain clear directions next to the object code saying where to find
the Corresponding Source. Regardless of what server hosts the Corresponding Source,
you remain obligated to ensure that it is available for as long as needed to satisfy
these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source of the work are being offered

to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the

object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal
property which is normally used for personal, family, or household purposes, or (2)
anything designed or sold for incorporation into a dwelling. In determining whether a
product is a consumer product, doubtful cases shall be resolved in favor of coverage.
For a particular product received by a particular user, “normally used” refers to a typical
or common use of that class of product, regardless of the status of the particular user or
of the way in which the particular user actually uses, or expects or is expected to use,
the product. A product is a consumer product regardless of whether the product has
substantial commercial, industrial or non-consumer uses, unless such uses represent

the only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified versions
of a covered work in that User Product from a modified version of its Corresponding
Source. The information must suffice to ensure that the continued functioning of
the modified object code is in no case prevented or interfered with solely because
modification has been made.



84

If you convey an object code work under this section in, or with, or specifically for
use in, a User Product, and the conveying occurs as part of a transaction in which
the right of possession and use of the User Product is transferred to the recipient
in perpetuity or for a fixed term (regardless of how the transaction is characterized),
the Corresponding Source conveyed under this section must be accompanied by the
Installation Information. But this requirement does not apply if neither you nor any
third party retains the ability to install modified object code on the User Product (for

example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement
to continue to provide support service, warranty, or updates for a work that has been
modified or installed by the recipient, or for the User Product in which it has been
modified or installed. Access to a network may be denied when the modification itself
materially and adversely affects the operation of the network or violates the rules and

protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this
section must be in a format that is publicly documented (and with an implementation
available to the public in source code form), and must require no special password or

key for unpacking, reading or copyins.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by
making exceptions from one or more of its conditions. Additional permissions that are
applicable to the entire Program shall be treated as though they were included in this
License, to the extent that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately under those
permissions, but the entire Program remains governed by this License without regard to
the additional permissions.

When you convey a copy of a covered work, you may at your option remove any
additional permissions from that copy, or from any part of it. (Additional permissions
may be written to require their own removal in certain cases when you modify the
work.) You may place additional permissions on material, added by you to a covered
work, for which you have or can give appropriate copyright permission.
Notwithstanding any other provision of this License, for material you add to a covered
work, you may (if authorized by the copyright holders of that material) supplement the
terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and

16 of this License; or
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b) Requiring preservation of specified reasonable legal notices or author attributions in
that material or in the Appropriate Legal Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original
version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the
material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks,
or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of
liability to the recipient, for any liability that these contractual assumptions directly
impose on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within
the meaning of section 10. If the Program as you received it, or any part of it, contains
a notice stating that it is governed by this License along with a term that is a further
restriction, you may remove that term. If a license document contains a further restriction
but permits relicensing or conveying under this License, you may add to a covered work
material governed by the terms of that license document, provided that the further

restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the
relevant source files, a statement of the additional terms that apply to those files, or a

notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately

written license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided
under this License. Any attempt otherwise to propagate or modify it is void, and will
automatically terminate your rights under this License (including any patent licenses
granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means prior to 60 days
after the cessation.
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Moreover, your license from a particular copyright holder is reinstated permanently if
the copyright holder notifies you of the violation by some reasonable means, this is
the first time you have received notice of violation of this License (for any work) from
that copyright holder, and you cure the violation prior to 30 days after your receipt of

the notice.

Termination of your rights under this section does not terminate the licenses of parties
who have received copies or rights from you under this License. If your rights have been
terminated and not permanently reinstated, you do not qualify to receive new licenses

for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the
Program. Ancillary propagation of a covered work occurring solely as a consequence of
using peer-to-peer transmission to receive a copy likewise does not require acceptance.
However, nothing other than this License grants you permission to propagate or modify
any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance

of this License to do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from
the original licensors, to run, modify and propagate that work, subject to this License.

You are not responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations.
If propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work
the party’s predecessor in interest had or could give under the previous paragraph, plus
a right to possession of the Corresponding Source of the work from the predecessor in

interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or
affirmed under this License. For example, you may not impose a license fee, royalty, or
other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent
claim is infringed by making, using, selling, offering for sale, or importing the Program or

any portion of it.
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11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the
Program or a work on which the Program is based. The work thus licensed is called the

contributor’s “contributor version”.

A contributor’s “essential patent claims” are all patent claims owned or controlled by
the contributor, whether already acquired or hereafter acquired, that would be infringed
by some manner, permitted by this License, of making, using, or selling its contributor
version, but do not include claims that would be infringed only as a consequence
of further modification of the contributor version. For purposes of this definition,
“control” includes the right to grant patent sublicenses in a manner consistent with the

requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license
under the contributor’s essential patent claims, to make, use, sell, offer for sale, import

and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express
permission to practice a patent or covenant not to sue for patent infringement).
To “grant” such a patent license to a party means to make such an agreement or

commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the
Corresponding Source of the work is not available for anyone to copy, free of charge
and under the terms of this License, through a publicly available network server or other
readily accessible means, then you must either (1) cause the Corresponding Source to
be so available, or (2) arrange to deprive yourself of the benefit of the patent license for
this particular work, or (3) arrange, in a manner consistent with the requirements of this
License, to extend the patent license to downstream recipients. “Knowingly relying”
means you have actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient’s use of the covered work in a country,
would infringe one or more identifiable patents in that country that you have reason to

believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey,
or propagate by procuring conveyance of, a covered work, and grant a patent license
to some of the parties receiving the covered work authorizing them to use, propagate,
modify or convey a specific copy of the covered work, then the patent license you grant

is automatically extended to all recipients of the covered work and works based on it.
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A patent license is “discriminatory” if it does not include within the scope of its coverage,
prohibits the exercise of, or is conditioned on the non-exercise of one or more of the
rights that are specifically granted under this License. You may not convey a covered
work if you are a party to an arrangement with a third party that is in the business of
distributing software, under which you make payment to the third party based on the
extent of your activity of conveying the work, and under which the third party grants,
to any of the parties who would receive the covered work from you, a discriminatory
patent license (a) in connection with copies of the covered work conveyed by you (or
copies made from those copies), or (b) primarily for and in connection with specific
products or compilations that contain the covered work, unless you entered into that

arrangement, or that patent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable

patent law.

12. No Surrender of Others’ Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot convey a covered work so as to satisfy simultaneously
your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that
obligate you to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this License would

be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or
combine any covered work with a work licensed under version 3 of the GNU Affero
General Public License into a single combined work, and to convey the resulting work.
The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13,

concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU
General Public License from time to time. Such new versions will be similar in spirit to

the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a

certain numbered version of the GNU General Public License “or any later version”
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applies to it, you have the option of following the terms and conditions either of that
numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License,

you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU
General Public License can be used, that proxy’s public statement of acceptance of a
version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no
additional obligations are imposed on any author or copyright holder as a result of your

choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/
OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR
A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given
local legal effect according to their terms, reviewing courts shall apply local law that
most closely approximates an absolute waiver of all civil liability in connection with
the Program, unless a warranty or assumption of liability accompanies a copy of the

Program in return for a fee.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest possible use to
the public, the best way to achieve this is to make it free software which everyone can

redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the
start of each source file to most effectively state the exclusion of warranty; and each file
should have at least the “copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what it does.>

Copyright (C) <year> <name of author>

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program. If not, see <https://www.gnu.org/licenses/>.
Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it
starts in an interactive mode:

<program> Copyright (C) <year> <name of author>
This program comes with ABSOLUTELY NO WARRANTY; for details type ‘show w'.
This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c' for details.

The hypothetical commands ‘show w’ and ‘show ¢’ should show the appropriate parts
of the General Public License. Of course, your program’s commands might be different;

for a GUI interface, you would use an “about box”.

You should also get your employer (if you work as a programmer) or school, if any, to
sign a “copyright disclaimer” for the program, if necessary. For more information on

this, and how to apply and follow the GNU GPL, see https://www.gnu.org/licenses/.

The GNU General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may consider it more
useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License instead of this License. But first,

please read https://www.gnu.org/licenses/why-not-lgpl.html.


https://www.gnu.org/licenses/
https://www.gnu.org/licenses/why-not-lgpl.html
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