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1.1 fluazaruddnyvastym

anutaendeiiududeshdydmsunnauusosdnsusazesdnsuasauusazauiing
Amudesmssuaiaendelimiionsu wluundy Weilyaravidossdnsiisoamamelulas
drueuaendomari inaluladaraondetueiafiseguiuniiasdeuddls deali
onalimsanszfumnUasafvas iuauAsawesdin nindau enans wazdeyasi 9
YD303ANTViIDYARTEL 1

Tulanilaqtu Sumesideiufludsiddnunnsuty uaranuiidulnginesddumes
s SereliAnnsitigunsnidumesidnsousufintunntu wagldlidsiidundn internet of
Things (I0T) iindu Bsfogunsaifignuiuusdlildemildfitusmemeluladlianesing 4 wu Wi
Fi, Bluetooth, Zigbee, ay Thread
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1.2 IngUszaeAvaslaIeeu
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1.3 Uszlewifiiaminezldsu

1.3.1 anansaUssgndanuinudidnnselinduasmalulagunldludinuszdriuliass

13.2 annsansadugiunsnlel heiteifiuanulindavesyrainslussdns
1.4 YaULYAYRILATINY

1.4.1 anansaudasoudyaandesle

1.4.2 anunsaudafeunulvsdmiiidetale

1.4.3 aunsoasaduyanailildueygeld
1.5 deudnwianig
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undl 2
nnuiuazianansiiiedas
fimilasenu  inTesduduiinuse NFC  Idfnwmnuifiieadewsing q uay
FAIWTIMLUINNUAZNENNITAN 9) MnenasaseiRtostelud
2.1 lulmsmeulunsiass (Microcontroller)
2.2 Huwes (Sensors)
2.3 alwsdeyayred (Buzzer)
2.4 NS UUENTBANUMATYR (HyperText Transfer Protocol; HTTP)
25 nudiiSrudidoninunatedfiuuuiiuaa (Hypertext Transfer Protocol
Secure; HTTPS)
2.6 Lﬂmﬁ%mmﬁum%ﬁ%mm?iﬂ (Transport Layer Security; TLS)
27 msdoansaunilng (Near-field communication; NFC)
2.8 Flutter
29 Git
2.10 1w (C Programming Language)

2.1 lulasaaulnsiaas (Microcontroller)
lulasaeulnsaiass (Microcontroller, MC, uC, #3® pC) nienulelulasaeulnsaiass
(Microcontroller Unit; MCU) 1Jumsuiiaimesuunmaidnuuieassisiien (integrated Circuit; 10)
InglulasraulnsalansusenouMeLNUUTEIIaNANTALAUKIONINNTT NIDNMENUINAIIUTN
wazgUnsalsiavieBuns/iodnsnslusunsuls mheanudnlusunsuluguiuuves NOR flash,
OTP ROM, 38 ferroelectric RAM inaggnyuliludusmeduiu sauds RAM Srunuwdniiey
lulasaaulnsaiaeslasuniseanuuuundmiunisldnunuuiesn damnasainlulasius
o“:ll a & 1 A a v u:/ ‘:'l r-:l' ¥ a Qy 1
wawesnltlupsuiimesdiuyanavsateUndinduraludu q MUsznaumeduuentusng 9
Tudnwviadelng lulaspoulnsaaesuuadgadsiuszuuuudy (System on a chip; SoC)
= v YV v 1 = ¢ @ | = G Y] 13
uadaugudeutioanin SoC analilulasreulnsaiaesiludiuusenounils ualneviluudiay
udiugunsalseriatugs Wy mheuszianans1iin (GPU) luga Wi-Fi viiefusziiana
37 (coprocessor) 981N UoiIFT
lulasmeulnsameigninluldlunindusivazaunsalauaudnlud® wu ssuuaiuay
2 ¢ 3 ¢ ¢ ] = & Yo o 2 9]
wIRsuRsagud gunsalnsnsumdniialusnenie Slumasulnsa wsedlddinaeu wevedld
il 3eadialni vouau wagsyuuledidy o nMsanvnawazauyLdloieuiunsoanwuy
lglalaslusiwawes nirenudl uazgunsalduns/1dnauensnsmin vildnsauauLuy
AdviadmsugUnsaiuaznszuIunseng o Wululdunniu lulaseeulnsawesuuunandyagyiu

o

laa o

2 aa | A Ao & a & A cav
Wundeu I@Sﬁ]%i'ﬂﬂﬁ'ﬂuﬂigﬂ@UQU’]a@ﬂ‘Vlﬁ]’]LUUiuﬂ’]iﬂ’J‘UﬂﬂJi%‘U‘U@LaﬂW§QUﬂﬁW1NIGU®ﬁ]Vla



Tuu3unves Internet of Things (IoT) lulaspaulnsamesduisnsniusiudeya n1sneIady
wazn1snszsulanmeniennlugiuzgunsaiuateniafidsausendauaz duniden

lilasreulnsaaesuisiienaldfuuuddnuazrhaufinnuisgs 4 kiz wensld
ndush @adtasuselulasiadndniien) Tnevluuds lulasaeulnsamefnaiannsons
mehanlileluraeiisennisal 1wy msnadundonisdndamedug mslindanuvuzer
Tulnunady (aefiuniing CPU ungqUnninensdulngUney) enaegitssduunluindivintu
Flinanefnnzdmsuneundinduiilduunmeiliuiy dululasreulnsaaesdug 01a
Fnthiluunumiiddseuszaninm Faeraseahnuediefusiussuanadyy i
(Digital Signal Processor; DSP) IﬂaﬁmmL%aﬁmmmmﬁmLLazmﬂﬁ’fwé’Nmﬁqaﬂ'jw

2.1.1 Useia

lalaslusiawesuuuvianadumiusn laun Four-Phase Systems ALT Tud 1969 uag
Garrett AiResearch MP944 Tul) 1970 Fagnitautulnglddu MOS LS vaneda dalulasg
Wsiwalgesuuuduiieadusnie Intel 4004 F11esavtelud 1971 Taglddu MOS LS| 1iles
FLAen Waullng Federico Faggin Iagldinalulad MOS wuu@dneuing suiulFInsues
Intel @® Marcian Hoff wag Stan Mazor wag3fInsves Busicom A® Masatoshi Shima siain
ATl Intel 4040 wuu 4 T, Intel 8008 wuu 8 U, wag Intel 8080 wuu 8 Un Tuswalwesivan
dfmuagoinsiunsusnranefiieadisssuuiildaould suddunheausiuazivsy
wasiwaunsalsaving dwalvisiuyuvesszuulaesiuadimateSesneaansansy (lunmssy
1970) hlvinsihaeufiumefinldfuadoddlnihaunadniulddusmanssgia

U3¥N MOS Technology Waslulaslusiwawassiasmnia 100 aeaarslud
1975 laungu 6501 wag 6502 yausvasAnandenisanglassasusa wilulaslusiwaises
waniiinadaansnisaiuayuainnisuen wiheaus uasdgunsaidens davinliduny
svessruuiirseglusyiunanesesnenans

2.1.1.1 nsWeaIun

MﬁﬂﬁaLéuwﬁaizq’jﬂ Gary Boone uag Michael Cochran 3A1n5984
USEN T Uszauanudusalunisasrslulasmeulnsaaesiusnlul 1971 nasiuvesninian
A9 TMS 1000 Frnssmheludandludlud 1974 lulasaeulnsaaedisumheausiuuy
gruoghaien mheanuduuuieuiesdoy Wasawes uazuinilluduife: waegath
TUfiszuuiles

Tutssufisnansmmssy 1970 guangunsaididnnsedindvesdltuFunan
Lulasreulnsaiaesdmsusosus Fs5amas MCU 4 Tndmduszuuanudiuiislusasus 7ita
dudalusia szuvdendidnnsedind uasunathiln nasnau MCU 8 TndmiumuauiaTeseus

dnilailonouaussionsioguosdu TMS 1000 wuudUiden Intel 39
fimunBuUsznanasruunssfiamesuLiUIvT I mnzaudmiumsldnusunsmuny dufe
Intel 8048 Tnei3udndstudrudamdvdadausnlull 1977 Fuilsan RAM uaz ROM 131y
JuRmafuiulilasTuseaes luussnuoundinduuinine Fuildgmituldlundufuiig



wnnImiaiudueiedlufian Tuaiiu Luke J. Valenter Usesiuned Intel nana3nlulag
roulvsalaesdunildlundasueinuszauanudniannniigaluss iRmansvaaudsm uazian
lpveneaudszanaveununlulasraulnsamasiinduniy 25%

lilasreulnsanesdnlvalunaniuinansquildoumiousu Junidd
v lUsunsy EPROM Inefivisinsmendlusdasy fihlnveshduiileliansnsaautoya
fasnsasuassansiileinn FUfiauldinddinlddmiunisasefusuy njunisie ROM
figalusunsudeinard wie PROM Aidilusunsuldifiesnsaden dusuiumnds venssgldi
OTP 38831910 “one-time programmable” (Galusunsuldndufien) Wlilaspoulnsaaes
OTP tiu PROM ffnasifusiiouientu EPROM ussaduliiinteinaniond ileaanldisled
wwansuasdansillelanluds EPROM ¢ slsianunsnaudeyald esaniuiiaulddesldsn
FUwsdiniviinaniend Jsdlsaunenitiu OTP egenn Feanusondslalusaunanadin
fuuasiifisngnnin dwsuguitanmsoauldtiy Sududeddaendununszaniidismgnniy
desanilanslusslasionassansilleian Fsnszandrnlngiiivuas ustadondnivivlidunu
wanNFfuABRIUTT eI TiNe uenanigaiimsldlulaseulnsamosuun Piseyback #ae

F

FIGURE ¢

16C5x SERIES BLOCK DIAGRAM
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1wl .. 2536 NM5URFINLI8ANLIN EEPROM vinlilulaseaulnsaass

(Sudiusig Microchip PIC16C84) anunsnaudeyasmelniilaegrssinialaglisadlduiaing
1 d' o < o [ d" 1 v ¥ % 2 1 =3 q’j

SIALNIRE9N T UANSU EPROM Fatelaunsaasienuluulaagnasinsinasfalusinsy

Tuszuule (melula8 EEPROM funnounti1il usl EEPROM Junountinidsiaiunenitiagnu

MutesnIn ilrldwanzdmsululasasulnsamesindnianuiuuiniusiausevdn) Tutinen

futiu Atmel Teaglulaspaulnsaaasiinsnilinuigninus Flash 398y EEPROM wiln
Ay USEnou 9 Alaadunsauanegnesiagi Ineliianieanudisasslseinn

Uagdululasmeulnsamesisimgnuasnn@elaied msugnvuseuy
amsn lnediguyuosulataualvglvianuauladuluseagesuislssnm

2.1.1.2 Usunaumazalaang
11l 2002 Useunad 55% w94 CPU vianuandvielulanidululasaau
nsaeasuwazlulaslusiwaas 8 Un

finsuglulasneulnsaaes 8 Uaunndtaesiuduiilul 1997 uay
ndayaved Semico nuilulasroulnsaiaes 8 Uauinnind@iuaiugnimuielul 2006
1A Semico 9193 MMA1M MCU iulndu 36.5% Tul 2010 uay 12% lud 2011

UumlUlulsemanwannudfwnldunavillilesiUswasesaiunusean
~ Y] = & & ) Y] ~ I
Wiged@s wasllulaseeulnsaiaasussunuaulva sosusseaunaramluilulasaaulnsaiass
Uszaneu 30 7 wenanidanunsanulalugunsallnihvaneviie wu w3sadnd wnlulasin
wazInsEng

AuvulunIsHEne1adIndn 0.10 WSansgremiag

al

Aldareananiaaiiiuly lnglulasreulnsaaes 8 Unfigniland
1 IS
il

melusIneingt 0.03 eeaansansgs Tl 2018 uaslulaspaulnsaiass 32 Inunegu

9

s1AUsEI 1 Aoaansansyy dwmsudsnunlnaifesiu

Tud 2012 nduAningivhlan senvisanawaznsiuisediiarie
flaauhiieeiiun wasnmueniodofsudunstenas 17% dsiefiunisanasnsilvgiiae
Ui ausmeasTY 1980 i’WﬂLQ?ﬂI&Jﬁ’]ﬂ%ﬂiﬂﬂiﬂ@ﬂiﬂiaLﬁ@%@gjﬁ 0.88 Wiegyanss (0.69 wisugy
ansgs dmsu 4/8 Un, 0.59 wisuyansys dmsu 16 Us, 1.76 wiswryansys dmsu 32 Un)

Tu¥ 2012 vonvelilasreulnsaiass 8 TavhlaniyarUsyanu 4 siu
duneaaiansy luvnedilulasnoulnsaiaes 4 dnfflvemunsfiddui

103 2015 lilsreulvsaiaes 8 Srannsodolsluman 0311 eaansansy
(1,000 mthe) 16 Tn31A1 0.385 Aoaansansy™ (1,000 wule) uaz 32 Unlusian 0.378 Aoaaisd
135+ (1,000 Mg wiogd 0.35 noaansansyn dmiu 5,000)

10t 2018 lpsneulnsawaes 8 Tnannsodolalusian 0.03 aeaaniansye
16 Unlusnan 0.393 neaaisansge (1,000 nule ums1A1 0.563 ARAANTANIEY @MU 100
Wense 0.349 Aoaansansy dmiuiuiy 2,000 wiie) waz 32 Jalusnan 0.503 naasa
1357 (1,000 e Ui 0.466 Avaaanizdmsu 5,000 wie)



Tt 2018 lulpsmeulnsameisimgnitaindal 2015 Manueiis1AILNa
N1 (ReAIueRsIRUHBTENIN9S1AT 2018 9 2015 dnsunilgRNILAaItiy) 7:
- lulasmeulnsaiaes 8 Unanunsadelalusian 0.319 aeaa1sansy™ (1,000 nue) W3egendn

2.6%
- lulasmoulnsaaes 16 Unilsan 0.464 avaa15ansys (1,000 i) 38 21% &N
« uuvu 32 Unlusin 0.503 aeaansansy™ (1,000 wide usegi 0.466 Aeaansansym dmsu

5,000) #3983n11 33%

2.1.1.3 paufawmesfianiian

dlouil 21 figuiew 2018 uwMvendefidunuliUszna “Aoufiumasiian
fgelulan” gunsaldsnarnilu “ssuuduees|anauarlSuummoTvnnn 0.04 auuw. 16 nW niou
melusiwaes Cortex-M0+ lusuagmsdeasuuvesuindmiunsingamgiiveasad” “In
¥ ¥ a @ v = 12 a 6 ¥ L3
AuTnaies 0.3 1y, Ussnaunawdeadn [.] uenwiloin RAM uasiwadiasenfingua gunsnd
rouiupasulnidililussawesiasieTosdwuazisudygialiae Wosnnlvuaaniiu
lufzfiianeiniainguuusssuni gunsalisdunazdeoyasmauasiuaadiuld anndguld

° ) Y ~ Y ” ¢ X a'

wandmSundanuuazn1sdeullsunsy uagiudeya” gunsaliifivuna 1/10 veauwind 1BM
geansneuntinl reuimesnivuaduainlandenanadeunsulufouiuiau 2018 &3
“lénnindande” Insudaweinidiui dununisndntieenit 0.10 neaans uaziilesiy
Aumalulagudenuudd Tl msunmsvudues “gadadisiadu” Juluweundinduanail

A aa o

Uanana

2.1.2 Uszan
S =7 & o =
2 U 2008 ;J;yznaLLazamﬂmmiﬂﬂmﬂau‘[maLaaimmumﬂ sauluda:

« mheyUszanana ARM core (Maeu1e)
+ AesUszian ARM Cortex-M tufiiihmnaditervaulululasreulnsameslnaans

« Microchip Technology Atmel AVR (8 Ug), AVR32 (32 1), Laz AT91SAM (32 Us)

. A5 M8C 283 Cypress Semiconductor’s ﬁgﬂi“iﬂu Cypress PSoC ¥83WInLan

« Freescale ColdFire (32 Um) wag S08 (8 Un)

+ Freescale 68HC11 (8 T) uazdu 9 ﬁﬁimgmmmﬂmam%’a Motorola 6800

. Intel 8051, Fauona N Intel fignudnlag NXP Semiconductors, Infineon, uazdu ‘| iy
PRI

« Infineon: 8 Us XC800, 16 Us XE166, 32 Un XMC4000 (ARM based Cortex M4F), 32
U# TriCore, Wag 32 UM Aurix Tricore Bit microcontrollers

» Maxim Integrated MAX32600, MAX32620, MAX32625, MAX32630, MAX32650, MAX32640

* MIPS

« Microchip Technology PIC, (8 U PIC16, PIC18, 16 Us dsPIC33 / PIC24), (32 Um PIC32)

« NXP Semiconductors LPC1000, LPC2000, LPC3000, LPC4000 (32 U#), LPC900, LPC700
(8 Un)



« Parallax Propeller

» PowerPC ISE

« Rabbit 2000 (8 Un)

« Renesas Electronics: RL78 16 U, MCU; RX 32 1% MCU; SuperH; V850 32 1% MCU;
H8; R8C 16 Us MCU

« Silicon Laboratories lulasaoulnsaiass Pipelined 8 Un 8051 uaglulasaoulvnsaass
WUU ARM-based 32 U6 &eyeyrauma

+ STMicroelectronics STM8 (8 Us), ST10 (16 Us), STM32 (32 Us), SPC5 (automotive 32
Um)

« Texas Instruments TI MSP430 (16 Us), MSP432 (32 Us), C2000 (32 Un)

« Toshiba TLCS-870 (8 Un/16 Um)

o aa I a o o - - 9 1
wardalignunung lnsusegtugnidluteundintuiinnzamin visewiloutumielssaana
wmzneundnduiinninlulaseeulnsaaes saalulasreulnsamestiunszdanszanadu
989N waziiguny malulad waraaiauInuiy keI uIINEvatgaaUnenssy

2.1.3 ESP32
ESP32 AengululasmeulnsaiaeinmuszudauazUsevdandsuiinarusam
ATwaINI0Te Wi-Fi wazugys SumaidsidennisUssnanaiivainuats saddlulasius
\waLes Tensilica Xtensa LX6 fiilHidaniiauuy dual-core uae single-core, TUsIwaLe03
Xtensa LX7 dual-core n3nlulaslusiwaiens RISC-V Wuu single-core wonanil ESP32 &
sadnlszneuidndudmiunsiemsdeyaliane Wy andianeinidluds uidu RF LAses
YEEET RIS UAIUTUNILAN FINTeq waglunan13IANIITNAIUY

Taevhluudn ESP32 azgnilsaguuunniasisniiamzgunsainsethiausidugiu
vilswesyamsimuiifiuaziideuse GPIO finarnvats Taginnsimuasiiuansisiu
Tuausuuasudn ESP32 lasuniseenuuulae Espressif Systems uagndnlag TSMC lngld
nN3UUNT 40 unlues dudufduneaveslulasroulvsaaes ESP8266

2.1.3.1 Espressif Systems
U39 Espressif Systems (Shanghai) $11n (toawmsa@w) iluuisviaiinou
FnmesdymntuiivameDeulusaandnning fdneniuajdesfidedd visnjutuns
ﬂ’wmLLasai’wmhsJ%iJLLazI:u@]a?%amﬂmimﬂauimaLaaﬂ%fmaﬁiﬁiﬂu Internet of things (IoT)

nanduialnaudnmesmdunidnuinfianaetedaves Espressif fio

ESP8266 way ESP32 aidlususienn ESP8266 wandusivanignunluldlundnfasisne ou

Y
Y a %

wiesranwiazvaaalil sudalrusnislegiuiliedansuzuasseuudnlulii wenanilds
gnldlaeduyeuanu DIY sumalulaganee



fa v

2.1.4 9319N9NYU (Partition Table)
M3 sAtuRedimnuan1sian1ssULuunilsaudulasuadoyasie q oz
gniiuliluudaznsidu leedaunauisaldguuuumsimnsiduignivuaunlindmse

anunsaimuasUuUUI T Sdueanle

'
f v A v

lngansramnsriduiignidlulassuiliiguuuudall

Name Type | SubType [ Offset Size Flags
nvs data [ nvs 0x9000 0x5000

otadata data | ota 0xe000 0x2000

appO app |ota O 0x10000 | 0x140000

appl app |ota l 0x150000 | 0x140000

spiffs data | spiffs 0x290000 | 0x160000
coredump | data | coredump | 0x3FO000 | 0x10000

=] ca o
MA1919N 2.1 18N TNIINYU

FeromsreaSuduves ESP32 Tu Arduino platform aghslsfniuiinisidsuutasszuy
{ulwdann SPIFFS u LittleFs Tauit
1. Name: Tovaanifidu sadhitu Fetuldddysesyuvuasdesumaliiiu 16 fdnws (ld
RILERATIGIY)
2. Type: Usginnuaansvidu anunsaidu data vi5e app 16
- app Aevsituildlunisifivweundindu
.+ data Aewsiduiilflumaiiuteyarly
3. SubType: Uszinmeae ssymsldauvesnisidu app uay data
« data

» ota: WsiHwAUToya OTA (dmSunsdmann1ae1n1a, Over-the-air update) lag
ynlafldanu OTA aunseesnld Tngvunavesmnifiduiimsmsdoneiuiuouss
i 8 KiB (0x2000 Tus)

» nvs: nsfduAvtonamlugy deya Wi-Fi, feyanisaouiiiou PHY vesgunsal,
uaztyadu 9 Afesgniiuuumieanudians (Non-volatile memory) Tagwns
fitulssanimngaudmiumaiudoyanisdeaidndes Tusesiunannd =av
waznsldan NVS SnegnafonisiiuteyaiazBensou Liesann NVS ses3uns
e wasduAsfuugihegnanniinedn$aidu NVS aunedush 12 KiB (0x3000
lush) wagvndndu auamnsnvensvwaiiuld Tnevuaiiuugiiuegsewing 12
KiB uay 64 KiB faudianazannsovergliiilugnirdld nsldaussuuindiay
FAT vi3o SPIFFS tuasimnzaudwiudoyaiilvgind

» coredump: Uﬁzmwwﬁﬁ%’uéaaﬁﬁwﬁwmuﬂmﬁu%yja core dump UUNULE
Audulas 1ng core dump Hudedeyaiignldsrudmiunansiaaoudefio-
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WAIATIBUTIFUNITUATVLAZ LA I@Hﬁﬂﬁ%ﬂ‘ﬁjﬂ8ﬁ@ﬁgﬂLﬂ@iUﬂﬁ@?ﬂﬁﬂﬂiLﬁmﬁ
uagdaivanglunisuiay wazwiduifouiniuugihegi 64 KiB (0x10000)

+ nvs_keys: msAtuidulszangesiiiuadnmadsareannsiidu Nvs dlenis
ihsagnldann nefluunegd 4 KiB (0x1000)

» fat: MuuANISATUdSUsTUULING FAT Iﬂa‘ﬁwmuwauﬁm%’uﬁayja‘lwﬁg 9 LAy
mndayatugniudsunuasios Tnsszuulid FAT aunseldfliaes wear leveling
waznsLiIwale

» spiffs: AMnRuANISATUdMIUTEUUING SPIFFS mungdwmsulnalugiuuiulazses
U wear leveling agnalsfnu szuUlndnlsassunsithsiia

* app

+ factory: mififufunoUndiaduiiudu Tsunsuyslnannesasdonmifiduiiiy
wounAnduSudumnliinSidu OTA wienn$idu OTA fudraddn miniinas
Ttwn$7idu OTA Wit ota_0 ansagnltidunoundiadubudulduaswisidu
factory anunsagnineenla

» ota_0 19 ota_15: W15#9u ota_x fugﬂiﬁﬁww%’ué’ww OTA Tneiitaas OTA Hu
udusindddnisndu OTA sdntey 2 w3ty (eeunffe ota 0 wag ota_1) wag

[3 [

Fudusiodlimifitu ota seduivlumaiudeyaiendiu OTA Tasannsadinng
fitu OTA Iégean 16 wisiidu ui 2 wisdufesuuduiiidedddmiuiiaes
OTA LuuLUdn
» test: Todmsunsnagaululssnu
4. Offset: fvtuafiufifin$figuiiy q Busu Tae Offset dugninualaentssiuen Offset uag
YUIATVOINTTTUAD UL
e Offset azdpaluninmues 4 KiB (0x1000) wagnisiidunenaziodamums
lvflyunm 64 KiB (0x10000) IagvnUdesliing @1 Offset azgnauiulagdnlulfniy
fumaeremnifidunountn saudimsdadumitla q isndu egrslsfniu Offset vas
wiiAtunsniuazdeadu 0x9000 waz 0x10000 dmdumiituleUnardunsn
5. Size: ywrmvaIWITTY TneAdannsaduawmaiion, ey Hex (utdne 0x), n3old
Frsnussernefiousuenmmie K (Ala) wio M (wnn) 1wy 4096 = 4K = 0x1000
6. Flags: Tuthytiunedutiilfifivsuiitovsuendnmniidutu q gnidrsiavidol
2.1.5 littlefs
littlefs Aoszuulndvurnidniivasadesoninuduinaifioonuuuuidimiy

lulpspoulnsaiaes

Augavgulunslesiunisgaydondsanu littlefs sanuuuaitesuiefutlymilvihduuuy
du nsdufumsidiomniinisiulsefunmsdnaendeyaidieideudeya (copy-on-write) 7
udaunsa uazmnladihdiu seuulwdeznduganugunfiangadingiu
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nsUsuszaunsanusenuulawndin littlefs sanuuuntiounaglneanz uasuaunsUTUTZaAU
nsanusevuvaenuuulaundin uenaind littlefs Sianunsansraduvdendenazunlatymle

RAM/ROM wuufiwautn littlefs sanuuuaniilovhaufumiseninusivuaidn nsléau
RAM gninfinegnaidunn Gaunearudinisld RAM azlidsunlasilessuulndiaulaty
szuulndliinsZensiuwuuldfveuian uagnheauduuulaudngnirialioglutiies
fitwuaelddeanunsadnesouuuuasdils

2.1.6 98NLUY

Tusgdiuga littlefs 1Tuszuuliiduuuudondldlndtuiinuumanlunisiaiude
yalunuazlasiaie copy-on-write (COW) vualngilunisdniiudayalva

Tu littlefs drunauvainosaiudnassdu Tnefivieulivunndn (3omirgumiemm)
wlinssuiammanamoganniiluyniluiidudoya Tuvaziilassars COW azdaifiu
Toyalndegrangiindauaglifinnldanglunisvenenisdannsela 1

Tnssaideyaraesiaisiuanuion dugniioulaeidaassufonsiu Tnenis
$rfnsuaunisaudeyaiiougnuuudendenisinassusazads sdnassazuusedunisin
wsenuulauniiniiaszuulag

JUN 2.3 uanamainanulesnures LittleFs

2.2 \wuas (Sensors)

[

Tngluudn wuwesazgnienuindugunsalifuuaznavausssodyyiumse

a Y a v a wa A N ) & v
ausrdaimeUsunu Auaudd viean1eignasiadunasiUandudaya il
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Tumnamsnenedian iwuwesiegunsal luga 1a3esdng nioszuudosiiniady
wmgnsaivonaudsuntaduaninuanden uazdstoyaludigunsaididnmsedinddun edu
Tnginavlumbeussinanavesnouiunes

Juwesgnihinltludwesluiinussdru iwu Judvduuududa (Fumedduda) ua
Taulniivsveainstulaenmsdudaisn uarluueundiedumnuetiuliidiudsaudaulnglsl
wenszmiinds seauiamiiludulilasuesdune? uasuwasvledy lulasaeulnsaiaeii
Tnuhenslinudugesfueseonluuenmiionnauuuuiaifuvesnmsingumnd A
i uaznisivasiegnamy ludiiuiees MARG

Wurasuuvewden wulwmudlefinesuazisuniuiuusediniinisldnuedi
univians mildrumedume findnirmfimananuaziaiosing intesduuazoina snoud
sunng VususuagBnvaneudualuiauseinfurean venanissdidumesiug Snunune
M inauainaniiuagnmenmussian nudadugesuuvestineadmiunsiaduilinm
duwesiuuduaziiioudmiunsinnruminvewouviar uasiiuweimaniilwidmiuns
MTIAABUAY pH VBIVBUNAT

anulmeswuesUsdinedwniudsuulatiuinntonifisddadeUsinudunniie
WaguuUas Mogratu mnusenlumeslufinesindeunl 1 wu. ilegumgiiuasuutas 1
°C aulavesifufie 1 9u./°C (asugiuudsfernudy dy/dx Tnsauuiinddnuaundad)
wuwesurineadsasiedaiialdituiu fogradu meslufimesingamgivesiidsua
Tutheveamarfeuariliveananuadlurasiivennanilhineslufimessoutu Taastly
wuweslafunseenuuulvidnansgnusedsiintesiian mavilsueesilvunadnasingg
Preusulgsisiuarorinddontus
At mameluladvhlianmsondndueesiduiniutesy lussduganaudy
lulasguesiagly walulad MEMSlunsdldulng lulas@uwesanunsadalamiiniiuay
fraihgeniiledieufiviBmsuuuammaiosananusosnisdeyaiisindr sianlsiune
uazidefoldifuunntululantagiu Wuwesuuuldudnis Fadugunsnisiangnuarlda
fedmiuniniedeusterduionsTanuunsaien ﬁﬂﬁé’ummﬁﬂﬁmﬁmmﬁu N5l
dumeussamiilinauannsofudeyanisiemeifidadlinnd nanat Tagldsudu
Foausuifeulminaglidostnadomstuidiou

2.2.1 W@Wuesdunsnsauuumadn (PIR sensor)
< sa = A < ca a edw
\BugasBunsuIALUUNIETH (PIR sensor) Ae LuweiBidnnselindninuas
Burssn (IR) Awdoenunainingluszeznisusaiu WuwesvdadinldlunInsiaduniu
= < s o o P [ 1 1 v v
waeulv wuu PR Wuwes PIR dnldludygrausioussuayseuulndesaindnludd
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JUN 2.4 T madumaadeulmuiuu PIR Mludwsuiinende/damdivd

Wuwes PIR asaadunisndeulmimly wilildlideyainlasvsedslamaaulm
A 4 Y & s o/ < s v a & ' « 9 &
fay 33 nduseddd Wuwes IR wuuaienw Wuwes PIR dnisendus 31 “PIR” w3au
& ! « 9 = « < v a N o, @ s [
ATAUSENTT “PID” Fegounn “1AT09RTINTUBUNTIIALULUNIATW” LT3 PIR a59a3UnIs
wasulmialy wilildlideyadinlasvieddlawmaoulm iy Fadndudedd Wuwes IR wuy
#5190 Wwwes PIR dniSendus 91 “PIR” #39U9AS1S8AT1 “PID” @98011910 “IA309
A529UBUNTIALUUNIETN” Frdmadrinunefedarioassiiigunsal PIR lalaunndsu
WieAUsEAsAlUNITNTIITU Wivinaulaen 5T usdBuns e (Anufouannsunsed) 7
1 2 4 [ O A « o 1 = = v 3 a al s 1
WHRBNUIINVTDALYBUIINIANG WINTLEW“ A1rinnadnvanefstainaaseiiingunsal PIR
LaunndsnuiegaUszaadlun1sn Ty uinulaen1snsadusddunsise (anuiouain
NTUHTIA) TUHEBNUIINYVITOALNDUIINIAG 1T

2.2.1.1 ®anNISYINIY

a ! &

Togynuiiandoungilainitaudesmduysaiazudesndenuaiuiou

¥
v aa

sonulugUresssdudiminind lneUnfudr$adluedlimiumenandesainuadedlugog
AHENMIAAUBUNIIN uigUnsaiBiannsetndfiosnuuuniitenUsyasdil a1ansansiaduls
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2.2.1.2 1A309997293unsiaaaulmuwuy PIR

UM 2.5 wrseswmmadurnuedeuln PR Tddwmsuauaulnneuenaimsuuudnluli

( i ‘ I

1 ¥V

JUN 2.6 NapsinaenIaNsEUUATINTUAINATOUlMLUY PIR

JUN 2.7 dndlinieluensifnnunugeInTiadun1snTeuATaILUL PIR
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LA389MIUANLAARUIIL U PIR Tdansiadunisiadsulmusany
d0 visodngauy dnldiudyanuiuulusuasssuulndesainuwuudnluds

2.2.1.3 msanilunis

< s Y a a o aa -

WULeI PIR @11150A5793UN191Uag UL UaU8 93U NS Ide uUns LA
nsznuiuing FzuanaaiuluiuedfvanmgiiuaranvasiuinvesingNegiuminduyes
Wi dng WU yARa HIuAUMNNUMEs 1y Mun gl o geiuluguuevesduesy
WinTuangaungiviesdugaumgisiinmendinduandnase Wuwesazulainisiuasunlai
a & v aa v I A 9 a & v
\Anduraessd@dunsnsandiundunisiasundaweusaiuliiivieen uasdslasnszauns
AT faqiiflgamgilndiAsstuusiidnuas NufamstuenafisuuuunisUdesfaddunsse
funnsnafu fdunmsiadeudieTagifisufuiiundoranssduedosnsadulfiaui

PIR fivansgduvunisldauivainvane juidenldfuunniigni
iaudidsdiuaviediunizanduauan ssezmaviheudizina 10 wes (30 W) uaziuues
amitdesnty 180° fufifiuumesninniendt sauds 360° Felaevhluoonuuuaniiiefadsuy
wiau PIR vualygunasundnfenszandiufsanaraninsansindunsdasuniamomas
audunsusaldluszey 30 w3 (100 Wa) 990 PIR wenanddsdl PR fleanuuuenszanuuy
Ufuiianald deannsonseunauituiilining (110°) vioaseungquituiiuausnnuuy “sw’
vioanunsnidondiunszanuenisiazdiuiite “Usuuse” fufinseunauld

2.2.1.6 MINTIRIUANULANGNS
Wugesvanastenadeuseiludunsnstnuiunsesweedyyiuan

o

<

IS t:%’ (% ! v Y [ o 4 a =~

wosudea Tuguuuull Mm3deen PIR gvindnsaiues viligamgiiinfevetssuznisuaaiiugn
fnpanandgaalvin nsinduresnasudunsLIATIIdugesaTFna e sLazayll
nszAugunsnl Idvelvigunsalinununmsisuwdasiianaialunsainlasunaannasdus
vEauAidesaineiiaw (nslasundsnugeegimaiiotonariliianduyesdusuay
biguesliausatuiindeyaiiniule) luvasieniu msdasesuuuanwesudvall
fapandayrnsuniulruaiiluvilvigunsalduniunisnsgduiiesainauuluilngifes

1 [3 < s a = M o [y al S v P o= o L4
agalsinny WuwesuuuAvwelsudadlianansaingaumgiilalusunuull dniudaiussleond

RINLAIMSUNITATITUNNSIAGDU AN

a wva

2.2.15 ms"dgumm

diaguwes PIR gnivusatlulnusadvnesudes Wuiwesazaunsn
Touldiangluguzgunsainmaduninadoulm lulnued Wonsatunisideulmais
Tu “wwnanesn” vouduiwes Wadiauaviaazgnuszananaiiviodnavenduwes iileth
fynonewinadluldenasdunsnssdulvan wu Sadvderieiuiindeyaniedyaaifiou
doyqaaniasu-@eavzgnuilulagldinstesnseuanuuuisduasdoudigrnstusiaduuy
nudames whdudavestadisUnuas Unilonauaussdedyayinen PIR lnenseaulvan
fidonsioagrunthduiavesiu fusfamansatuyanameluiiuiidriadidmuel faemii
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2.2.1.6 NMIDONLUUNANN N

)
-

JUT 2.8 mseenuuul@uesnTIRduNsdeul PIR

Tnevhluiduees PR asfndsoguuunnansisnifedigunsnidinnsetng
fsndudmiunsiennudygpuandidueesion lnevhluudredsenouimunarussqey
melusiFeu fsindilusumisiifuesannsonsouaquituiiifesnsnsaaould diFeu
ffnagdl “niheng” naraRnindanudunsnsaanmsariudianls whndnaslusauasionss
fuoaiu usndsuduisusaaansoiidundadueslsinmiiima iesnwaradnd
Tulusdladessddunsnsn widamanainiisanleniadtinguuantasy (u wuas sy 92
7) aguatauuesweadumes vilinalndeme wageraviliAndyaaifouiiianain nih
sstiamnsolfiiuinseaiiodiinarueneiuliogd s-14 llanuns ddlndiAssiuadsu
wssafiuyududeseanunnniian uenanissaunsolfidunalalnialédnde (gaud)

2.2.1.7 Msia
ansalgnalnuanenaiuiinlniandsnudunssasees lnaaauunuRn
WGuasle

2.2.1.8 \aud
iunanafneravaetugunatewdsniioTauna e uduns s lugudu
w3 uiazRsuABlaudTaLUA
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2.2.1.8.1 lauddasmnsaiuavas PIR

JUN 2.9 MiSauaTomsaduanuaioulmn PR nieudeawmhimsinszusnveulagusiaz
widsmduaudinsaua Infauasluitudiuduvesinlsdidnviniogiuan

JUN 2.10 chasaudum PIR whilu (nesgunsaldidnvselindesn) lneTuvasiiiauasye
BEUAUNET LIVBLARUAUAARLHN

UM 2.11 PR Minenrhasauiumiinesn wanwnuviwes wuwesinlsdiannin (@nasaiden)

2.2.1.9 n3g3n PIR
vsundntulagldnsganmisiluan wuunusdunigly iesiundsnu
dunlsuse lunsalldnszan dhaseunszannarainiaevilualifiiaudiusaiuandetugy
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2.2.1.9.1 PIR ¥1aN5£NLUIAIU

5U# 2.12 PID Mludmsuiinende/andludd Tonszanuusdiuneluivenisinia

‘

iy = P T AR
B SPREIT AP P ]

urignnengaNIloUARINTEINLUULUIEIY

=)

JUN 2.14 UK999s
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Ele-d6-re @
e T

AL

JUN 2.16 AundmewnmRsivudmnszaniefnny Wugesinlsdidnvnuanasie
AHGEGINIEE

2.2.1.10 sUuUUAuEs

¥
Y [

JUN 2.17 ipSesmsradurnundeulmnizuiuuduasdouiu anuenivesduandusmie
AnubveaeToswmTulufiameiy

nmstilia ilviyuneweunsowmafunateuguuuudiuas e
Toyuunagy (ou) Wuwes PIR wvaglilasundsnuisdle 9 uaznelsyudu o PIR azlisu
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wanudunsselulsnaiiduty msuenivaglfiasesmsaniuauaieulmansouen
woysEViaLasasin ey Tngiididaedeudls

Woyaraiiuanuumils @uas) ldBnyunis 1sowmsaduazaeaii
uarafirduadeulnidussey 9 ity dmalidyaduresivdounlategiesamss 8

9
< o P

svuudidnnseindeglifiodsdyaanfeudendedaln ssuudidnnseiindarlyauladoyg
fivBsuudasn 9

$1uau U919 MInszane wazeulwedsumanignivuslasiaud
LazN3zIN GAmmeNeueafuiteaaguuuuduasnuhimnzauiigadmiunsldau
usiazUseLnm

2.2.1.11 msldaussuulndnluli

dlelfidudruvilsvesszuulidesaing svuudidnnsedindlu PIR ffag
muaudiadluifiannsoadunsaiuliiimdnld Fammneanudt PR aunsadealhlely
fidonsdery PIR Wansramunisedoulmld 3ddnldluaniunisainarsuds fudedesiu
0190105 (WSnwanutasase) nieilenisldauess Wy msdaluuszguiidhuitels
anauaeluauin msldnudnduasamldluieniassuy FounTeueims
LUwIeANdY MuRu vieuinallafuiiannsouaulndeTuddls HideUszndandsny
18 isglrazdinamandoduluriniy waedldliduiudodalndossnainiiui

2.2.1.12 woundiadudumnuasnde
deldidudruviavesszuuinuianuvasass 1asdidnnsedndlu
PIR finagmuniiad vuimdn Sdlagvhmihiidousonsasiaiiumd dudalnihgnis
Adeudorulrudunanirdureaummuaudygruiurluglevilussuuagoonuuulinn
Lifinsiadeulm nihduiadiadazUnog Fadeninfiaduuy “Undita’ (NQ) mnmsaanunis
wioul SiadasUmaasiiiedsdyaoniioude ﬁamﬂmﬂleﬂﬁmmiﬁamm dyaaufeu
fefvzihnuguiy
2.2.1.13 M53AN9
ranuuzilinandndueiorasinss Tudletesiunsudafioud
Aemann (u msnsaadules AldldiAnangunsn)
wnuuziliaaga PIR Tudnued PR ldawnsn “ueadiu” aen
nnvthensld uifianuemeduresaddunsisafituianalrouasasnegrinunszanlll
fitfn wiundsiudauasdunsnsafiuse (du mnlunthsasudniouann) enavhlviduies
SunwAuRdawazilmiadygiafoudisianaiala qﬂﬂaﬁm?%aulmagjﬁﬂﬁﬁwaaﬂsmﬂ%
liign PID “upaiiiu” Fseradunaridmsumihsdivumthlumemnarihasisae vieduna
Fedwsunthaduainfunely

2auuz11IA5ARAT PIR Tusunusn deaszuieainie HVAC agwn
NSO UNS DL UAIUUNURINAARNNUANUNFA1909UIY UE191N1AETAINITUNTIE f1un
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N (UapanadudunsusalulSunauagunn) kaauAnaNILEIATEUNTIAINAa@RN1aYIN A
gauniveananainiudsuiUasauriliindygyraifeunianainle

Wugesinlasunisesnuuuinld “iine” dadidedutiu wu aly
w3 Tnan1sasanulaliau vsevinlrwdladniuiesasldeglulnia

\Weanniduies PIR dsvaznisviiaiugidn 10 weas (30 1n) Aatiuns
ANFILATDINTIIULNEIFALALILNANIWTN TN LINDF NS UM DINTANI TN AEINI LA FEUU
Snwnanulasaneild PIR daldanulantussuusneianulanndenigusnainisiazseuuin

Plasansiadaulm Tafeg1anisdmalanasanusi Favinliaiunsalenaaanunasoingla

2.2.1.14 weslufliwesuuumiunussezlnane PIR
finseonuuues PR liiagamgiivesingiiegslnaluisasdsnan

agldiendne PIR wuulifiinanuuansne dygraerdnnzgnuseliuanunisaauiiisuaing
$u IR vesamnswinanzivoanmaniiatn f1e358 nsfrgamniainszeslnadsdeutnousiug
wagusiugh vnliidinmsaeuidisuiuviavesianiingaia gunsaivesluiines PIR azaunso
fansiUasunlacuosnsuisd IR Taaenndesiunisivdsuutasuesgumniilagnss ull
anunsafnAgan)IfuviaIale
2.3 alwedeygyrae (Buzzer)

Buzzer Jugunsnidedynandestaenadu gunsal denaTesnalwiiwideiielsdidn
v3n (Gondu q Tuftele) nsldnuinllvesinwesuariues Wudgunsaludafeusadiaim
1995wz studunmsdeutdeyavedly wu nMsednundvisenisnawduiium

Use1n11999 Buzzer 1l 3 v¥8a Ap

2.3.1 IW#l3sna (Electromechanical)
sunsaflugausng Mszuulniliaiosnanuuideatunsgasiinlaglifdodlans
Twhusufenfidiadonadoudefiodanseualnil ivivihiidinisdaies Seilimihdudiads
Beafien (mihduiasrdadesdiag fnnudanemnldlnfiinszuaadu) ﬁam%ﬁqﬂnatﬁméﬁﬁ
gndnlitundsvdemanuiiolfifuunaiudes d1in “buzzer” mandsaumnus vee buzzer
svuuliiiaiasna

2.3.2 naln (Mechanical)
segtrwesilumeswasdnwasivunalndiug uazsndunedilasies Mmees
uq Guaaﬁ’ezjma%ﬂizLﬂwﬁﬁaﬂéwﬁz@
2.3.3 iglwdiannsn (Piezoelectric)
ssAUszneufieledidnnineragniuindeusne 19938idnnselnd uuuduvde
unas dynnondes duq Teduirdeusneiniesuenedsuiieludidnyindeeiiinl e seyind

1 ;Y

nsnadu lawn 1@eemdn @eenss vsedesdu
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2.4 \nuaisvudstonnunanaiin (HyperText Transfer Protocol; HTTP)

HTTP (Hypertext Transfer Protocol) t¥u Tuslanoaduneundiaduluyelusinnea
Suwmesilndmiusruuteyalaeoslifeuvunszaeuazsauiionu HTTP WWusingiuvesnis
doanstoyadmiu World Wide Web aionanslewedifind saufs lawesaadlugmineinsdu
q Aldannsadfdsognsiene wu lnensaansnd vielasnsuseniihaeluiuunives

HTTP 1 Ju TWslapeauuudwe-nsmeundululumalaaioud-#sviies gsnssususu
Wiolpaeunderuslugudsniies @SninesasneeunauausIAIUBLardInIsnaunaunauly
Falaalaus F995U18NISIANITAIVD LALDIALNSNEINTNFB9YD WU 1aNa1S HTML #3aiiann
By « Ale

Tuanunsalinluduusiwesinuthiduleaeudlaziud@sinesnleadiuladnia
I3 & A 1 :j & acs ¢ @ I3 6 o2 'Y} 1 Y v LY} 2
Auleiviseunnnindupie @5Wes uusmiwesilusiegavessiunugdly (UA) daunugld
Uszandu o laun genduasdnvhdvdnldlaedliuinisdum Guasedaes) wsiwesides
woundiaduiietio wazwendwisou 9 Mdnie 14 weuanuiloniiu

HTTP gnesnuuuniteaugslviosrUsznauesatIemnaansaUsulsavseUald
Numsdeansserilaaeuduazdsiines Auleanivsinunisldnugainlasuusslevian
ac & 2 a1 X acs ¢ v =~ o < I3 ¢
@399 WATLIUNALUDVILNUEI NI UUNDUITUUTINA MR UAUDY LIULUTTIYDIILUAT
m%’wmmﬁ‘uﬂLﬁwﬁadaumﬁwﬂuazﬁwnﬁuuﬂ%’sﬁmﬂﬁ%’aﬁﬁ'ﬂé’tﬂaaﬂﬂ%mmmﬂ%’mmﬂ%aﬂha

< a acfd I3 Q‘I = ] 1 'Y} o 4' o [
N5ONTITNLIBS HTTP 71 VoUW LASBUI8AIURIAILNSOSNUILANUELAINIUNNTHDEANTENSU
lpaeusilaiiegnimvuadumslalan lnsmsdieteanuludautsniesaeuen

dieeyaaliluua HTTP danans (WSendidsvlined uamidu wa=) vimihfivessuls dau
W1 HTTP uedu (wuludive/nsneuaues HTTP) azlasunisdanisuuuseuseseuluvg
fidusia HTTP 3ue agldsunisdnnisuuudumsdelatenis @annslaelaaoudduniauay
Fuidsinesidmmewity)

ninensuuIvazgnssysunialagiszynineinsuuvaina (URL) Tagldguuuy
Uniform Resource Identifier (URI) http uag https 1ae URI %Qmﬁﬁ'ﬁﬁaﬂﬂmﬂa%ﬁﬂfﬂu
w@NaNs HTML weaiaenanslaesinndieulyariu

2.5 nauaidsuudetannunanefifuuusiung (Hypertext Transfer Protocol Secure; HTTPS)

\nauTsudtenumanefifuuuiuae (Hypertext Transfer Protocol Secure; HTTPS)
AodIufpUNEYRIlUsInADALN YIS YUAITDANMA8TR (Hypertext Transfer Protocol;
HTTP) Bsldmaithsiaiionsieansiivaendesiiuniotononfines upwgnldodounivat
vudumeiiin laeluslaneairdetne HTTPS azgridhstaseinasisauiuamosduyuds
(Transport Layer Security; TLS) maﬂauwumﬂaLﬂmmﬁﬁuu%ﬂmmﬂaama (Secure Sockets
Layer; SSL) fhewmiiu Tuslaaeatiannsniiendaede HTTP over TLS w3 HTTP over SSL
Ienauriu

ussgslandnves HTTPS AemsBudumnuveaiulediidngs wagnisunilesninmdu
dusuazaraiysaivostoyafiuaniUdsuszrinemsivdstoya HTTPS Jestumslauduuy
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man-in-the-middle uagmaithsiaudonlumesiuvassiismdunisdomssgninslaaoud
Lazdsiies Metesiumsdoasanmsdniliuaznsasuntas Ussifumsigausauves
HTTPS Sdusisiyamaiianuiideoldasunsluluivsesndviaiadmnes idufinisdudums
il da10ge Famngeuihnmsdeusio HTTPS fiiunsiusesaugnieeteauysaiinag
wulflamzluuimsganssumstiseiuiivaesafouar szuuansaumavososdnsivaonfodug
vudadladiSuiibu Tl 2016 uauglneyaiswsuunudidnnsedind (Electronic Frontier
Foundation; EFF) snensaduayuaindnimuiiviusiwes ¥lAlusTmmeatunsvansann
Y w2018 Husiuan HTTPS gnldlaegldiiutesndt HTTP fuduiilivasnsts Tng
z*iauiwy'Lﬁaﬂm’]aammgﬂﬁawamﬁwﬁuuuﬁulsaﬁnﬂﬂizmw Sawimnulasaiuled uay
Snanuidudusnvesnsdoas masvysiau wagmvieaiuvesly

2.5.1 log53u

sULUY Uniform Resource Identifier (UR) 493 HTTPS fisuuuunisldaudimilon
fuffuguuuy HTTP ag1alsfinu HTTPS sradyanaliusiwedldtunsdrstaiuioves
SSL/TLS iileunilaansiudstonads SSL/TLS mngegrsBsdmiu HTTP ilesainanunsal
nstlestuldudinagiinansasouaugnieafissdufeiveansdoas lunsdiifegsnssy
HTTP vudumefidn Gulaealufiisndiinefuinduilédfunissusesaugndes (i

lpateudnsraeuluiuseswondsnies)
HTTPS a¥deansiivaondouuiaiedieiilivaonds ivieliulaléians
Jeafuiimnzananginilaaznislaufuuy man-in-the-middle Tnefiteulyindinsldynnis

9 o A o ac v A A
Wsvannzay waglususaadsnneslasunisnsiadaunasioiale

\1999n HTTPS waules HTTP visnuatniu TLS lnenssdanunsaisialusle
ABA HTTP Nuguyianuald F959089 URL 909A190 W1918nasnsauml @i uasani (3
% a v [y} 9, 1 < = a [~ 6 4 3 1 =
finagiiveyaszyimnuvely) agelsiany iWesniegivleduazranaaunesadudiumily
vodluslamea TCP/IP fiugnu HTTPS Fdlianunsaundeamatamedeyamanils lunefoa
mngANLIusuLAU@Ie SN Muareg19gndes danieiaiunsneyuiuied IP uay
NUNBLAINBSATOWIUITSVIIBS Laru1eASIenasIdedelauuy (WY www.example.org ualil

| A A PN Yo o A Y = a v A

aunsneuInudLIAeYed URL) NKldmasdeansme sutausunaudeyaiianslouuasseey
navesnsaeans uwregalsinulismialonvesnisdeans

Auusiee ‘if‘“%L%aﬁaﬁUI%ﬁ HTTPS aggnedaanngliuiniseanluiuses

a o

(Certificate Authority) fiassliaremiilugensiuag fasaiuiuniimesivlindadliuing
oonlufusedlunsesnluiusesiignaes fuiu glémadedensideuse HTTPS lugaiuludd
! & [ = & ! &
solailulumueulunmunssluil:
- JldweduingUnsalvesnu leadiusniwes wagismsdndausriwestulignyngn (nan7
Ao lufimslaudgnnaneiww)
- Jlfeduitvendursiusriwesldeu HTTPS laedregnaemiauduglvuiniseenty

Susesndnnslidrmthegagnees
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» flédoituliuinseenluiusessiusenamaivledfigniesmungunewintdu (nan
fio flviuimseenluiusesazliignuninuagliifinseenluiusesiianann)

- Aulwatlususesiignies emnsauilssumsasmunilaggliuinsiidediold

- lufusasszyivladlaegnagnsies (Wu dlawusiwesidnv https://example.com lu
Fusoailld¥uugniesdmiu example.com uagliilivomingsmuiu)

- flideiuinawesnisidstaveddusinnea (SSL/TLS) Slenulasnsieifismeannisanils

HTTPS fiaudnAtyetvdadainsoneilivasniuuaziasoingionannunsnues
o v 4 4 a v o 1w A
wistelivasade 1y yadeuse Wi-Fi @151y dulalendlimnaulueIevieviesiiu
= [ v v (] [ 1% £ o v A M vo [y & o
WweauausadnIuwiniauazaunuteyad Ay lilasunistesiulag HTTPS uenanil &
1 =) 1 & = a  a A 1 v Y & 3
WUTNATEUIY WLAN VnuunSuaziuuidsRuunisasstiglawnsnugamniniulaenisunsnuin
3 - 3 s o o o a v
Wnivauanslawanvamuesvuiulgdau msnsgiuiansagnilildlumaitialavans
T wu nsdadawrsaduntivuasnisluedeyadiuynnaveagly
Welideyaunduneanumsiihseianarumilanuarnsvluedeyadiuyanaved
£ [ [ < ¢ o = a o v a &
919505 NMslEszuUShwauUasnis HTTPS vwiulednmuadafiaudfyiauiniu
Few9 lngluddfslssinnueiniswensedumesilafildanu uwihdeyawaifeatuniniv
wiagnihidldidnguenalifienlianuazidendeu uiilethunsiuiuudd teyawnvaniiens
Uawedayaneaiuglalaun uaznsznuseanududiuivaagly
n15USUlY HTTPS Seougalvld HTTP/2 uay HTTP/3 (Wazjuneuntinegia
SPDY uaz QUIC) Falu HTTP westulmifieanuuuniiioanian vu1a wazALnuglunig
Iaantiniu

wardinsuuzt il HTTP Strict Transport Security (HSTS) $auffu HTTPS ite
Josiugldannslauduuy man-in-the-middle lngiannzagnads SSL stripping

2.5.2 Anudaeniy

audanaferes HTTPS ogfl TLS fugiu dvlaevhlaglddassnzuasis
duisrersniioaiAdisaduszesdu Gaasgninluldlumadhatanisivavesdeyaseuing
lawousduazidsnines Tufuses x.509 grlfifedudusauveadiined wasuieaianuds
leaiausisne) dowmtl Gliiniseenlususeuarluiusesidamngdsidusonimiaaey
puduiussrindluiuseaasidves TIudan1sasie amwnu uazquarugnaesedlususes
wiAstenaiivsgloninnnimnsaeusnuriueietefidedeld winslawedeya
maihseYedoyadunuannlul) 2013 IElmiudsgliuinseenlususerindugnseuiionni
1ugnslaufuy man-in-the-middle AaantATidAy LU LR LEULIUAND (Forward
Secrecy) B93utszruinsaeansiiihsarituiinliluednesiaunsarstoyanazaensiald
ynAdduvidesiaiuszozengnyngnlusuan lilinniudsnnesfazdszuuamuduiuy

daie
ik HTTPS fusgAnsnin duledasdoslaadtinu HTTPS Havun mniiem
vsdruvesuledgninaniiu HTTP (9u an3uduiogunw) wiomnluanianizniifil
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uDU 9 v UlYANIU HTTP 555101

[

ToyaaviBynsou WU ntdIdsEuy HIW HTTPS vaueiid
1 annuudulednisurng HTTPS zdoadn

dldazidsaionisgnlanduaznisulisyds uenanil an

q
s Y

Tdnunenn3tod secure Twivladniidoyaazidunsou Jlduaswatuazgnilamennasaiig
faaulasiuing HTTP unuiazdu HTTPS

2.5.3 5198108 naAia

2.5.3.1 ANULANANNAIN HTTP
URL WUU HTTPS 15ususg “https://” wagliwesn 443 auansusu
Tuvaue? URL WUy HTTP 3ususme “http://” wagldweass 80 mumAsuay

HTTP Tailédswa Feflanudessanislaufiuuu man-in-the-middle
wagmsinilsdaoraviiliglanfannsadfedyivlsduasdoyaddy uazuiluvdivie
unsnifausudelawanls HTTPS le%uniseanuuusnlsmumusienislauiiussnnd uasiod
Uaondy (niunisléan HTTPS 7il4 SsL nestuiidnasie)

2.5.3.2 Fuipsenne
HTTP vhaufiateesgeanvesluina TCP/IP Jufsiaiesieunaiadu
wuieaduluslareanulasade TLS @vhauduawestesiisnivevawasifeiu
) Fadsadaniu HTTP Aeuds uazaensiailedaninuunds Tnawassnsauds HTTPS laly
Tslanealwifinenaniu winnedansld HTTP shluuumsidousis SSL/TLS fidnsia (u
druseveeain HTTP egnsiinanludnesiu)

HTTPS hsvialiiomdoauianun Taudsdausia HTTP uasdoyadue
/mameundu snifunislaufsenisdnsia CCA fenaintunuiieuieludiudedinsu
a3 flandmsazanansannanumsideuseseuitsassingldinniian sanfedelanuuasiiog
P owheiiude

2.5.3.3 Myfarni@sines
iewduiudfnesliveniunisidonsio HTTPS fouaszuudedaing
TususesAdassuzdmiuiuginines lufusesddedéiunisamwmnilasgeenluiusosil
Woelditeliiuiusriwesvensulnglifinsuduieou foonlususesaziuserigisluiuses

A Yo a & as sa o 1y & & I3 s s ] 2
?]E]E\\IJWTLUUW]?UENLUUL%ﬁV\IL']@ﬁV]u"]Lﬁu@IU?U?@Quu IﬂﬁJV]'ﬂUnULUﬁTﬂL%EﬁQ%LNEJLLW?T‘]EJSUEJI‘U

Susaansasuuvesgeenluiuseanane elianinsansiaaeuluiusesiiasuulaggoenly
Suseumaniiule

2.5.3.3.1 Msueluiuses
ﬁ@”[ﬁu%miaaﬂﬁlu%’maqL%qwm%éf\i’wmwﬁmﬁLauaiu%’mm
SSL/TLS wuuthszRunaauszian 1uislususein1snsiageuseie
Let’s Encrypt Wadaluiieaumwieu 2559 Tnusnslususes
SSL/TLS Mugtuuwuudalud@nuniiules yadd Electronic Frontier Foundation s#131
Let’s Encrypt agsilvnsiudguain HTTP (u HTTPS “demeifissudoonddavizondniy”
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Hagtugliusnmsdiuleaduazgluinsranddiinglliuseloniann Let’s Encrypt Litewey
Tususeansviugnan
2.5.3.3.2 I dun1smuaunisidnds

szuviifsannsolddmiunsnmagevanilaadudifiedita
madfadudsinefamedldilasuaygaintu Tunsduiiunsd fauassuudulasings
afdluiusesdmivdliusazane Jefldazinanluiusosastuunives lnsunilususesasi
Youaziiegdluavesilifilaiueynyn wazargnnsnaeulaedimioslaesaluimluusiaznns
Heustaiedususnuvesdld dsenaluidnusedldararusesn

'
aa [

2.5.3.3.3 lupsalnadaugnunin

o w

AasanURnd Ayl uuTunliAe M siaL uudssiaNauy saluuy

v Y
a6 o % =

(PFS) msfiRgduuuveauinasszozedlafmiildaasat HTTPS liaevinlinasld
ndeRdiaduszerduilononsianisaunuvildiety wilunendafinnn 1wl 2013 fifes
n3uanildeudd Difie-Hellman (DHE) uagnisuanildsufd Difie-Hellman wuuldulds
295 (ECDHE) Lﬁwﬁuﬁmiwiwﬁﬂmauﬁaﬁiuﬂ 2013 fLie9 30% Vogatu Firefox, Opera
uag Chromium Browser winiufildnmuautil wagitou 0% veswatu Safari waz Microsoft
Internet Explorer 104 Apple ﬁlﬁﬁﬂmamﬂ’aﬁ TLS 1.3 ameunshudoudanau 2018 Téonidn
nsatiuayunssawuuliinshsiaLuUEsse o ieunuAus w.A. 2562 LIud@sries
7181979 96.6% 3933UMTINWIMNLFULUY Forward Tuguuvulaguuuunils uay 52.1% ag
T¥n1s§nwimuduLUY Forward Auusriwesdilng ad ihounsngiau w.e. 2566 LIULT59
ne3Tid1TI1 99.6% T093UMTINMIALEULUY Forward Tuguuutlasuuuumis uag 75.2%

221195 9IAMUAULUY Forward Autustilwesaiulnegy

2.5.3.3.3.1 msiiinaeuluiuses

Tufusesenagnifinaeuneununegls 19 1ilesan
mwdvvesAdduiagnaziiia winiwesuoniouesdudilvaineidu Firefox Opera uag
Internet Explorer Ul Windows Vista 214 Online Certificate Status Protocol (OCSP) i
pauilidudutu wiiwesesdmmnoiav@idsavedluusedludajoonluiusevier
WY OCSP uageanlususesaznaundu tnsudsliusriwesnsuiluusesdnddlieg
vi3elal uenanil CA o19oeNTIBNSLAnnaulUTUTEs (Certificate Revocation List; CRL) iie
wdsligldvmuiilususoavanignifinneunda egnalsfiny CRL ludndudmiuneu ca/
Browser (“Wa$u CA/Browser” flananifieatdns) Bnseld egnslsiniu CA dandld CRL fueed
wwsvane anuzmsiinaeudulnguudumesidasgmelululidmdminluiusemuneny

2.5.3.4 Ya31fin
A191915Wa SSL (Secure Sockets Layer) wag TLS (Transport Layer
Security) @unsamuusaalagedlvun laun Juuasssuaiiazluua Mutual Tuluuasssuan
mansaeudvsassuiunsian@innesivihtu Tnin Mutual savusligldesiaiiluiuses
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lpaduddnymaraluivusiwesiionisnsavaevansdly lddlunsdla seaunisleaduay

¥

YUBHNUAINNONADIVDINIS MUY NALISLAL D ANDINUNTINT AN 1Y

Y

&

sSL/TLS lidesunisdmviavdvesivladlneiuasedaes wazluung
nsal URI ﬁuaw%"wmﬂﬁiL%ﬂﬁﬁammmaumuléimsJﬂwwmwmmﬁwa/msmauauaqﬁgﬂ
afmruviniy 3%5%'3ﬂiﬁ;ﬁamﬁmmmL%’Wﬁa%’ammaﬁmm (HemAsinilaNefoas say)
wagdenuiiinsia (Hemasiineidudista) vildansalaudsenisidstals

{esann TLS vhawdisgduldsianeaiisnniy HTTP waglifiauifen
fuldslameaseiugandn \@5wnes TLS Jsanunsauanduiusestiifiesluiedmivioguay
wosafitmuawiniy Tuefe dunneauilianmsalénsleadiaiounuudadetiu HTTPS
1 flwgduii3end Server Name Indication (SNI) dedstoleasilugugsnasiowdntanis
Wewsle uiiusriwesfuiiaglisesiudrmensifnu n1ssesiu SN HlAlFnusaus Firefox
2, Opera 8, Apple Safari 2.1, Google Chrome 6 WLa¢ Internet Explorer 7 uu Windows Vista

n5laufluy man-in-the-middle Adudoutszinnnileiizonin st
stripping gnitauslunuysyyy Blackhat Conference U 2009 nslauddszanidvihaneny
Uaeaseves HTTPS Tnensideudsrd https: Iiduded http: Tnelduselevianndaiitensad
MgldBumedidnifiedlifauiiuiifud “https” adudumesineusives winiwdaudng
Julwdvasadeldlneniseandsr uazgnvaenlianindddld HTTPS Tuvaefiasen wids
14 HTTP {lawdTedeansiiulaaidudosnadmau AsiinseduliAnnisiauasmsiuiiolu
HTTP 733 HTTP Strict Transport Security

HTTPS ls¥unsfigauiudrindmuidesionislaudinesinsmilanain
vaneguuuy Mslaniiinsesimamiiinidunislasfuuy Side-Channel Ussiammileiondonis
Wasuuasnauazsuavemmiiniitesyuauantivemswiinfidrsia n1siinsie
yymindululdidosnnnisdeia sSLTLS wlsuaniomvemsmiin uifnanssnutios
1INFBVLIALAL TZELIADMIMAN TuRoungunial 2553 1uidelaeinidsain Microsoft
Research Wag Indiana University dunuindeyaglifiazidonseulasazidenaiunsaeyuny
Igandesmmesudng wu vwewinde dn3denuiudazinisdesiu HTTPS Tuneundiatu
duduhiiidedemaesaludumsguaguamm m8 msasmu wagnsfumniiu widueuils
annsaeyrnulsa/gy/msidinvely Melevesnseunts wazanudulunisamula

anuasefiinivlesadelmidnlng siuds Google, Yahoo! uag Amazon
1% HTTPS V‘iﬂﬁlﬁ@ﬂzyméim%’wﬁ%ﬁim'gumﬂﬁwmmmiﬂﬁqa;m%amg Wi-Fi @150y 1los
Nnnnthiingszuugaidense Wi-Fi veswesiauuuuaUinlsiansnsaluanlémngldweeuide
n$wens HTTPS uaziulasvansunis 1w NeverssL fuussiuindiuledinanduavannsad
falerinu HTTP Lawe
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2.6 INUNI5AMUNUAIVRITUVUES (Transport Layer Security; TLS)
\nauaIsANuuAaItuYLEs (Transport Layer Security; TLS) Wuluslnaoanisitngsia
ARonLUuLLLNaSNYIANUaDASUN1TARaNSULLAT YU ADLR MRS IUD e sIdnlUsInADa

[
=

tgnldegraunsvanglukeuniindusieudwanisdstonnuldneuluuriuiiuazusnisides
A IP usinisldanuiiednwanuvasnsds HTTPS SwmaluiilUamesoasisazanniign

slnaoa TLS Hinqusrasdndniiiednwianaasnds sufsenududiui (anu
au) AnUaNYIAl wazANgnded HunsiimMsdTiay nsldluiusesseninaweundiadu
poufimeiiidemstudusaooundinduiull TsTaeoatvhaulumeeinmsdnausuas
Usenaudneaestu lun sudeu TLS uazluslanea TLS handshake

Datagram Transport Layer Security (DTLS) duduluslnnsanisdoansiiientosedig
Tnd3nueuruvasndeliiiu ueundieduild amdunsulunudeumanaia Snnunsends
f¢ “O)TLS” leldiuianainsdu

TLS L‘fﬁJummgmﬁié’%JUmﬁLauaImsJ Internet Engineering Task Force (IETF) @arfmunia
pdausnlull 1999 uaznesiuilagtuie TLS 1.3 Sesmustuludioudanay 2018 TLS adeiu
970 YornuA SSL (Secure Sockets Layer) flasessusnaely (1994, 1995, 1996) Fuiaunlng
Netscape Communications Wadiuluslapea HTTPS adluduusriwes Netscape Navigator

2.6.1 A9FU1Y
\osannueundinduanunsadoanslétauuiivialdil TLS (ve SsU) Fesulu
Alpateudazdoieuelidimnedsinisidouse TLS niduisuanlunsvauiaenisld
vinglarnesn du dwiunisidouse TLS Tagviluuda nedn 80 azlddmiu nssudidoua
HTTP Alailsidnssia Tuvzinesn 443 1Sunesamluilddmiu mssudadoya HTTPS 7
Whswa Snnalnuilsiienisadierive STARTTLS wnzluslamealufaudsniesiieaduns
Fousou TLS fegratu Weldluslnreadwauazgniansuisogng

dlolaatouduazidiinefanasiazld TLS udh wanwaziasan madeuse wuy
faonuglaglidunounisiuile (gnisduile TLS) Wilnrealdnisduiledusianuuomnnesile
fuasmadisidldifsainty widsudRdilihutuanizwaty fansdemsdelay
gnuihsalagldsiauuuamnslussnimsduiled leaeuduazidfinesazanastuieat
wiimedingg Aldaiunniasndsveinsdeuse:
- metuiesusuilelaaeudioudeuidimnesilaldnu TLS evemadeudeiivase
fouaglaaeuduanssenisynsiansesiu (sauazilaiduney)
- 2N98N15E BN fanidenitsitusianasusuiisesiu uazuddlilaaiouinsuis
nsinaula
- Tnounduduasninesarseysmilusuuuuredluiusesiiavialufusesdseneusnededsm
nesilusnsesnlususes (CA) fideiioldisiusesmugniasaslususes uazddnsid
AT 1TEVOUTINIRS
- anAReguduaugnaBIadluTuTeInauALiuNSHe
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- lunmsassrdeatuilidmsunsdeudeiiuaensde Taateudazdasindsd:

o WsWafnavgy (PreMasterSecret) AeAgans1ssudsHII0TUAYdINaTNT LU
Fadsnines @uamzdsineshiuiivvannsnnensiadefdaius) anduisaos
dheldfiavduiloafdwatuanzdmiunmadisiawaznensiadeyalusning
watulunenamse

o T¥nsuaniUasudd Diffie-Hellman (W3e3Uuuy DH MuidulAnsd) iloaiedd
LsnaéffuLmua'uLLaziaisz?ywﬁuasmﬂaamﬁaéfm%’umﬁL%’ﬂiﬁauavaamﬁa Baflanuauta
udveanisunlanuudse - mﬂﬂamumﬂuaqmiwnaiamﬂmmﬂuamﬂm gl
mmifﬂm&mwwaaammwaﬂuuﬁﬁmuﬂm wiatuiuaggninduuastuiiniag
yanaTianfin

nstdiunstiasAuganmsiuiiouasiiunadeudeiiuaondedaazgridnaaua
nensambAfiwatuauninsdeusovrdugnamniuneulatunounilisiudumainis
Fuile TLS avdummuazmadeusaaylignadialu

TLS wae SsL lianunsadansldegsasiluawelaaweiviwouuuiians
Osl ieuuudians TCP/IP TLS vhau “vuluslanoanisvudsiidetiold (1wu TCP)” Faving
mnuifusginieiasasnisvudsiuviminidhsaliiuiaeesiigini dadaeundndndy
wihveaawesmmiiaussgislsinm Taeluueundieduayld TLS wileutuiduaiweins
yudus e Unalduild TLS agdesmuaunsFusunisiulle TLS wagnsdnnislufuses
nsaTRaeUAvETLanUdBufY

deldsumssnuanudasndelag TLS madessesznitalaaieud (Wu 1iu
WIIge3) Laz@ines (1w wikipedia.org) %ﬁ@ﬁuamﬁ’@ﬁwmé’wialﬂﬂf

- maWesiodunuudui (Eefinnudy) e fnnsld SanesiuAduuuannaslums
dhsadoyatids Addmiumadisfauuuamnestazgnaistustsanziangasdmsiy
wiaznsLTeNsio wagdananuduimiesndulfilledudueaty \inesuasladus
wesNTwanBenRnfusaneifunmsdnstauaAdnsidsianesldieuniardsdoyalus
usn (pFuans) Mansaamuduiiuialasnde (Pruduiinsanduliayldanmsodn
faldlaedanilanaglianmsaldsu uwiudaeglauffiniiesegasinarsnmadeuse) uay
odels (ifflaudaulaanunsauflunisdeassgninimsesanlaglignasany)

- MsBudusnuvesheidomsaunsodudulilagldnmathefasmeAdaissagnisiudu
snudsndudmiudiinefussfumadendmiulaaious

. m3Wesiefirnidedie (Welimuanysal) ilesanderuusasdernuiidsesnayil
nsmsaseuANIaNysaivestonslaelfsiaduiudornuiletesiumsgymenienis
Wasuulasdeyadilignasanussrinsnsdedoya

o

TLS 599503 sAvaInratgd s unIswantUasudd n1ssiadeua way
d

Y
= ¥

N139TIIABUAIINYNABIVEITOAIY FITU N15AMUAAT TLS a81eUaendedauneideiv
wiwesiidmvuaailauinung wazdudenvmualdladnaauAnierdesiuamududu
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manuanesuglilusienisauuu (@ansieeuaN nsuaniudeudd aAnulasndevains
WnsTiakarANaNYSHivetlaya)

fnsngnemtewhansudusuaaasadelunisdeasi TLS miazieu
1 uarluslameaillasumautlavansasadiodanistusoanaudiuaudaondemand n
i iigesliusuusmansurivesmududisuanietlestuansousumiulaon s
flonaiRntundsndunugneumant (AUszIRMsaiuayu TLS/SSL vosiuiusiies) Ay
Unonsierauaiuasnsuudinimunsy

Datagram Transport Layer Security #sei3angaq 31 DTLS (Julusinnoanns
doans MiAeatesdslianulasadoun wounainduily Datagram lngouanaliueunaiady
doansludnuazfioanuuuniietostunisdniie nisUasuuvamionistasuutasdoniny
Wslmpoa DTLS 19 Tuslamea Transport Layer Security (TLS) #ivtiu nsansuLasiynUseae
iielimssuussiunnulasnsieiindrendety sgnslsinu Wslanoadunnsian TLS sl
annsaldnusiuiuluslaneaiiiu Datagram d@ulugy Iéiun User Datagram Protocol (UDP),
Datagram Congestion Control Protocol (DCCP), Control And Provisioning of Wireless
Access Points (CAPWAP), Stream Control Transmission Protocol (SCTP) encapsulation

ez Secure Real-time Transport Protocol (SRTP)

demnemunsuvedusianea DTLS Shwanamnevesnsvuasiugly uey
wanduisliszaudymeanuardiieadestulusinneaaniy sgnslsinnug weundindusias
Fan1sfiunisiSesdduuiinifelu msgymevesamunsy uwazdeyaiflvualuanituue
voaufinifinedetng waunsu 1esa1n DTLS 14 UDP w3e SCTP uwnu TCP Swmdnidesdlym
TCP aundlothluldashaglusd veN

DTLS 195t 1.0 atusufulud 2006 lildenasuvuaunusolau usld¥uns
fvualidugaiaadnves TLS 1.1 viusufeadiu DTLS neddu 2012 Anmmnignmunals
Jueadnves TLS 1.2 Taglefumneiaunoituves DTLS 1.2 wislinssiuneidu TLS gavie
DTLS 1.3 Y 2022 Aignfimualmlunadives TLS 1.3 wwderduasaiesdunount DTLS
1.3 fnguszasiitelsh “nsfuussiuanuvasasefiieusin [Fu TLS 1.3] snifunistestu
fndy/mslianunsnidugnls”

laatoud VPN §1u3uu1nsIude Cisco AnyConnect & InterCloud Fabric,
OpenConnect, ’eﬂ,mﬁ ZScaler, F5 Networks Edge VPN Client wae Citrix Systems NetScaler
14 DTLS iiodnweutasnfonisiudsteya UDP uenaint duium iwesaselmifammnd
5893V DTLS-SRTP d1%5U WebRTC

2.6.2 X.509 (gUuuulususes TLS/SSL)

Tumsudhsia x 509 1usasguvesanaminsauuAsEniteUszme (ITU) 7
nuagluuwredluiusesddgarsisarluiuses X.509 gnldluluslaneadumesidaununesiy
fla TLS/SSL @aduitugiues HTTPS TusTareatiuaensfudmiuniseaiu uonaindesldly
woundindusenlatidu ave 1udidnnsednd Tufuses X.509 Wenleadoyauszsfiuad
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arsnsauzlagldaneiduddvia lufusesseneumedeyaUszdnn (Yelaadesrns vseyana)
wazAdansnsnig (RSA, DSA, ECDSA, ed25519 1ludiv) Fasunuleedeanlususaaseauny
menued Wislususeslasunisaswulaggeanlususesiiveiolivsor1un139TI9d0UAIY
gnABImeIsau Fielususesiuaunsaldfdasisugniiegieasninisdeansinvasndeiu
UAARDU VITONTINHOUAIUDNABIVDLENANTTIANNLFARVIAMIY Adduiiigtadle

X.509 fafmuasienisiiinaeuluiusesdaduisnisuandiedeyaieiuluiuses
nhedlignaadaegiidnuiaan aaenaudanesiunsnyaaeudunansiusesdsgielly
Susadlasumsannulagluuses CA fnans Fdlususesantiaglasunmsasuulagluiuses
& ] = = oA A =
auq solUauluinegnnivedalalunan

X.509 gnivualag “Standardization Sector” @4 ITU (SG17 va4 ITU-T) lu
ITU-T Study Group 17 LLasﬁﬁugmmmﬂ Abstract Syntax Notation One (ASN.1) Fadu

= =

WnsgIuBnUsen1Inileved ITU-T

2.6.2.1 lns9as1ava9lusuIes
lassasreiimualilasuinsgiuasuansegluniwinienisisendi
Abstract Syntax Notation One (ASN.1)
Tasaasavedlususeanava X.509 v3 feai:
« TusSuses
o NUNYLAVIDITUY
o MUYLAVTLIYD
o adanasiuatedy
A v
o ¥orjean
o STUTLIA U
n linau
n laindeanniu
A A
O YaLIvN
1) a6 &
SR GHLLLG R PRI ONERN
® 9aN83NUAANSISOUY
§a1571500EV00T0e aUsEILoeN (Muden) saUsEdfameiTes (M
@en) @8y (naden)

5
=1
m A
[ a = I3 [
o danasiuatgulususes
o aedulususes

Handruvene (618) azfudduresdiuvenelususesednatosnils
318013 wiavdruvpeiisiaUszadianizvesiies Jaanududiszying (0ID) Faduye
AmFauiuteuwiddgyrIalidify ssuunldlususesdesuiaslususosmnnuadiuvenei
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dAynliITnvsediureendAgyddiveyanliannsausznanale duveenlidrAyenagn

avdumnlid3dn urazseslasunisussinananidnadvensluiuses
lassasnaveaniestu 1 deg Tu RFC 1422

sUnuungluvosiiszyamzvesinouniuazisosfiszylilu X520 1o
3nmedfuuzih Ussionuesmidaiidon

ITU-T Iihdassyianigvasgeannanninduasyanauildlunesdu 2
dieounnelihderosnudnninduioyaanuldsilévimnszesnamil fogamieanms
thndunlddnfeidlo CA duazansuastognavsenainmedeassmeossena namniy
CA Buifieifeniuoraameidoudaiesld uifinagliifedestu CA usnfinu egrslsfanm
ETF wugthitlimmindedoonvdnminduazyanaulisn dunfunesiu 2 Fedthiunmanely
Bumosiin

druvenglizunisuugihlunesdu 3 CA annsaldduveeiossnly
Susedldiamzdmiugausrasdians (gu dusumsasnluingAdva wihdu)

v o

lunniestunuieaedisuasssesligiudmsuluiuseusiazluiioan
Ing CA w1 (faiinandalu RFC 5280)

2.6.2.2 wuanalwaluiuses
uanalilafldiuiludmiuluuses X.509 fvaneUssiamunanalid
wanigdlddmiudeyadu o Wy Addudse

. pem - @Ewadidnnseindfiiiurududrusa) Tufuses DER 7idnswa Base64 wuu
FENIN —— BEGIN CERTIFICATE--—- WaY - END CERTIFICATE-----

« cer, crt, der - TagunAazegluguuuuluud DER uslufusesiidnsia Basesa fduFos
Unilguriu (g .pem A1uUw)

- 08, .p8e, .pk8 - Adduidseenamiiszylilu PKCS#8 anvegluguiuy DER vio PEM
fiususg —-—BEGIN PRIVATE KEY-— Adfiii1siaasiususig ~——BEGIN ENCRYPTED
PRIVATE KEY-— uaze1afl .p8e tuunuanalna

« p10, .csr - PKCS#10 1udveasuluduses (CSR) Tusuuuy PEM Jugudney ——
BEGIN CERTIFICATE REQUEST-— wuuwesuimaniasrstuitedslugaeantuiuses (CA)
wuulesuUseneusieTeazidunddyvedluiusesiifose wu Jeasiey (/ON), WiTes,
036ns, 53, Useina TudsRdassnzvaduiusesivoamsliasuny Adwadagldsuns
asunalay CA waglufusesasgndandudu lufusesiidsdudeluiuses ansnsns (Bedid
as1suzualiifAdains) Tesluuseansannsaegluguuuuing lsvareguuuy us
Tneunfazidu p7r

- .p7r - FIABU 983 PKCS#T sio CSR Usznaudsludusesfifisasuny uwaslususesues
CA 13

. pTs - MeduRdva PKCS#T anadildviodennufiasuiuduatu 14y S/MIME dusu
nsasuludianmunalily RFC 2311
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« .p7m — PKCS#7 (SignedData, EnvelopedData) 18A213 14U TWaTd597a (“enveloped”)
U9ANU WIDIANLIBBLLE MIME Amualilu RFC 2311
- p7c - 153574 SignedData WUU “certs-only” wed PKCS#7 fidonad lngliifivoyalag
Tviasun muualilu RFC 2311
« p7b - In3sa$a SignedData o PKCS#7 Aliiideya Miftvslususesiuutuifavie CRL
(ideerAniu) uslaifigaus 195Uiuu DER vido BER uie PEM fiusiusne - BEGIN
PKCS 7 gULUU#l Windows dmsunsuanivdeuluiuses sesiulae Java udsinld
wwana keystore wny aumnaearnluiusesuuy pem sunuuisAmualidmiu
n3nuluusesdun1aNITsUTes
. p12, pfx, .pkcs12 - PKCS#12 o1aiilususes (a1519ag) wazAddusi (Uasiuniusia
) Tulawsien .pfx - Personal Information eXchange PFX ‘?I’!GL‘dUui:udaumm PKCS#12
(IneUnfvgiidoyalusuuuy PKCS#12 1wy Tid PFX flasislu 11S)
. crl - emsiiinaevluiuses (CRL mhsnuiieenlususesszdmmenmsiarituile
Tdlunsiinaeuluusesnauvuneny
PKCS#7 Wunnasgiudmiunisasunuvserdnsiadeya (Senagiudu
119M1537 “enveloping”) ilesandndudeddiluusesilonnaaeudoyaiasuiuidiis
anunsaulususesilulaseadng SignedData 16

2.6.3 X.690 (M349159%& DER)
X.690 18U 1esgIu ITU-T ﬁssqgmwumﬂ%sﬁa ASN.1 nanaguuuy:

- AgnsdhsaiugIu (BER)

« NYNIUTERUY Canonical (CER)

. ngmssiaRlamsiu (DER)
nnn1sdhsaiugIu (BER) Aengduduiingilasanasgiu ASN.1 dmunisidrsiatoualy
sUnuUlug nguianil Fadensamfuithensainisdieleulunm ASNL fnusdnuden
win (s 8 Om) Adlumsidrsviadeya

I@ﬂimmuﬁiﬁﬂﬁmaﬂugﬂLmumﬁvﬁﬁﬁa DER % DER (Distinguished Encoding
Rules) 18u BER uuuddnguuuuwilsdmiunsaiisheinsainmsaeloudeyaiidmaudmsu
Tassasadoyaiiosuelag ASN.1 wwideaiu CER nsithsvia DER Ferdunsidsvia BER fign
#i94 DER wiilouifu BER lnedaiaidenvesidsoantinun sniududenifie:

DER 1Hudutionves BER Mlyiisnsidnsitadn ASN.1 1fies38ifie DER Hl3dwmsu
anumsaifidndusestinsdrsiaans wu lunmathsiadunasdelihlailasaiudeya
fsndufesfimauuddvaaradunsuansuveynsuitlidniu DER foifusuuuumnsgu
94 BER fogatulu BER Arydu true annsadhsafualudilalldgud 255 a1 luvaii
DER i35MsiinsiaAyau true Wieeisiie
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'
v A

fodriansitnsvia DER Nddnyiande:
1. mathsiamnunazdeddsuuuuiuiuen

« uananil awdedldmadheiaitanuenduiigaiiiandully
2. Tnawia Seniinanss uazariednuseiisifndeddmadrsfanuudadu
3. 9IAUTLNOUVRIYARLYNIINIHARNUAIAUN TS BISIFUALAITN

DER gnldiuagrsunsvargdmsulususes adviaiu X.509

2.6.4 OpenSSL

OpenssL Aelaus3zenduirsdmsuuoundinduiilinisdoarsivasaseni
\w3ednneufinnesiesdunisfnilsuazszyfiyanaiieguaienis Opensst galdagn
unsuanglui@sninesdumesiinsiuiaiulad HTTPS d@ulug OpenSsL Usgnaumsnisii
Wslapea SSL way TLS WlFnunuulemugesalausindniidewshaniw C vwthiidhswa
%’auﬂaﬁugmLLagﬁﬁaﬁsﬁuqﬁéﬁﬁmqmmma flusties (Wrappen) figaeldanusaldlauss
OpenSsL Tunwmsuiumeslanainualsn1w

yafiswensuas OpenssL (OSF) iudunuveslaseinis OpenssL Tuvaulaanig
nnmaneailug) Fesudsonnasdninisldnudmiuiatuayunisdnnisnisiae wasdy
qU3IN1sTENALIS OpenSSL (0SS) dudusunuveslasans OpenssL dunsudyaativayu
aneng

OpensSSL wiauldauduniussuulfuinisussnn Unix dwlue (59389 Linux,
macOS wag BSD ), Microsoft Windows ez OpenVMS

OpensSSL 5835usana3fiunsdisiariuansafiusiuumi:

W8 AES, Blowfish, Camellia, ChaCha20, Poly1305, SEED, CAST-128, DES, IDEA, RC2, RC4,
RC5, Triple DES, GOST 28147-89, SM4

Wenduwasn1sdnsa: MD5, MDA, MD2, SHA-1, SHA-2, SHA-3, RIPEMD-160, MDC-2, GOST
R 34.11-94, BLAKE2, 1974, SM3

nMIdsEdeAgaNs150E: RSA, DSA, MsuaniUasude Diffie-Hellman, 1dUTASS, X25519,
Ed25519, X448, Ed448, GOST R 34.10-2001, SM2

(MsunUauvvanysaluvulasunmsatvayulagldidulanss Diffie-Hellman Aausiviesdu 1.0)

2.7 mAeasaulng (Near-field communication; NFC)

msdoasuuulndauny (NFO) Aeyaluslnreanisdeasiivinlianunsndeanssening
gUnsnidinvsedindanuniadluszerna 4 wu. (1} §2) wietiosndn NFC diauenisidousie
AnuSwHunsRfihenednnsolidmiunsynawnsuveansideusiel faeiiannse
THorwlfduiefumalladnisaszerlnddug NFC ftugrunanmsdeuseuuumienth
sewivaaauimanlniaesduuugUnsaiiisesdu NFC wuaunivlnunisdoas NFC Tu
fiamademieriaesfimmildanud 13.56 MHz Tughuanuiing 1M Aliiluounyn 94
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[y

fuilan aeprdeaiuiinsgIusumesiiense1nia ISO/IEC 18000-3 N8ns1TaUARILA 106

=

04 848 AlaUn/AuUN

Wosu NFC lagremvunuazduasumalulaglaemyuauinsgiudmiunisiusenis
U URnnuderimunvesgunsninisdeasivasndeaiunsarilalagldtunauisnisinsiay
Wenduildiuinsasinuwazmneswnunaeidmsunsiansanlnduesoteiiuiduyana

2.7.1 11957511 NFC

1msgIu NFC aseunauluslaneanisdoasuazguuuunsuaniUasudoua uaz
SemuaAsgIUANTIEYFAAUANEINY (RFID) Aifleg 5aufs ISO/IEC 14443 uag FeliCa
mmgmmd’]ﬁ/ﬁwﬁa ISO/IEC 18092 LLazmmgmﬁﬁmu@Ima NFC Forum uanann NFC
Forum uaangu GSMA delafmmuaunannesudiniunisusulduinsgiu NFC vae GSMA
nmelulnsAniileiio Anune 1811989 GSMA Lan Trusted Services Manager, Single Wire
Protocol, Msnadey/mIfuses uavesdusznounuUasadugunsainnmideldau NFC
annsonndeufugenduasueundiaduy tes uuiindidnnseindvethszuiloilouse
fuszuuiisessu NFC Aunaniifunmsgiuvediuslanea NFC wuilweluladiunssudns
fdluszuunounthil

IUsLmimaummaw%ﬁm% nsd MU NFC Maseysy $917119015009Ulae France

¥
%

Brevets GzNLﬂuﬂawuawﬁummmmmﬂuﬂ 2011 T:LJiLmsmuagizmwmswwmim Via
Licensing Corporation Faduusdvanudaszves Dolby Laboratories LLazqaaﬂuLaaquw

A1AY 2012 Tausis NFC wuulatnueasanardasemaunaniasy libnfc dlrusnisaielaly
ARSI ULUURBUUT YRS GNU

LLaiJwameﬂawuLLa ‘mmmw mluaumm lmm ganssuuuuliduda n1s
LLamiJastuam LAEMSRIANNNSAeaNSIFUToUINNTY WU Wi-Fi e ﬁjuuaﬂmﬂumaaﬂﬂsm
mszjamaLmawuwmswamaaumasLumaﬂLmawmﬂmmmLLaﬂLUasJueuau”aﬂUUimi
poulaula

2.7.2 9ONKUY

NFC lugamelulafldasszordu Tnevhludesiiszosring 10 gu. (3] i) wdo
tloynin NFC vhamuiinnad 13.56 MHz uudumesingmnaeinia ISO/IEC 18000-3 uaxfisns1
Faust 106 AladinAunit §s 424 Alade/Aund NFC Snusznoudefaisusuaztmang &
Gusuazaiisauns RF fanmnsadendsnulifudmneuuumatls deiliidmmne NFC
fsduuuiiBeudiennn 1wy wiin afinines waanaue viendedildléundanunsdeasuuy
desyifieuas NFC anunsovhldmngunsnifsansfindany

witn NFC fideyauaglnevlufunuusuegafe uroraideuls uanaunsn
fuupsiaeslsd vselddanmunvas NFC Forum uiinanunsadnfiudeyadiuyanaseavasn
o 1wy deyathnedauarinnasin Teyalusunsuazauazuuy 7 PIN uagsedelfnse
luiA3eane 33115@%13@3146] NFC Forum fviusuiiniuseunmiifinnuduasanuanansaly
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msdeasiuanaaiulutivesanuaunsalumsimuaamieaud muvasasenisiu
ToyARAANUNUNUABNTITLY
WueIU walulad nMALUY Proximity NFC Tgnsieusaluumientingening
e naLuUNasssuiieglndifesiu Fenesmidundoudasnueinialdagiafiuszdnsam
\eannszezmenifeadesiudosunilafisuiurnueneauressdudmanlih (Rduivg)
YoIANATY (Useanal 22 wns) UfduiusifegniSeni aunuwivanlng (Near Field) auny
wimdnluihaduidutadenisdeusendn uazunuldfindanuunesnunlusluuuresrauivg
@uTumduwimanlnihiderdesivauulnindusie) Fuiwannissuniuszninngunsali
! v 4 a = a a (% ) L L4 < QA' ! A d‘
nanfumMsdeansmaingla Nenuddieniuvieiugunsal NFC duq Negusninilovauiuni
Aglald NFC vhauluguanuding ISM galdmlanuaglilasuauniain 13.56 MHz waanu
RF dlviainseandieglunuusian =7 kHz Ndeassiifugnuanudty wi anunsaunady
Y9N3 SIFIN AT 1.8 MHZ LiteT0e5UnIvayaas
538ENIIVNNUAILLAIDINIALIATFIUTUIANETIATALAL TEAUNSINUNAUITIDNT
geflauseunns 20 gy, (7§ 97) (wilunmau o szegnisviauldadsiiv 10 wu. vise 35 i)
TWssmsuinllesnaeniasudyanaeiagnavlunssuaiulaeiiuinlaveleglndifes uin
91aRBNENERNINNURIINAIRETRE AN
UM ISO/IEC 18092 835UdnsUeya 106, 212 vise 424 Aladn/Auni
2 a & ! LA a v ” o v 1 4 = <
nsdeasiinTusEniIngUnsal “dusuau” Nldnueguazaunsalilmuneg Faonadu:
o fu a v o v o & o’ ¢ &
W@ gunsalfsuauvyihmthiluauuudmannive wazaunsaldmuneavdeansing
nsUSuauuwivdnannsznu Tulnuedl gunsalilmngenafandanuainaunuudingn
PFsuAUInIlA

AdaAdd NegUnIalisuduazaUnsalilmunedeansiulaenisaiailadvesiesaqui

gunsalasvgadsdyaauiesutayaaindngunsainils nualdmusligunsalnsaessias

Hunasaneln
Aus7 (ladn/Auni) aunsalnldauay gunsalLuunIEYN
424 WUULELHBS 10% ASK | huwainas 10% ASK
212 WULLELHBS 10% ASK | hluwamas 10% ASK
106 Taaasanluad 100% ASK | uuuwwaLnas 10% ASK

= = < aal = Y
M13199 2.2 NsifiguAn e IsNdeansild
NFC T¥nmsithsiaasauuuiiuanseiulunisanelowdeya mngunsalildiiuey
i v - = ay_a = v Y W a s 1w a Y v
dngloudeyanninmss 106 Alade/ Al agldnmsdrsiauuuliamesiusuisundmion
msuegan 100 WesiWudlunsdldugiunagldnsidsfauuuuiuanesinelidnsinisue
gLan 10 Woslgud

gunsal NFC ldanuegnniasesanunsavirnululnuslalnuaviasevaieivunle:
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1591889019 NFC aelgunsaliisesiu NFC 1y asndnlnu shwehilmilouasninniie
Heliilivingsnssusineg 1wu mstisziuvidenisesnsild gnisdrassniinleas

\38981u/T8u NFC Felvigunsaliidaldau NFC annsasudeyandnifuliluudin NFC
aliunediilsegluaanuieluamefdaaioyls

NFC wiesyuiies 2elvigunsaifiTeliau NFC aeefosaninsndomsiuilouanidsudeya
Tudnuae lnneia

witn NFC Aeviheifiutoyanuumadmiiigunsal NFC annsasunasidoutoyalsluuiensd
Imaﬁ'ﬂﬂ%ﬁ%@%a (u U 2015 Tvu1asening 96 84 8,192 lud) wazifunuusuagradenlu
mslfuund uwioradsutld nsldmusmdinmsdafuioyaduyanaiivaends (rudoya
s indssetasinsindeyalusunsuazaunzuuy vineiavuszdd (PIN) uazsededinsie)
wiin NFC annsaudnsiauuuiunieslaednds vielddemvunanisvosgaannssy

2.8 Flutter
Flutter iuyaimuisendurf Ul uwuulemugesafiaiilag Google anunsaldiwamn
wouUndnduduunanrosuaingrulanendmsuliu Fuchsia, Android, i0S, Linux, macOS
uag Windows Tne Flutter lé#3unmayafisndausnludl 2015 wasdadluideunguniau 2017
wa Flutter gnldunielulag Google luwaundiadusingg i Google Pay wag Google
Farth saufislnednianngensuissadue W ByteDance uaz Alibaba
. p

Flutter agasauaUndiaduniliduiunisisunesveiies dedlayannwaldmin

=

elagnss Fauansennsuddn Ul Bu 9 Snuinunefiondeunannesudmueiednnidy
Junsiswmed 1wy wou Android ug1uilld Android SDK sedfugunsal vide i0S SDK 4 Ul
stack Tudwesunasmosuitvng MamuAuTumEUNIUARIHAY Flutter TIEAAANE BN
Tumssesiuvansunanos osnansoldlan Ul Awsleudulsiunnunaniosutimne

2.8.1 Dart
Dart \unwilusunsufieanuuulaeg Lars Bak wag Kasper Lund wagwaiulag
Y o a [ < A A as 1 & @ ¥ v @

Google @nsaldiauILeUnatuuLIU Holie WSWiies waveanvieUls wavdaluniw
nanlglunsimuueundiadu Flutter

Dart unw1deing Sanana uazsrusmvey (garbage-collection) sglaensel
wuu C anansareulndilulAnia3as JavaScript ¥38 WebAssembly 16 sessudumesive find
U ARNAUINTTIN LAUBINWUUTING waznseuNuvintaya
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2.8.2 anninenssu
Flutter gneenuuuaibiidussuuuuuiawesisevensls Ussnaumelausnidase
agyafiLaryaianaleasnegmuans liiweslandaniimylunsifiaaeesiuans

wagyndnveslsuisngnesnuuuabiluiudonuazanunsanaunule

Framework

Dart Material Cupertino

Widgets

Rendering

Gestures

Foundation

cne

Embedder | ‘ ‘ ‘ ‘

Platform-specific

Ul 2.18 anntnenssy Flutter

dmsuszuulfuanisfiegnield weundiadu Flutter avgnussqludnunizifen
AunounAladuiuiindu q Tngsilsi (Embedder) lanzunamesuagyhmiiiidugaiFudu
UssauauifussuuufiRnisfieganeldiiiodrfauinissneg wu fufiansuansua nisidnis
wazmsteudeya uardansguivemisalden dilsfudeusnenuiimnzauiuunanyies
u U3qUuke Java wag C++ dmsu Android, Swift Lag Objective-C/Objective-C++ @Sy
i0S wag macOS wag C++ dmTu Windows wag Linux n1sldsaileda 1dn Flutter aunsasiu
dfuueundiatuiifoguilusuuuulugs visldnenafudeomitmuavesweundindudls
Flutter fisilasnsiuaunndmduunannesuthmmeily uifdsdistissdug Snde

Wilananves Flutter Ao Flutter engine Fsdulugllisunion1un C++ Lazi035u
andunugrundndusenisyhaureseundiedu Flutter viavun toududdniinfilunisulas
= & I3 S Ao @ v A= T - K4 v PR
aniusenauuduninusawesnnasandntudesnansulvg Suiivihalansldnuseauen
Y94 APl wiinved Flutter 59184n139m119%A1UNTTN N3sudstayalnduasiesotne Suln
Dart uagiAseilonaulng
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oudufigniUamegintsuisn Flutter sums dartui Ssieuldn C+ flagidas
ndshenana Dart lausn3dilameduysenauiiugiussdusan wu amadmiuauauszuy
goun13Tudaya NN waENITUARINAYRAIY
Taevhly dhianneglneuiiu Flutter dumisudsn Flutter fadumsuisniiviu
affunzmevuauasteissoutne Weudenw Dart suddniusznaudealausTunanes
1 1adiend uasfiuguiinsuaiy Seuseneudeiawesvanedu Buainastuuy ldun:
- AEnaRugILLazUINSEILUSZNaUReY WU wefludu Ms1anIn uasvieduia ek
ausuussuilldtuih lumioftuguitogdoms
- aweinnsuwaedluusssudmiunisdaninadiond deaieesi auaiunsoads
Tassarauvudulivestmgiisunedld auamnsadanisinguarduuulaunin Tag
TassaanuusilifazdinmadiondlnesalusifieasiounsiuasunUasena
- awosiadnduusssvessuszneu Taguunesuiasiiluawesmasunesieiinand
faonndesiuluawosiadn uenant iwefindndweliauimuanssiureseana
finauannsathnduaidlndld dRelawesfiuusilieanndeulusunsuuuunevaues
- laus73 Material uay Cupertino thiauswamuauiinsouaaudslddulsenouiiuguves
wofindaiiernnuinisesnuuy Material we i0S Tl
wisu3sn Flutter fvunadsudradn flwesseiugmansegisiitnifmunenslign
fanfualugUuuurewfinng sufsudnduvewusazunanledy 1y ndsuazivi aaon
wilaosilidufuunanrledy 1y ddnws, HTTP wazuedudu Fwadstuninlaviindnues
Dart wag Flutter ufininaulsdinananszuudnainiienit aseunrauuInTsineg 1y 113
Frseumeluney nsnsIvdeuaraves Apple taguailiudu
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2.8.3 lassassvosnounaintu
u,wuﬂwwmlﬂﬁuammwmmaadwﬂizﬂawmG] fiusenouruduney Flutter
lufiasradulaemds flutter create ununWiLansiwmicwas Flutter Engine Tulassadna
i huweuwmues APl uagszuiiiulén (repository) fidautszneuusiazdiusg Mosunedu
anvazaSuerdniunsiildfumluluniseiuedinusynouveauey Flutter

/ N
3 Dart App
Dart <
5 Framework 2
N
£
/ dart:ui %
C/C++< %; Engine
\ Embedder API (embedder.h) y,
/ N
Zf Embedder .
latform- %
oo < .
| Platorm-specificAPl | £
£
§ Runner
o J
5UN 2.19 andnenssu Flutter

« WoUWALATU Dart (Dart app)
a < v v Y v Ay
» UsnauldaLasignaignuinedsne Ul 198901
> AUHUNTMIUATINENNEIND
o (9] I3 %
» UNWRILLLDULUULRNUDY
« WsuAsA (Framework)
» 191 AP seAugedmsunsasaueunnnIngs (Meg1agu Ialn NsmageunIsng N3
M3V MInfsle wazn1sBunadeniy)
» Usznausuiatinvaduaundiatuiiuain
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« 1ouIU (Engine)
» finthilwasannifuguuuuusanes
» Tmsvhausefusweaununatsves Flutter APl (@ n91iin msdadonnu uazsu
gl Dart)
» Waweitsridusduiliuninsndsnen APl dartui
> YIUINSAULNAANDTUAG 9 68 API failedn
« $1ias3 (Embedder)
+ UsganunuiuszuuUoinmsnelddusumadrfainishe 4 wu fufanmsisuees
nsinde wazn1sleudeya
> dAN1TaUBLILA
- Wamy APl lazunane fileysanmsiilsiaudludaey
« 35U (Runner)
+ Usznaududufignidamelnesilaudiduunenaneundindufiansoldaulduy
wwasasulmaneg
» yghugnadstules flutter create wardidveadugfimuiuey

Y
2.8.4 s¥UUNTAlY
Toglu Flutter ualu lusiuunanayaraiiany asilssuunisilyiegasuue:

1. Material Design: n13Alwuvee Google 115U Android
2. Cupertino Design: NM3Alwiues Apple 115U i0S

nu18mn: Cupertino Design gnunuiilag Liquid Glass wad Inglulagiuiiy

Flutter idavinisasavaeukasunlulaswaieszuuiled dai mndlgianndenisidieniving

Liquid Glass Tuwaundiadu Flutter fsdndusiosfisnunanaypaafianuneuluvasi (Flutter
s o Aa @
1393%U 3.38.5 U LIAIMNUN)

Material Design Aantwmsdleifignitannles Google uazgnilafnsaun 25
figuneu 2014 wagiinestundn 3 neddusetu lasfinesiud 3 gnidaflunu Google 1/0
2021 uawilfein “Material You” (ustes55uan “Material Design 3” Atfagnldanuiusersuni)
wazluau Google 1/0 2025 fn51dadh “Material 3 Expressive” Fafun1susuussdeann
Material You 1iud13u Android 16 wag Wear OS 6 waganunsngeazideaiiafiuieiiy
Material 3 87 https://m3.material.io/

2.8.5 dhudndeflifiuiATe

vuiuia Flutter Wuimsuid$n Ul wuu reactive uay declarative datiniiaiun
JugdawisunsuuuananuzweundindulUiianuzdume sy uazmsuisnazviuiii
FUiandumosinaunssulniidoaniugveaeundindudsuutas lnnaildfuustunals
9INUTAN9IN Facebook dm3uimsuid$n React ¥oeminin Fsyamfanisnumundnnisesn
LUULUURBRLMANEUTENS


https://m3.material.io/

a2

Tumsud$n Ul wuudafudulng anugSusuvesdumefudldazgnadue
dinsndafior nduisdumanentuselandld u Sulnl ilenevaussteinnizal A
fmeusgnmanisvesuumsiie Wowsundinduiinrududounniu dnausiduses
ysuhanugsilasuudadduegislanaentia Ul dregratu fimsan Ul delui:

Color Picker — X

Color Hexagon ~ Color Wheel ~ Color Box & Slider

OR: 49 =
O 139 5
OB 189 5
T @H 201 3
Os: |73 =
OLu 74 =

5UN 2.20 wthsadend

= A a v A & S oy oA < %

fvanennaunsaildsuantugle: naesd, uoudeuand, Jududen eyldls
moufu Ul nMstldsuudatazdasasyioulnauluyni Mardiedanindu uusdazldsunisg

a 2 v | | =% a s v o 9 ¥ a s &

wa Msiasunlandndesludiulediuniavedumeiinedldorviliineninndniudma
nsgnuiulAnfiguieuagliineitaiu

TBundynedranilafouuiniaguy MVC lnsinudidayanisiuasuudasluds
Tuwarupeulnsaaes mntulueasznvaouglniludumuesiureulnsaiaes agdlsfinu
a e s [ = £ [ L3 [ & & =
aetifludgmiguiu Wewinnsasisuasnsdlnnesddseney Ul Juduneudesdunaui
wenINAuTealideAiulaegsieny

Flutter nSeudemsudsndaddnoudu q Wuwmedulunmsudladymil 1ne
wenduimedivegldosnainanugugiuesnsdaiau fe AP dlnd React Auavad a1
oSu1e Ul ity u,asL‘V\Iimﬁ%ﬂ%@]LLaﬂwﬂ%’miﬁmmmifmﬁaa%ﬁm%aé’ﬂmm%umaﬂwsﬁr}ﬂ%’
MINAILLALZE

Tu Flutter 3nidn (Ad1efvdnUsznoulu React) azuanwhenaadilsiiuaeuguds
THlunsivusdunudiesing Jadamadgnlfifodansunuieingiuenantudmivlass
19 Feanduagllunmsdansunuieingiuenanfudmsunmsdszneu silandnues Flutter
AoyavesnalnlunissmeamdruiifaulasuesunudAnineg1aduszansaim nsuuaunus
vangunuiesTnglidunnuisszduaiwesing uagmaunsnszarensiasuudasludauny
fdendnmand
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%L%@Uizmﬂdauﬁmar;:ﬂsﬁmmn%uﬁmmam build)) Fuduilasdunulas
anuzdu Ul

UI = f(state)

JUN 2.21 gnsuaninisvinauegansng

wsan build) dusunisesnuuuwdnluusonfiiuazmsiiagliinatiufies
biusentiuansagnisenldlaemsuisndelnsnlandnlu (Jululdnesvosunnuazinig
SenlinilinTasendans)

ad dydl‘ o

TiNmanwazanziulniniw (nizasfenisasiauasyateingedis

(% 1%

< = U o [ A & a
9I9L97) 99 Dart UUlng@nsun Ui UunLAy

2.8.6 Usgi
Flutter esfuusnidndulude “Sky” wazvhauuussuudfonig Android 7
mMadnwmelumsuszyuaneesiiniiamun Dart Uszd1d 2015 Ineflgauszasddiszylifoannse
wananalsiogsasinaneil 120 susednil Wefud 4 funan 2018 Flutter 1.0 1Uadhlunns
Usgafu Flutter flaeuneu

Tuduil 6 ngwnte 2020 YesiamweNsL$ (SDK) Dart eftu 2.8 uag Flutter
1.17.0 Te5unsiueuns 1aeiun195895u Metal AP

dlotudl 3 fiunan 2021 Goosle l¢Tash Flutter 2 sywinsAanssu Flutter Engage
geulat] Idfudusunesiild Canvas dmsudu uenwidlonndasunesild HTML wagnns
atuayuuaUndiatunaifouuuunaaeadmsu Windows, macOS, wag Linux Uondiniiss
uw¥euiu Dart 2.0 Fesamfamsatiuayusnueuasniouuy null (null-safety) Arudaon
fouuy null WumadenlunsuusnidesanfunisiudsuulasdslnguasJeduldly Dart 3

a

Anelut 2023
Tuiud 12 waquaau 2022 Flutter 3 wag Dart 2.17 lasun1sineunslaeiinig
sosduLnanasunasioUIvunaELanYS

oYl 27 aanau 2024 thiannyuvu Flutter Sruaumildldussnmadind Flock
Fadunedfunsnues Flutter Aflgauszasdioliingsionssauiam luvazidendufidng
SnwnanuaenadosfuynnsuBsunasiiAatululdndunig

Tl 2025 Google Ssasitamnn Flutter selushoaniinenssuuuuTugansdilasy
M3UTUUTe MssesugUnsalifuly waznsifindszansain ARM loT mufiszyliluusuay
atuUTuUTe
2.9 Git

Git \luspuurenduimuauneituluunsEane fannsndansneituresesalan

vioteyals fhlfiflerunuuesalanlaglusunsumesfiaunvenduaiimiu
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2.9.1 Gitea

Gitea LHuynwanduas forge dmsunisleadssuumiuquiiasdunsimuyens
wasleeld Git 2890 INIVIINUTINAUDY 9 LU NTAAAINTN N1IRTI9aULARN NITNETU
590819601193 (Continuous Integration; Cl) N3zAU Kanban seuuTenulyn wazin 584
Sumsleadsmenuias wazdlduaunudarsisazvosyanadinislinldaunsdnie Gitea 1Tu
| = = Y . ) s A [y
dunilaves Gogs uazligumen1¥ Go Gitea anunsnlaadlauuynunanasunsossu Go s
fi9 FreeBSD, Linux, macOS wag Windows lasansilasunuativayuain Open Collective

2.10 AM¥% (C Programming Language)
awddunnlsunsudmivinguszasdmluastuludimenssy 1970 Tagiau
UainTuardinslasumnuieuuasltnuegiininwnwhenisesnuuumu@viivlusunsumes
ansainianudnuazinsguesandnenssudigmlulalaenss deusuudslimne fuynd
& Wvne 7wd grihanlduasdiashinlflumsiamnssuuljiinislesnesgunsaluas
audnluslameaudnsldnulurendufueundinduidsanasnudgnihmlfluseufinnes
Fausgueineuiumefuualngfianluaddlalaseeulnsamosiuadniianuas szuuiie

amwddunwidanszuaunsiidniusesiunsideulusunsuuvuiilassaisveuiun
fulsdadmiuaznindentidessuuriadoyauuuesiinte@gnesnuuuniionsnoslng
wielvannsainfsmieanud waglassaiienw lussiumdauuiudduniosliogned
UseAvsnm Tasftovueiisossuulmidush uwiasdaruannsolussdus uiniwdfgnoen
wuusieatiuayunndeulusunsudraunaniosy Weunsud faenadestumasguilden

¥
=

Fulpeeidefannuanuisaluniswnnianuisaraulnddmsuunannasunauiimasas sy Uy
UfURnsTivanvane Tnefinisildsuulassesalaniiiesdntes

wiTanwidaglausFinsyuvesniw Fagllifinaandiventouuisedisiingly
My usidiauanguiisseiivrsessunmaniRmanduld segarunmnuuntaguas
nsiivveztudarlaglausiineven GLib Object System liag Boehm garbage collector
AUAAY

Faustll 2000 Hususnnnnd Iaumsiasusuetneseidedieglususuaningsanly
sl TIOBE adlumsinmnufenvesnwnindeulusunsy
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2.10.1 UseiR

2.10.1.1 MIWAIUIYIILIN
2.10.1.1.1 7791 B
2.10.1.1.2 w1 B lyduae C Juusn
2.10.1.1.3 lassai1auazn15ilau Unix kernel Tul

2.10.1.2 K&R C

2.10.1.3 ANSI C iag 1SO C

2.10.1.4 C99

2.10.1.5 C11

2.10.1.6 C17

2.10.1.7 C23

2.10.1.8 C2Y

2.10.1.9 Embedded C

2.10.2 fuds (Variables)
muUstuniw C iWesuudiusenaulumeussinnuesdeya uavdesuls lnenvesm
wUstuannsadusensiignuusieiesemneganalamertuiu fegnede

2.10.3 Ussunndoya (Data Types)
Fouafiiedosiumiauingiusziam unsigned uag signed Tasmsuansnsnesune
@
.+ Signed (flsasvng): fiaviianusafnauls seezdoyaogisie —128 A 127
+ Unsigned (laifliasaavne): siaviiliannsodnauld ssozdouameteio 0 fs 255
avdunaldin doyauszinn unsigned duannsafudiuavuanldsuaunnnt Aegs
andl 255 wsivnnihenduysal absolute value) v935¥83doLALUY signed 1MUY WU

| - 128 +|127] azwudlaen 255 nuneAudn 939 o uadeyausziav signed aunsatiy
Yoyald 255 fuavtuiu ilswdirdmilwesnariamsafuliduiniauinay
ugAn;: lavadindwuaniideuuanaeiudmsustaduufuLuy signed uay unsigned
TUsngiiidunsiavada Ingianzegnadanslenesinaisuiui

2.10.3.1 Uszanydu (Boolean)
e Ussinnyduiugniiaueasansnluansgiu €99
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lngnisnandfaussiandeyayduiu luuseifivesniw C udiilasauuy

_Bool (uazilunlas bool): aufewnsgu C23
bool (Mlaflguawlas): ffaudunsgiu €23

2.10.3.2 Usetandnwiuiiul (Integer)
short int (W3eBnTeudiade short uazanunsaldAdiise siened 1¢)
unsigned short int (158 unsigned short)
int (139 signed int)
Foussnvdoyadiauiiunifian waraggnniduiinvsdivunadus 16 Seiaue Tasssuu
yhldnlngflutagtuasiu 32 Oa
unsigned int (B38L89WA unsigned): ABUTELAN int TULUU unsigned, § modulo
arithmetic, waswinzaudmsunsasuuladn
long int (138 long)

unsigned long int (138 unsigned long)



ay

.« fifiudaus C99;

» long long int (150 long long)

» unsigned long long int (138 unsigned long long)
- fifiuseud C23:

» _BitInt(n) (130 signed _BitInt(n)): Usziandaya signed wuudvuiadaiau lag n
wnudedude (sudedneseming way n aedodldunnnin BITINT MAXWIDTH
91AlE <limits.h>)

+ unsigned Bitint(n): idleudnedu iesuAduussnn unsisned (warlifiSmesaming)

wazniloutsziandoyadu q auaunsasesrdisauuulaila 1wy unsigned long long int
wag long int unsigned long Tulnilauniu

mssielulaguussnnimiavrivuauasAauUAvesiu

& - \ uudnnusduuudoya
YaUssAN UseLANneunn + -
433U C | LP32 | ILP32 | LLP64 | LP64
char char o
signed char signed char asméuaa 8 8 8 8
unsigned char unsigned char
short
short int ,
o d short short int o
signed shor
.9 . 2819UDY 16 16 16 16
signed short int 16
unsigned short unsigned
unsigned short int short int
int
signed int o
signed int e |16 | 32 | 32 | 32
unsigned ‘ .
. . unsigned int
unsigned int
long
long int )
—ned lon long int o
signe
.g S : DYNUDY 32 32 32 64
signed long int 32
unsigned long unsigned
unsigned long int long int

A13197 2.3 vunavestoyaduds
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Iuaudanuzluuudeya
W53 C | LP32 | ILP32 | LLP64 | LP64

=] a '
YaussLan dssnneuni

long long

long long int

- long long int (C99)
signed long long ST

signed long long int 64 64 | 64 64 64
unsigned long long

: unsigned long
unsigned long long long int (C99)
int

A1397 2.4 awevestoyailudn (so)
uazuanINATATUAT 1IR351U C TuNITURLN:

1 == sizeof(char) < sizeof(short) < sizeof(int) < sizeof(long) < sizeof(long long)

nuenn: Woulvleugwnsdlgalinnnnuszianiivuin 64 Uauaz sizeof Auen 1 dmsu
nnuszLan

2.10.3.2.1 sUnuudeya (data model)
suuuudoya w30 data model Aeguuvumsiivdoyavedlusunsuduudsiidivua
yaesiauys nsguuuuteyatursgnimuslnsunanefutivng falnneuszaans
wazszuuUjuinisutadendn laemumsisluidonount wan 9 udalisluvudoyasg
4 5ULUU Ao LP32, ILP32, LLP64, uag LP64 Favndaen1snaiiumie L vanefa Long, P
s Pointer, wag | e Integer (Sruamdin) udmudeiarln dady asuudiFeed
ATV
syuu 32 Un:
« LP32 %139 2/4/4: long uay Pointer fvua 32 U
» Winl6 API
« ILP32 %38 4/4/4: int, long, uag Pointer daun 32 Ua
» Win32 API
» 5¥UU Unix wagtadiou Unix (Linux, Mac OS X)
S¥UU 64 Un:
. LLP64 %39 4/4/8: long long way Pointer duua 64 U
» Win64 API
. LP64 %38 4/8/8: long wag Pointer Jaun 64 Us
> 5¥UU Unix wagtadiew Unix (Linux, Mac OS X)

sULuUBY q tumlaen faegaiu ILP64 (8/8/8: int, long, Uag Pointer ¥u1a 64 Un
) ATnsTEuLAlYSTUU Unix 64 On1aisu@y (1Y Unicos Ui Cray)

wazlusnaliin davisivuandusutuiilrlgnuly <stdint.h> faus C99
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2.10.3.3 Ysetnnanuiuneatenass (Real floating types)
Ay C ‘uutLI‘lJﬁuLﬂ‘l/IﬂJ’eJZLIa?ﬁMSULLVIUG]’JL@‘UVMUEJN%N 3 (130 6 mu,m C23) Usznn

- float: SmnumAtonA gAY AsatUNlefuARNATEIL IEEE-754 binary32 1ne93y
- double: FurunAtisnANLILEIADI ATIAUNBSULUANINIFIW IEEE-754 binary6d
MNTDI3U
+ long double: SurunaAdsuAULuELRLLAY assfuofLuUIATgIU IEEE-754
binary128 #1n5995U faviuaznsaiu IEEE-754 binary64-extended #1n5995U vty
sgmsafuguuuUSunedeuilinseiuainnsgiu IEEE-754 suuuuladldnslaidannu
WiUEINIT binary6a LLazszazﬁagjafuaﬂwﬁaaﬁé}’aqﬁL‘vi'] binary64 Lagnnlusessu
Javsatiy aeasatunlefumuInsgIu IEEE-754 binary6d
+ 3ULUU binary128 tugnl#lasssuu HP-UX, SPARC, MIPS, ARM6A, g 2/0S UNTFUU
» 5ULUY IEEE-754 binary6d-extended fi3dnfuagsunsnaisiigafoguuuuainy
wsiugidisiiy 80 O x87 degnlilaanitnenssu x86 uag x86-64 VAT (N3
snufiensnatisie MSVC fifmunly long double agluguuuuideniufiu double,
|1 binary64)
deldunsgiu ¢ daud €23 Wudulunazmnunaniofuvosgaldeuneunanudulag
_ STDC_IEC_60559 DFP__ %’amﬂaﬂszmwéﬁLawﬁﬁaméﬁ’wiaiﬂﬁazgmaﬁuéfw:
+ _Decimal32: unugunuuninigu IEEE-754 decimal32
« _Decimal64: unugunuunnigu IEEE-754 decimal64
« _Decimal128: unuguuuuunnsgiu IEEE-754 decimal128

[
v

SIDEANY] ﬂiuLmnmLaszmsziuammemummuawiumiaﬁu

foyauszsinmadoueasossumfiauiafldud

- ot (nfinity, auanuazau)

« gudinay, -0.0 Inefawviriugetifinuan uieiafinramngluunsanns wu 1.0 /0.0

== INFINITY u# 1.0 / -0.0 == -INFINITY

. Tafl9idia (not-a-number: NaN) @sldindueglsiag (saudeiues)
nalguinIuasEnsagnldiudmiidunsmendinmansle + - / * uagilandumendinmans
90 <math.h> neassiunisuasitssduanlavsiduaunsanolifamsuansdeiionan
vasunadenlduazarian ermo

2.10.3.4 Ussandruunetsudutou (Complex floating types)
Ussinvdoyasiuumefevdudoutudussamiumusieudsdou (complex numben)
e Fuavfianinsngnideuumudunanivesiiuiutiuasnusigusedwiudunnm
ca+bi
Ussinndnudsdouiiogauuseny loun
. float Complex (agausald float complex laludumning <complex.h>)
« double Complex (uagansald double complex lagufumniigl <complex.h>)
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« long double Complex (waga1u1sald long double complex latguiuniniinga
<complex.h>)
NUBLIAR): willoufuuseLandy q ansafiniasiisaludisulafle lone double complex,
complex long double waguiiug double complex long 5uﬁaﬂizmwﬁaadalﬁmﬁ’u

2.10.3.5 Ysgtnnanuiunatdenidunnin (Imaginary floating types)
UszLmn%’a;ﬂaai’m:m‘wﬂﬁau%ummwfuﬁuﬂisLﬂwﬁt,muﬁ'gLaﬁummw (imaginary

number) tiufte #iavftanunsognidsuumuduinusieiguseswaudunnn: bi
Ussinnduiudsdouiioganuuseuny loun

. float Imaginary (aganusald float imaginary loguiumnig <complex.h>)

« double Imaginary (wagausald double imaginary Taltiudunmntitg <complex.h>)

 long double Imaginary (wazausald long double imaginary Taguiumndgn

<complex.h>)

NUNGLURY: wileufuuszLandy o anunsafiniadisaludiuladle long double imaginary,
imaginary long double waguiiue double imaginary long ﬁ?uﬁaﬂszl,ﬂm’faaﬁalﬁmﬁu

2.10.3.6 Usztansnonys (Character)
« signed char: Usgtand1nsusisnyswuy signed
« unsigned char: UsgtAnd1IuAI9NYILUU unsigned
« char: Uszinndmiuiisnusuuulissyszozdeya Faannnsaviifu signed char ude
unsigned char AldTuagfuunaniosunazaoslniaes uiognslsfiniu char dulallmidies
waylAsAidarluSseamdu q us char AoUssinnuasdiue

2.10.3.7 Ad35m

 bool, true, false, char, int, short, long, signed, unsigned, float, double.

_Bool, Bitint, Complex, Imaginary, Decimal32, Decimal64, Decimall28.

2.10.3.8 szazamAule

a

ssoluillifoyaiierturouiunuesssinndoyasa «

foumIgIL C23 1nsgiu C aygantsunudaauuuulafld wagszsrdumuasih
w@v N Jnfe (V" - 1) fla +21 - 1 (1Wu -127 fa 127 dwiuuszianiniay 8 Jn) Sanse
fureuLRvesdIuLALLANnils (one’s complement) wansunudiuiuiiiaTomine (sign-
and-magnitude)

oealsfiony suuuudeyailldfuogaundvaneianun (saufs ILP32, LP32, LP64, uax
LLP64) uagmoulmans C LﬁauﬁwmﬁmmwuﬁaLﬁﬁULLUUﬁ'au@mﬁmaaﬂ (two’s complement)
@dosniuiinruudunsneulmaesdmiuszuu UNISYS) uagdausiinnsgmu C23 Sufionsuny

2N g 42Nt

MYk gnauy I lilaeu1n gy warlvoulwauiuausEning
1 (wu -128 fig 127 dmiulseandnas 8 Un)

@Enmsiiinganialunaliouiiomiuanuasainlun1sey)
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UA FYYAN
Usgn | = Uy ,
(Um) | ¢ TneUszuna wuuau
o signed -128 fi1 127
v o unsigned 0 99 255
AIDNWI =
16 | UTF-16 0 914 65535
32 | UTF-32 0 99 1114111 (Ox10fFff)
iy signed +3.27 - 104 -32768 f11 32767
unsigned 0 019 6.55 - 104 0 019 65535
‘ -2,147,483,648 {4
3 signed +2.14 . 109 2,147,483,647
31y unsigned 0 f14 4.29 - 109 0 014 4,294,967,295
i -9,223,372,036,854,775,808
signed +9.22.1018 AN
64 9,223,372,036,854,775,807
unsigned 099 1.84 - 1019 0 fiv
s : 18,446,744,073,709,551,615
min subnormal: « min subnormal:
+1.401,298,4-10™% +0x1p-149
min normal: « min normal:
32 | IBEETS4 1 1y 175 494,3. 10738 +0x1p-126
max: e MaX:
+3.402,823,4 - 10°® +0x 1 .fffffep+127
min subnormal:
ety +4.940, 656,458,412
Tuus 107328 + min subnormal:
min normal: “—LQX1|O'1O7LI
] +2.225,073,858,507,201, | * M hormat
64 | IEEE-754 8 +0x1p-1022
4.10" .
* max: +0x1
max: fAFfp+1023
+1.797,693, 134,862, 315,
7.10%08

= o
197199 2.5 (51’]'3’]\‘1LLﬁﬂQ?JE]UL?JGIUi%LﬂVWJE]@QIJﬁ
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YUIA STEZAN
dszn | - SULLUU -
(Um) | 9 Taauszuna LUuau
min subnormal;
+3.645,199, 531,882,474,
-4951
. 602,528 - 10 + min subnormal:
min normal: +0x1p-16445
80 x86 +3.362,103,143,112,093, | « min normal: +0x1p-16382
506,263 - 10”%% « max: =0x1.fiffffff
Max: ffftfffep+16383
+1.189, 731,495, 357,231,
765,021 - 10%9%?
a min subnormal;
e
1U32'%J +6.475,175,119, 438,025,
110,924, 438,958, 227,
646,552,5 - 10749
min normal: e min subnormal:
U +3.362,103, 143,112,093, iQxlp-1649l4 oto 16380
- 506,262,677,817,321, | M normat £Ux.p-
ao30 « max: +0x1.fAFFr
752,602,610 FEFFFFFFAFAAAp+16383
max:
+1.189, 731,495, 357,231,
765,085,759, 326,628,
007,016,2 - 10792
« min subnormal:
+1-107101
e min normal;
32 | IEEE-754 11.10°%
* Max: )
+9.999'999 . 10%
« min subnormal;
+1.107%8
e« min norg;al:
R 64 | IEEE-754 £1-10°
NeAU8U * Max:
WTUDA +9.999 999999999 999
.10%8¢
e min subnormal;
+1. 10—6176
e min normal;
il . 10—6143
128 | IEEE-754 . max:
+9.999'999 999 999 999
999999999 999 999 999
. 106144

= v i
ANTNN 2.6 MINUEAITBUIAYIZINNVEYE (91D)
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2.10.4 awUalusunsuvesny (GNU Compiler Collection; GCC)

TunszuaumsnsRauIlAsIeud sqmu;LJaT,iJsLmsmaamﬁugﬂiﬁﬁwﬁﬂLﬁaqmm‘ﬁu
yaualusunsy (meulwiaas; Compiler) ﬁi%Lﬂumé’ﬂiuﬂWiﬁwuﬂﬂ@ﬁﬂ%ﬂquu‘ﬁugm Arduino
UAZUDIARNN & FINDIUDSA ESP32

ﬂg@ﬂaiﬂ‘maa% GNU (GNU Compiler Collection; GCC) (Lﬁm%a GNU C Compiler) R
yanealmaniannlasinis GNU fisesiunwlusunsy aondnenssusndound wagssuuujoa
15619 9 YatiSeenauasias (FSF) weuns GCC lugmuggondwisiasaeladyyiaunnagn
Funsnsaigialuues GNU (GNU GPL) GCC iflupsdusenaudifnuosaieiosiio GNU Bsld
dmsulasesnisanlngfiieitostiu GNU wazmediua Linux shelanussanas 15 &1uussin
Tud 2019 GCC Fadunidlulusunsuniilvgfaayiniineiinn GCC fumumddglunaduls
voswonduIsias aluguziesosiiouazsiog

wananaziureulmassedialunienisvesssuulfiinis GNU was GCC 8elasu
nssenfuliluneslmasfinnssnilaeszuuufiRniseoufinnefadielmifiadeiu Unix Su
7 8nunnne TauesruuliRnig Linux daulve) svuudfiinisessa BSD dndlvgiasy
uld GeC lluundiannidash uwiimdsantu FreeBSD was Apple macos Tgudsuanld
poulwias Clang dnilvajdummeimanadudvans GCC fannsoaeulmanilandmsy
55UUUfURAN"S Windows, Android, i0S, Solaris, HP-UX, AIX uag MS-DOS lagnee

GCC Iesumanesnludunanlesuuazaninenssugaddsding q snniieesilniaes
21 9 unggniiluldaueganhamduguseiesdielunsimusenduasfuuuniuazuuy
filunssudns uenani 6CC Famdouldnudmiuszuvilasuning udauild ARM uas
Power ISA
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1

2

3

4. Jumpunsusznauy
5

6. MTIATIENTOYA
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.1 M9BAUNISANTUY

2.1.1 LHUTUADULAZITNITAMLUIY

TURBUNTS W.A.2568 W.A.2569

Allung f.A. | we.| 5.a. | wa | nw | da | we | wa. | 8. | na. | d.a.
AnwiAuAvoya
GPRYRD)
LAUBASIN 1
DONLUULAZASS
IngogUnInineaed
NAADINTITVINIU
Uudgauile
LAUBASIN 2
davirguiay
Uauslaseu

N
?

N

N
v

N
v

N
N

N
v

N
v

AN
v

)
v

N
v
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3.2 N1999ALLUU

3.3 Janaunsnl

1. UasA ESP32 (NodeMCU)
2. NagINangsn

3. Buzzer

4. |wuwes PIR

5. w3 NFC 2 3u

3.4 dupaunsUsEnau
Tassnuuuseendu 3 Tuga

1. Tupawuiwes NFC vuduazuasn ESP32
2. lgawuiwes NFC 990N
3. lugawuwes PIR

3.4.1 lugawwugas NFC 19080
sifiumsnzgusnainadeuiieldidudesdmiuansln antduhaelndosriugods
nauagsisidfulumes NFC Tisauseunutuneu

3.4.2 MsAnRsgUnsal

3.4.3 MIWgWTULS

Tassenuilldaensuag Platformio Tunsarsuagdanislusiandifisunasd Toe
windeansiiesuadeuiisuuasasiudivese ESP32 audndudesldgenduasndn o Ao
PlatformiO Core wag Git (liddu uiiileruazanaune) egnalsfiniy Platformio sl
$iodld Python 11e3%u 3.6 Tulufenduiu fdusnsidudesiade Python demnandild

Tudupouusn Windinwesivavesan Filaemiluudnmansofumueundindy
“Terminal” 1¢as Tasuu Windows 10 viastulugd 9 uaz Windows 11 azundeufu
woUwALATU Windows Terminal ag1slsfina eiliawd Winnsavaeulrudlainnuidsld
PowerShell waglails Command Prompt

Tngluilaqtiu Python 1adtudraniie Python 3.14.2 TaRnianinsnfinga Python
uag Git Ui Windows ldshensldmasialui

winget install Python.Python.3.14 Git.Git -e -s winget

dmusruuUiRnisautu Ingunfudaeglidesings Python ifuiiiosaini
AnunfuszuuuUaniseguds agelsiniu vu Linux p19fpsfinsRaian193093U Virtual
Environment uen Insusiagszuuaziigounanalsimilouiu Taeuu Debian, Fedora, uag Arch
annsoldrdasoluilunisindate Python Virtual Environment wag Git wouule
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sudo apt install python3-venv git

sudo dnf install python3-virtualenv git

sudo pacman —-S python-virtualenv git

3.4.3.1 AN5ARAY PlatformlO Core NAULNALAR
minAuld Fedora Linux %58 Arch Linux (n3egn ¢ v8ailu) Ana1u1se
fnRauwnALna PlatformlO Talaensa Inededanad:

sudo dnf install platformio

sudo pacman -S platformio-core

- MNAMARAUNANT Fedora Tuudd Aadlidnduiiagdesfingieng udev menuias
(Maggnnadisluiate 3.4.3.3)
- mnAadld Arch AaEansafnfsunALNang udev lalpansilaglifosniivanies

sudo pacman -S --asdeps platformio-core-udev

3.4.3.2 M3AARa PlatformIO Core WuamA3IUA
dalu Tunsda@e PlatformlO Core @nunsavinlalaenslaansunsng
Tnednsu curl aunsalamasile:

curl —fsSL -o get-platformio.py https://raw.githubusercontent.

com/platformio/platformio—core-installer/master/get—platformio.py

N3NNI weet:

wget -0 get-platformio.py https://raw.githubusercontent.com/

platformio/platformio—core-installer/master/get-platformio.py
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W30dm5U PowerShell, @unsald iwr (M3adaifude Invoke-WebRequest) -

iwr -OutFile get—platformio.py -Uri https://raw.githubusercontent

.com/platformio/platformio—core-installer/master/get-platformio.

Py

@nsuussvialrlidesaniunliiieane TUsaag W IUUTSIALLNUNA1A99349)

waRtuAlgAEe python3 get-platformio.py Tun1ssuansussnsi
Tavinnnsandlvanun TaeasusuLal PlatformiO agluiusnuaadnludesnusdannasy
PATH Fssdulunsldmdaanaluunlalaelidaanandslndnis

Tnadm3u Linux udatiu Aadodiia SHOME/ local/bin/ 1inluga PATH
vosan tnevnAuly Bash AaansauAly ~/bash_profile uagiiuussvinilinlule:

export PATH=$PATH:$HOME/.local/bin

minadld Zsh anansaldlanieniuls disawsaudsaunlalng ~/zprofile
N30 ~/.zshrc Uy

[

Taeun Windows fifunausai:

1. nA Windows + R

2. Wu sysdm.cpl uazna Enter

3. Tunteg System Properties aanlugauiiu Advanced

4. adnyy Environment Variables

w§aentu @onsuys Path lugau User variables udh3enn Edit udauiia %USERPROFILE%
\.platformio\pen\Scripts\ 1ilulusiens

3.4.3.3 99-platformio-udev.rules

{9 Linux Suduflaedosfindiang udev Tasaunsngluldng udev 1io$
%’uéﬂqmléfﬁ https://raw.githubusercontent.com/platformio/platformio-core/develop/
platformio/assets/system/99-platformio-udev.rules
swneg: WInansaaaoui PID uag VID vasuainnmaglulidngiu Tnsanaunsng PID/VID
vosuainnalliiumds pio device list

I@aiﬂa‘ifuéfaqgmwagﬁ /etc/udev/rules.d/99-platformio-udev.rules
(ﬁTWLmﬂ\‘i‘ﬁaﬁ?jﬂ) %50 /lib/udev/rules.d/99-platformio-udev.rules (1931 Judwmsuu1asEUL
)

TWseldmdwieluilunsanilnaauaznalwaiuliluanunignses:


https://raw.githubusercontent.com/platformio/platformio-core/develop/platformio/assets/system/99-platformio-udev.rules
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curl -fsSL https://raw.githubusercontent.com/platformio/

platformio-core/develop/platformio/assets/system/99-platformio-

udev.rules | sudo tee /etc/udev/rules.d/99-platformio-udev.rules

wioRuiasanilnasliddusieiewuarAnaoniuldlulnawesimnglauiy

sudo cp 99-platformio-udev.rules /etc/udev/rules.d/99-platformio-

udev.rules

PAIINTY FAR1SNUINNT udev:

sudo service udev restart

sudo udevadm control --reload-rules

sudo udevadm trigger

aINARAINATLE nonaeilveNsiasynIaUesALazADUN RS YRIRMLA s ULl

32.4.3.4 nMsallvanlusiang
a1u150ld Git Tunns clone TUstanalanemdenaluil:

git clone https://gitskette.dailitation.xyz/linesofcodes/

liteauth—firmware32.git

Toe Git tuazihnslraulusiandliinawme? liteauth-firmware32 1iaq
1nulieuea Git repository vievnluidosnsld Git nganluil hitps:/sitskette dailitation.
xyz/linesofcodes/\iteauth-firmware32 uagyitn1saanuy Code uaIna Download ZIP %50
Download TAR.GZ uaainsuanlnglamiuund

wasantu luilnawmesvosnalumnesiivalagldada cd


https://gitskette.dailitation.xyz/linesofcodes/liteauth-firmware32
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3.4.3.5 ANd3 PlatformlO 1Uadsu
« pio run --list-targets: g3emsidmunedesy

'
v

« pio run upload: Sulhmnesnlvan FelRemdnamuaisalyluns

a ars s s
WHULNIULITAIUUUDSIA

« pio device monitor: 1Ua Serial Monitor

nuewmn: Wsaldrmdauseian pio run TulWawesvedlusiand

3.4.4 @579l ALa UNaLATUAIEAULDY
TrssuildueUndirduiiad1tuunies Tnglunswauineundndy egetosdos
JduUsgnousinanineu
o Flutter
- Git (Banmazfadaudamnauyinuride 3.4.3)

o o 1

ae13lsAnnu Flutter fas1da77 Thites Android wintiunlinuwanwesulvufae

3

Y v W ¥

anunsaraulwalig apk oonuld fatu n1sassLeUnaLAtud ISy Linux foevituu Linux

[y

WINUU WaENNSAS19LaUNALATUEIMSU Windows ABavinuu Windows N1y

3.4.4.1 MsPaRalUsLNSUTEULA
939 9 wdtiu Flutter anunsaviouiulusunsuideulanlanle
wedlUsHASUVa IR D19 TUs L AUNSAINSIAILIAANIN U LNTUDY:

« Visual Studio Code (VS Code)
« Android Studio
« JetBrains IntelliJ

» Firebase Studio

TAsanuilglusunsu@eulan Android Studio Wundnitiasaniaundmdulasaany
1 Android Wutdvanevan wag Android SDK au1sasnnisladneninly Android Studio

nsRnsa Flutter anansovinldaosisdety Aonishnsasinu Visual Studio Code
(VS Code) uaznsfnsaseauios Ingmndesnisld vs Code Wulusunsmdsulanoguin
Anu3aRARIKIL VS Code Tdian usinouu ﬁaqﬁwmaﬁm&?ﬂﬂmmuLLaslanﬁﬁugmﬁﬁ%{‘Ju
dm3u Flutter neou
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3.4.4.2 nsaedalusunsutazlausIndnduy
1. Windows: a4 Git @19%5U Windows %a@mmmsaaﬁ’umaumsa@ﬁa
167 https://git-scrn.com/install/windows WsaLieaLAlTAEInIUEN

winget install --id Git.Git -e --source winget

'
[

JUN 3.1 mddlun1sinds Git

2. Linux: Wsagiide 3.4.4.5.2 SmTusgagidgaunanalagmdaniaes
T msuszuusng 9

3. macOs: lomdwmaluillunisinsauniosie Xcode g 9 Tauds Git

xcode-select --install

5UN 3.2 Adslunisindaaiesiie Xcode

3.4.4.3 n15An@asY Visual Studio Code
1. 10 VSCode
2. fndaduens Flutter
agjmﬂéf ID Dart-Code.flutter ‘ﬁy'wu Visual Studio Marketplace
ey OpenVSX
3. finda Flutter #ne VS Code
1. 1U»n Command Palette ﬁwmy View > Command Palette
nsona Ctrl + Shift + P
2. Tu Command Palette fiun flutter.
3. 15®n Flutter: New Project
4. VS Code a¢lvinaudan Flutter SDK uuAauiiLeoIvaenn Lion
Download SDK
5. \ilewthlaevasn Select Folder for Flutter SDK uansdu den
amuﬁﬁamamnﬁm@?& Flutter
6. Aan Clone Flutter
Tuszarinesmsamidlyan VS Code avuaninisudaiout;

Downloading the Flutter SDK. This may take

a few minutes.

nsantivaniagldianaesauui mnaAaudaIINMInivan
nyAredn AnENIAaN Cancel Laalsusun1sanAsinla


https://git-scm.com/install/windows
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7. aan Add SDK to PATH
Watasadu azinisudufou

The Flutter SDK was added to your PATH

8. VS Code anauansmisudasiowieafunsifudeyaves Google
mnAMEUYEN AGN OK
9. Wleruiiile nyaunliamesiidanamihsnamieianisn Vs Code
wielsiufladn Flutter aganunsaldiumesiidals
0. \ilewagadu 4ds flutter doctor -v lumesfitafinmudenite
P919ADUNTRARS Flutter T09AM
mnendsliiendeindeianaintu nsavaey https://docs flutter.
dev/install/troubleshoot ﬁm%’ui’f@%m‘ﬁlm@u

3.4.4.4 MIRnRIFIEALLDS
wuzilvineu https://docs.flutter.dev/install/manual#install-flutter
dlosnnnszuumsiideditoyailmidign
1. gllvan Flutter (@unsamduaniluanlaaindansuuw)
aslnamesdmiuiu Flutter SDK
vinsuanlndinndlvann
i Flutter 141USY PATH 909n (FBnstuogfussuuufifing)

AN N

guduaugNABIYBINTSANAIUBIAMMEATHT flutter doctor -v
3.4.4.5 Yayanenfivunanvlesy

3.4.4.5.1 Android
Tunmsiaueunawedy Android tagldinsuidsn Flutter $du
Fodlddulsznouniasilewaun Android fail
« Android SDK (API Level 36 a 12a7iRss)
» Android SDK Build-Tools
« Android SDK Command-line Tools
« Android SDK Platform-Tools
« Android Emulator (laivsu)
Tnsuuzihldaansuasinaapsesiiomaniniu Android Studio
Tunsfingis Android SDK masinsia Android SDK a1gafiausi
gunsaivasaaagldinestuiiiiiniidy ierutulatueundinduaganusaldfugunsaid
Tvsiananla
woUNALATU Android 9zil SDK/API level wWusney (Target SDK/
API level) uaw SDK/API level Fus (Minimum SDK/API level) Tasaauil as vianiifiasi 14 AP


https://docs.flutter.dev/install/troubleshoot
https://docs.flutter.dev/install/manual#install-flutter
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level 1118 36 (Android 16) wag APl level Yusin 24 (Android 7) #9521 ULAD WaUNALATY
Android 2za11150Ra8I LA UUTEUURILE APl level Tusinaude APl level 1mune visende
Lo UNALATUlUTlATINUTA1LNT0RNAILARILATULSEUU Android 7 84 Android 16 1uLd

3.4.4.5.1.1 Java/Kotlin
Java uay Kotlin 1unmwiddgdmsunsnauiwey
wALAdy Android Asagndlsfienu woundiadu Flutter tugnideusienu Dart usdssniu
foafilan Java uag Kotlin idndosiiiaSuduueundindy Flutter

Ingunfiuan Flutter azasslaniiugiuiiuanlvdmsu

nsiFuLeUnaLAduLuUiugu Asludslidndudesdinsliaulan Java 1w Kotlin o3 usily
~ v a a ~ v Y e A >4 a P
U9n3al 9198 lgulAnLiineIINIANFBINISIdfsillaesiugIuszuui Flutter Ll API
= Y Y ey v P A U o A Y

WinlidnnalanagldfiunanaiiesassuiiaesNaeens

1As9n15ULY Java 21 (JetBrains Runtime/Azul Zulu
OpenJDK) Wundnlunisvinauiu Gradle ualaUnaiadu Android Nndneaniniu weldn
funestuiiiniwesssuujiinisia 19 Java 11

3.4.4.5.1.2 Gradle

Gradle uaTasiinasiaszuusmludRansunsiaun
FONAWITNAIBAIT TANTTIUA 91U nseeulngd n1suiang n1svegeu n1sUSuld way
MSWELNS N385V auA Java (531890191 Kotlin, Groovy, Scala 7l JDK), C/C++ uag
JavaScript Gradle WaIuNRD80ANUUIAAYDY Apache Ant LAz Apache Maven uaziilaus
Muanglawuilyd Groovy way Kotlin @amnsannnismuunaailasein1silyd XML 91 Maven
14 Gradle Tons nuvvezlonanAiduien1aiadnn1sn15e1989 NsINTIENDANUASIAUYD

d‘ o a o . .

UNAITALUUNIT Gradle N1N91UUU Java Virtual Machine

Gradle fawpIasflondniilélunisdnnisiusiand Java
dlng) sadslusiand Android Taelulasenisd a4 Gradle esdu 8.14.3 Hundn

Tnguniud fimuniulifienusiduiiazdoaunssios
Gradle fenuied uaz Flutter 9sv1n15danisies wimnnfinnusndudeddrmds Gradle fe
PuLeY ilan3ud gradlew (130 gradlew.bat dmsugld Windows) nelulvlawnes android
vodlusiand Flutter iauaiiteiFontd Gradle fignamifivanundmiulusiandiiy 4

3.4.4.5.2 Linux
\WuLieafu Android fina1aludnediu Flutter Sn1sa¥islen
é’m%’mm'ﬂmLL@UWﬁLﬁ%’uLLUUﬁugm uAd MU Linux uéaiu Flutter 14lan Co+ uazivisy
13350 CMake Tunsasiesngruvesaunaiadu
TumswauueUnardudmsu Linux fesdndslusunsuind
(build dependencies) ag1aAuie sruvufedsfisndumniiszuudumdudnune wivin
FosmsiamuaUnaed Linux dosdasalusunsulusioniseuanaiy
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« GTK 3 (laus1sdmsun1siaun) . Clang
* pkg-config « CMake
« lausn3 GNU Standard C++ v3 « Ninja

nsAnsslausisuaslusunsuiinanludeduazuansneiuly
WAAYNISHINTNY Linux wag Flutter 1%’1%51’%‘1’/%14211403’@ﬂmﬂumﬁﬁwmwamaﬂwémsi'fu
(runtime dependencies)
« GTK 3
 blkid
o LZMA

walpeluud lausisvantiasgninssnegudimnaaild sraphical desktop ialy

3.4.4.5.2.1 Debian

sudo apt install curl git unzip xz-utils zip libglul-mesa

sudo apt install clang cmake ninja-build pkg-config libgtk-3-dev
libstdc+-12-dev

sudo apt install libgtk-3-0 libblkidl liblzma5

JUN 3.3 Adalunsingesnen1sunanasig 9 ui Debian

3.4.4.5.2.2 Fedora Linux

sudo dnf install curl git unzip xz zip mesa-libglu
sudo dnf install clang cmake ninja-build pkgconf gtk3

sudo dnf install gtk3 libblkid xz

5UN 3.4 Adalunsindesnen1sunanasie 9 vl Fedora Linux
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3.4.4.5.2.3 Arch Linux

sudo pacman —-S --needed curl git unzip xz zip glu

sudo pacman -S --needed clang cmake ninja pkgconf gtk3

sudo pacman -S --needed util-linux-libs xz gtk3

'
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Preamble
The GNU General Public License is a free, copyleft license for software and other kinds

of works.

The licenses for most software and other practical works are designed to take away your
freedom to share and change the works. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change all versions of a program-to
make sure it remains free software for all its users. We, the Free Software Foundation,
use the GNU General Public License for most of our software; it applies also to any

other work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute
copies of free software (and charge for them if you wish), that you receive source code
or can get it if you want it, that you can change the software or use pieces of it in new

free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or
asking you to surrender the rights. Therefore, you have certain responsibilities if you
distribute copies of the software, or if you modify it: responsibilities to respect the

freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must pass on to the recipients the same freedoms that you received. You must make
sure that they, too, receive or can get the source code. And you must show them these

terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright
on the software, and (2) offer you this License giving you legal permission to copy,

distribute and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is no
warranty for this free software. For both users’ and authors’ sake, the GPL requires that
modified versions be marked as changed, so that their problems will not be attributed

erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of
the software inside them, although the manufacturer can do so. This is fundamentally
incompatible with the aim of protecting users’ freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is most unacceptable. Therefore, we have designed
this version of the GPL to prohibit the practice for those products. If such problems
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arise substantially in other domains, we stand ready to extend this provision to those

domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should
not allow patents to restrict development and use of software on general-purpose
computers, but in those that do, we wish to avoid the special danger that patents
applied to a free program could make it effectively proprietary. To prevent this, the GPL

assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS

0. Definitions.

“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as
semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee
is addressed as “you”. “Licensees” and “recipients” may be individuals or organizations.
To “modify” a work means to copy from or adapt all or part of the work in a fashion
requiring copyright permission, other than the making of an exact copy. The resulting work

is called a “modified version” of the earlier work or a work “based on” the earlier work.
A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would
make you directly or secondarily liable for infringement under applicable copyright law,
except executing it on a computer or modifying a private copy. Propagation includes
copying, distribution (with or without modification), making available to the public, and

in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make
or receive copies. Mere interaction with a user through a computer network, with no

transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate
copyright notice, and (2) tells the user that there is no warranty for the work (except to
the extent that warranties are provided), that licensees may convey the work under this
License, and how to view a copy of this License. If the interface presents a list of user

commands or options, such as a menu, a prominent item in the list meets this criterion.
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1. Source Code.
The “source code” for a work means the preferred form of the work for making

modifications to it. “Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined
by a recognized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in

that language.

The “System Libraries” of an executable work include anything, other than the work as
a whole, that (a) is included in the normal form of packaging a Major Component, but
which is not part of that Major Component, and (b) serves only to enable use of the
work with that Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A “Major Component”,
in this context, means a major essential component (kernel, window system, and so
on) of the specific operating system (if any) on which the executable work runs, or a

compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code
needed to generate, install, and (for an executable work) run the object code and
to modify the work, including scripts to control those activities. However, it does not
include the work’s System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but which are not
part of the work. For example, Corresponding Source includes interface definition files
associated with source files for the work, and the source code for shared libraries and
dynamically linked subprograms that the work is specifically designed to require, such
as by intimate data communication or control flow between those subprograms and
other parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.
All rights granted under this License are granted for the term of copyright on the
Program, and are irrevocable provided the stated conditions are met. This License
explicitly affirms your unlimited permission to run the unmodified Program. The output
from running a covered work is covered by this License only if the output, given its
content, constitutes a covered work. This License acknowledges your rights of fair use

or other equivalent, as provided by copyright law.
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You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey covered
works to others for the sole purpose of having them make modifications exclusively
for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not
control copyright. Those thus making or running the covered works for you must do so
exclusively on your behalf, under your direction and control, on terms that prohibit them

from making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions

stated below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti-Circumvention Law.
No covered work shall be deemed part of an effective technological measure under
any applicable law fulfilling obligations under article 11 of the WIPO copyright treaty
adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention

of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights
under this License with respect to the covered work, and you disclaim any intention to
limit operation or modification of the work as a means of enforcing, against the work’s

users, your or third parties’ legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.
You may convey verbatim copies of the Program’s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all
notices of the absence of any warranty; and give all recipients a copy of this License

along with the Program.

You may charge any price or no price for each copy that you convey, and you may

offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from
the Program, in the form of source code under the terms of section 4, provided that

you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a

relevant date.
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b) The work must carry prominent notices stating that it is released under this License
and any conditions added under section 7. This requirement modifies the requirement
in section 4 to “keep intact all notices”.

c) You must license the entire work, as a whole, under this License to anyone who
comes into possession of a copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license
the work in any other way, but it does not invalidate such permission if you have
separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not display

Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which
are not by their nature extensions of the covered work, and which are not combined
with it such as to form a larger program, in or on a volume of a storage or distribution
medium, is called an “aggregate” if the compilation and its resulting copyright are not
used to limit the access or legal rights of the compilation’s users beyond what the
individual works permit. Inclusion of a covered work in an aggregate does not cause this

License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and

5, provided that you also convey the machine-readable Corresponding Source under

the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and
valid for as long as you offer spare parts or customer support for that product model,
to give anyone who possesses the object code either (1) a copy of the Corresponding
Source for all the software in the product that is covered by this License, on a
durable physical medium customarily used for software interchange, for a price no
more than your reasonable cost of physically performing this conveying of source,
or (2) access to copy the Corresponding Source from a network server at no charge.

c) Convey individual copies of the object code with a copy of the written offer to

provide the Corresponding Source. This alternative is allowed only occasionally and
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noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalent access to the Corresponding Source in the same way
through the same place at no further charge. You need not require recipients to
copy the Corresponding Source along with the object code. If the place to copy the
object code is a network server, the Corresponding Source may be on a different
server (operated by you or a third party) that supports equivalent copying facilities,
provided you maintain clear directions next to the object code saying where to find
the Corresponding Source. Regardless of what server hosts the Corresponding Source,
you remain obligated to ensure that it is available for as long as needed to satisfy
these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source of the work are being offered

to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the
object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal
property which is normally used for personal, family, or household purposes, or (2)
anything designed or sold for incorporation into a dwelling. In determining whether a
product is a consumer product, doubtful cases shall be resolved in favor of coverage.
For a particular product received by a particular user, “normally used” refers to a typical
or common use of that class of product, regardless of the status of the particular user or
of the way in which the particular user actually uses, or expects or is expected to use,
the product. A product is a consumer product regardless of whether the product has
substantial commercial, industrial or non-consumer uses, unless such uses represent

the only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified versions
of a covered work in that User Product from a modified version of its Corresponding
Source. The information must suffice to ensure that the continued functioning of
the modified object code is in no case prevented or interfered with solely because
modification has been made.

If you convey an object code work under this section in, or with, or specifically for

use in, a User Product, and the conveying occurs as part of a transaction in which
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the right of possession and use of the User Product is transferred to the recipient
in perpetuity or for a fixed term (regardless of how the transaction is characterized),
the Corresponding Source conveyed under this section must be accompanied by the
Installation Information. But this requirement does not apply if neither you nor any
third party retains the ability to install modified object code on the User Product (for

example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement
to continue to provide support service, warranty, or updates for a work that has been
modified or installed by the recipient, or for the User Product in which it has been
modified or installed. Access to a network may be denied when the modification itself
materially and adversely affects the operation of the network or violates the rules and

protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this
section must be in a format that is publicly documented (and with an implementation
available to the public in source code form), and must require no special password or

key for unpacking, reading or copyins.

7. Additional Terms.
“Additional permissions” are terms that supplement the terms of this License by
making exceptions from one or more of its conditions. Additional permissions that are
applicable to the entire Program shall be treated as though they were included in this
License, to the extent that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately under those
permissions, but the entire Program remains governed by this License without regard to

the additional permissions.

When you convey a copy of a covered work, you may at your option remove any
additional permissions from that copy, or from any part of it. (Additional permissions
may be written to require their own removal in certain cases when you modify the
work.) You may place additional permissions on material, added by you to a covered

work, for which you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered
work, you may (if authorized by the copyright holders of that material) supplement the

terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and
16 of this License; or
b) Requiring preservation of specified reasonable legal notices or author attributions in

that material or in the Appropriate Legal Notices displayed by works containing it; or
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c) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original
version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the
material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks,
or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of
liability to the recipient, for any liability that these contractual assumptions directly

impose on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within
the meaning of section 10. If the Program as you received it, or any part of it, contains
a notice stating that it is governed by this License along with a term that is a further
restriction, you may remove that term. If a license document contains a further restriction
but permits relicensing or conveying under this License, you may add to a covered work
material governed by the terms of that license document, provided that the further

restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the
relevant source files, a statement of the additional terms that apply to those files, or a

notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately

written license, or stated as exceptions; the above requirements apply either way.

8. Termination.
You may not propagate or modify a covered work except as expressly provided
under this License. Any attempt otherwise to propagate or modify it is void, and will
automatically terminate your rights under this License (including any patent licenses

granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright
holder fails to notify you of the violation by some reasonable means prior to 60 days
after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if
the copyright holder notifies you of the violation by some reasonable means, this is

the first time you have received notice of violation of this License (for any work) from



83

that copyright holder, and you cure the violation prior to 30 days after your receipt of

the notice.

Termination of your rights under this section does not terminate the licenses of parties
who have received copies or rights from you under this License. If your rights have been
terminated and not permanently reinstated, you do not qualify to receive new licenses

for the same material under section 10.

9. Acceptance Not Required for Having Copies.
You are not required to accept this License in order to receive or run a copy of the
Program. Ancillary propagation of a covered work occurring solely as a consequence of
using peer-to-peer transmission to receive a copy likewise does not require acceptance.
However, nothing other than this License grants you permission to propagate or modify
any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance

of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from
the original licensors, to run, modify and propagate that work, subject to this License.
You are not responsible for enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations.
If propagation of a covered work results from an entity transaction, each party to that
transaction who receives a copy of the work also receives whatever licenses to the work
the party’s predecessor in interest had or could give under the previous paragraph, plus
a right to possession of the Corresponding Source of the work from the predecessor in

interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or
affirmed under this License. For example, you may not impose a license fee, royalty, or
other charge for exercise of rights granted under this License, and you may not initiate
litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent
claim is infringed by making, using, selling, offering for sale, or importing the Program or

any portion of it.

11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the
Program or a work on which the Program is based. The work thus licensed is called the

contributor’s “contributor version”.
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A contributor’s “essential patent claims” are all patent claims owned or controlled by
the contributor, whether already acquired or hereafter acquired, that would be infringed
by some manner, permitted by this License, of making, using, or selling its contributor
version, but do not include claims that would be infringed only as a consequence
of further modification of the contributor version. For purposes of this definition,
“control” includes the right to grant patent sublicenses in a manner consistent with the

requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license
under the contributor’s essential patent claims, to make, use, sell, offer for sale, import

and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express
permission to practice a patent or covenant not to sue for patent infringement).
To “grant” such a patent license to a party means to make such an agreement or

commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the
Corresponding Source of the work is not available for anyone to copy, free of charge
and under the terms of this License, through a publicly available network server or other
readily accessible means, then you must either (1) cause the Corresponding Source to
be so available, or (2) arrange to deprive yourself of the benefit of the patent license for
this particular work, or (3) arrange, in a manner consistent with the requirements of this
License, to extend the patent license to downstream recipients. “Knowingly relying”
means you have actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient’s use of the covered work in a country,
would infringe one or more identifiable patents in that country that you have reason to

believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey,
or propagate by procuring conveyance of, a covered work, and grant a patent license
to some of the parties receiving the covered work authorizing them to use, propagate,
modify or convey a specific copy of the covered work, then the patent license you grant

is automatically extended to all recipients of the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage,
prohibits the exercise of, or is conditioned on the non-exercise of one or more of the
rights that are specifically granted under this License. You may not convey a covered
work if you are a party to an arrangement with a third party that is in the business of

distributing software, under which you make payment to the third party based on the
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extent of your activity of conveying the work, and under which the third party grants,
to any of the parties who would receive the covered work from you, a discriminatory
patent license (a) in connection with copies of the covered work conveyed by you (or
copies made from those copies), or (b) primarily for and in connection with specific
products or compilations that contain the covered work, unless you entered into that

arrangement, or that patent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable

patent law.

12. No Surrender of Others’ Freedom.
If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot convey a covered work so as to satisfy simultaneously
your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that
obligate you to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this License would

be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.
Notwithstanding any other provision of this License, you have permission to link or
combine any covered work with a work licensed under version 3 of the GNU Affero
General Public License into a single combined work, and to convey the resulting work.
The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13,

concerning interaction through a network will apply to the combination as such.

14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU
General Public License from time to time. Such new versions will be similar in spirit to

the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a
certain numbered version of the GNU General Public License “or any later version”
applies to it, you have the option of following the terms and conditions either of that
numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License,

you may choose any version ever published by the Free Software Foundation.
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If the Program specifies that a proxy can decide which future versions of the GNU
General Public License can be used, that proxy’s public statement of acceptance of a

version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no
additional obligations are imposed on any author or copyright holder as a result of your

choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/
OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR
A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.
If the disclaimer of warranty and limitation of liability provided above cannot be given
local legal effect according to their terms, reviewing courts shall apply local law that
most closely approximates an absolute waiver of all civil liability in connection with
the Program, unless a warranty or assumption of liability accompanies a copy of the

Program in return for a fee.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest possible use to
the public, the best way to achieve this is to make it free software which everyone can

redistribute and change under these terms.
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To do so, attach the following notices to the program. It is safest to attach them to the
start of each source file to most effectively state the exclusion of warranty; and each file

should have at least the “copyright” line and a pointer to where the full notice is found.

<one line to give the program's name and a brief idea of what
it does.>

Copyright (C) <year> <name of author>

This program is free software: you can redistribute it and/or

modify

it under the terms of the GNU General Public License as
published by

the Free Software Foundation, either version 3 of the
License, or

(at your option) any later version.

This program is distributed in the hope that it will be
useful,

but WITHOUT ANY WARRANTY; without even the implied warranty
of

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public
License
along with this program. If not, see <https://www.gnu.org/

licenses/>.

Also add information on how to contact you by electronic and paper mail.

If the program does terminal interaction, make it output a short notice like this when it

starts in an interactive mode:

<program> Copyright (C) <year> <name of author>
This program comes with ABSOLUTELY NO WARRANTY; for details

type ‘show w'.

This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c' for details.
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The hypothetical commands ‘show w’ and ‘show ¢’ should show the appropriate parts
of the General Public License. Of course, your program’s commands might be different;

for a GUI interface, you would use an “about box”.

You should also get your employer (if you work as a programmer) or school, if any, to
sign a “copyright disclaimer” for the program, if necessary. For more information on

this, and how to apply and follow the GNU GPL, see https://www.gnu.org/licenses/.

The GNU General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may consider it more
useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License instead of this License. But first,

please read https://www.gnu.org/licenses/why-not-lgpl.html.


https://www.gnu.org/licenses/
https://www.gnu.org/licenses/why-not-lgpl.html
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